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VRS =
1. SDK &%
1.1. REPIP

WMRREZE RS pip 5%, WU Centos A, BEFEAIUTHRLBHEMRE:

yum -y install epel-release

yum install python-pip

1.2. &% SDK

1. T#i xos-python-sdk.zip FFfREH N, THMUA: xos-python-sdkzip

unzip xos-python-sdk.zip && cd xos-python-sdk

2, {£H pip r e R%

pip install --no-index --find-links=. boto3



https://help.qhoss.xstore.ctyun.cn/sdk/python/1.0/xos-python-sdk.zip

VRS =
2. IR
2.1. {EMIREA

{# A sdk Z BIARFE¥8a1L sdk, #EE s3_client, 1@iF s3_client &

TIRE.

2.2. KEERH

import botocore.config

import botocore.session

class S3Demo(object):
def __init__ (self):
config = botocore.config.Config(

## signature_version='s3v4', ## s3 or s3v4, FFHKA

## s3={'addressing_style': 'virtual'}, ## virtual|pat
h, default virtual

## connect_timeout=60, ## default 60 sec
onds

## read timeout=60, ## default 60 sec

onds

session = botocore.session.get session()
self.s3 client = session.create client(
's3',
aws_dccess_key id='<your-access-key>',
aws_secret_access_Rey="'<your-secret-key>',

endpoint_url="<your-endpoint>', ## e.g. http://endpoint or

2
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https://endpoint

config=config)

2.3. IEKEH

Y ‘ L

aws_access_key_id S access key

aws_secret_access_key K-S secret key

endpoint_url RERTORMAIMAE, SIFEE http I https RIS
config ERPmECE, o A B EEE 6




VRS =
3. #MExEO
31 Bl

3.1.1. ThEEiRAA

& 5@ IT A create_bucket BIEETRiERE.

3.1.2. KKEERH

def create_bucket(self):
resp = self.s3 client.create bucket(

Bucket="'<new-bucket-name>"

)

print(resp)

3.1.3. IBKEH

2%

Bucket String MR FR =

3.1.4. IREIER
RIBRERDH M EECIEMII, 200 RTBIN.

3.2. FREUESIFR

3.2.1. ThEEAA
RO DUEIEE A list_buckets 3 EUES 3R o

3.2.2. KEBxRH

def List buckets(self):

print('list buckets"')
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response = self.s3 client.list _buckets()
for bucket in response[ 'Buckets']:

print(bucket["Name"])

3.2.3. IEREH

x

3.2.4. IREIER

Buckets Bucket #14H ERIES

3.3. FHMERBEFE
3.3.1. THAEVLER

&OT £ head_bucket #& O ¥IMiB R SF%E.

3.3.2. REERHI

def head_bucket(self):
resp = self.s3 client.head _bucket(

Bucket="<your-bucket-name>"

)

print(resp)

3.3.3. IERKEH

Bucket string B FR =

3.3.4. IREIZR
RIBIREIRDFIMIE R EFE, 200 RonfEfE, 404 RoNAFHE



VRS =
3.4. MRS

3.4.1. TheeikAA
#20] DU{FE F delete_bucket MIBRTE £

3.4.2. XELRHGI

def delete bucket(self):
resp = self.s3 client.delete bucket(

Bucket="<your-bucket-name>"

)

print(resp)

34.3. iIFREH

Bucket string MR ER =

34.4. 1REIE4RE
RIEIR B H T2 S MBRATN, 204 FRRMBR TN

3.5. EEHEIHIOMR
3.5.1. ThREVHAR

THE—EEEX I, #RA Canned ACL, E Canned ACL #vE — 4T

TEXBBEARE MR, TR T A RAIFUE SR E 3o

ACL ‘ AR ik

private MHEES FREBAEERRENR, HtAREIHEAR

e reac ANHEME | FRBABER LSRR, EMB AR EZFHERN
5 HANBR

public-read-write | A$iES FrB B P EE Z A fERAE S R




authenticated- AMBAT | FHSBIEEEEESNER, EMAE AR IZFHEEN

read 54 TERR

O] PUBIE put_bucket acl # AR E—MFHEREAHFENR. AREREFHERN

ACL ZBIHRER % WRITE_ACP R,

3.5.2. KGR H

def put_bucket _acl(self):
resp = self.s3 client.put bucket acl(
Bucket="'<your-bucket-name>",
ACL='private' ### private | public-read | public-read-write |
authenticated-read

)

print(resp)

35.3. IBKEH

Bucket string A FR =

ACL string acl{& =

3.54. IREIER

RIFREBHMREREMY, 200 RRMI.

3.6. FREVETH AR
3.6.1. ThREVRAR

f&0] @IS get_bucket_acl 3% O3k BUFAEMEAY access control list (ACL) {582. 76
B ACL TJ IERIEMHMER B BRIT APl BF, AT ERSE READ_ACP (FREFiEHE
ACLER) WBRA T UERFFMEMEAY ACLEE.
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3.6.2. KKEERH

def get bucket _acl(self):
resp = self.s3 client.get bucket_acl(

Bucket="'<your-bucket-name>",

)

print(resp)

3.6.3. iIBREH

fim

Bucket string R

3.6.4. IREIZR

BH 3l 5t ER
Owrer | FEEES
Grants Grants BMEI A PR ERE S

3.7. WEHERE

3.7.1. ThEEAA

TFIERRIRIURRE (bukcet policy) TR SEMER B FI A & B (RN (o) TR AR . 17
[B)#z %155 (access control lists, ACL) REEXBE—IRIZBENR, MIFERHHEARETIN
BEFEMEMF—MENNSBRE AN REENR. WO EEMA PutBucketPolicy
BEMGR, IRBELFIZET policy, NHAE policy SBEJEH B policy, ET] IMNIEIL
put_bucket_policy & 0% B KR, AR AR ANE R DUISON SN FHF & @I Policy
SN, policy BI7RBIANT:

Owner Owner

{
"Id": "<your-policy-id>",

"Version": "2012-10-17",

"Statement” : [{




& 50

H

"Sid": "<your-statement-id>",
"Principal”: {
"AWS":["arn:aws:iam::
+
"Effect”: "Allow",
"Action": [
"s3:ListBucket",
"s3:CreateBucket™
15
"Resource”: [
"arn:aws:iam::

:<your-bucket-name>/*"

15

"Condition": "<some-conditions>"

:user/<your-user-name>" |

Id policy id, TJILKEF =
Version policy fRAS, EFEIE 2012-10-17 =
Statement IR A RN T
LR A EEVE
Sid statement Id, TJEAHET, A statement FNFTFH S
IRKET, HIRINA, FBEARE statement FURES
7 Domain A% User, XIFBEF ", FoArEB /-
R o 3%, Principal
(BEZEBF) . 3% Domain A B AR,
Principal 5 NotPrincipal

user-name>

Principal 45z 4 arn:aws:iam::user/+,

L EA User 1

T2 AET, Principal #8204 arn:aws:iam:::user/<your-

HH—
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JTE ik =EVE
. o . %,
TELET, FNEIEAA, statement ILECER I > 9N
NotPrincipal NotPrincipal 5
Hfb A, BUYE[E Principal
Principal 3£ H—
TR KRS, FEEAL statement {EFREIIRIE, Action
FEA IRNTEREES. UF a3k, Action
Action HFaElFRr, FEXHOKNE, IFEABEEM ", F&~Z | 5 NotAction i
TR ITHIRT R ERIE, 190 “Action™["s3:Listx", H—
s3:Getr"]
i,
KT, FEE—HEEME, statement ILECBRIZZE R
NotAction NotAction 5
EZ N EAERIE., BUYE[R Action
Action L EH—
IRKET, FBEALK statement IR TR ZIE
Effect DSy
48, Effect RENLITA Allow Z(FE Deny
¥k, Resource
TR AETF, B statement EIEARN—ERER, X
Resource B R 5 NotResource
BRES, RFIBRE
mHE—
i,
LT, FEE—HRIE, statement ILEERRIZZES | NotResource 5
NotResource
B2 NOEHAM TR, BUER Resource Resource &
Condition T LT, AL statement A RIS %

3.7.2. KEExRH

resp =

ct"], '+

def put bucket policy(self):

self.s3 client.put _bucket policy(
Bucket="'<your-bucket-name>",
Policy="'{"Version":"2012-10-17","Statement":[{"Sid":"12

fect":"Allow","' +

3")"E-F

""Principal™:{"AWS":"*"},"Action":["s3:PutObject","s3:GetObje

10
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""Resource":["arn:aws:s3:::"' + '<your-bucket-name>' + '/*
"1}
)
print(resp)

3.7.3. iIEREH
2 KA | 17HER

Bucket | string | 8 #R 2
Policy | string | SREGAZ, json FFEE | 2

3.7.4. IREIER

RIBIRELHIMTR DR BTN, 200 R,

3.8. FREVETRES
3.8.1. ThaEAA

R EIT get_bucket_policy 1 MIREUIEEFMIBMIRIUEE. WREEANSHR
TZEERNAEE, AR SHULINIEEF#EBES GetBucketPolicy MR, HETFiZ
AT A BRI, . REXHE GetBucketPolicy AR, J77AMFiR[E] 403 Access Denied
. MREEELEHMONR, EEXEERABTHEERMEZER,NSH, NIRE 405

Method Not Allowed &1z,

3.8.2. KEExRH

def get bucket policy(self):
resp = self.s3 client.get bucket policy(

Bucket="'<your-bucket-name>",

)

print(resp)

11
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3.8.4. IREIZ R
: B i N 1

Policy | string | SKESAZ., json F£F &

3.9. MIBRHERER
3.9.1. THEEVLER

O] B delete_bucket_policy 5 O MIBR4E E 7 fEBRYIRAURES . IMREFERNSH
FRZF#EENREE, WERSNLANTEEFMHETHRE DeleteBucketPolicy 1R, /&
FZF R E0M S, MREEEE DeleteBucketPolicy 1R, 75E45IRE 403 Access
Denied fHix. MREEFEHRNNR, EERXEFERABETFERAEERKSNSMN, IR

[8] 405 Method Not Allowed iz

3.9.2. RELRHI

def delete_bucket_policy(self):
resp = self.s3 client.delete bucket policy(

Bucket="'<your-bucket-name>",

)

print(resp)

3.9.3. IEREH

2% XKEB G  EEYE

bl

Bucket | string | #&R

12




=2 —
Q KRS
3.9.4. IRMAER
ARIBIR AR H BT E S MMBR AT, 200 FR<MBR L Th

3.10. HEWE AP E
3.10.1. IheEuiAA

4 o EEAE TR o] DLl & BN B s B IR B R, A FE=iE. e UEA
put_bucket_lifecycle_configuration 1% 0% BEfEAVE B EAECE, BCEA N T DOEIE ILECXS 5
key BIZR. #REEM TR B Y RIARAS E I L RAX R SRR 8, WRIEESWEH

Bx.

def put bucket_Lifecycle configuration(self):
resp = self.s3 client.put_bucket_Lifecycle_configuration(
Bucket="'<your-bucket-name>",
LifecycleConfiguration={
'Rules': [
{
'ID': 'TestOnly',
"Expiration’: {
'Days': 3650,
}s
'Status': 'Enabled',
"Filter': {
'Prefix': 'documents/',
+s
'Transitions': [
{

'Days': 365,

'StorageClass': 'GLACIER',

13
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bs
1

"AbortIncompleteMultipartUpload': {

'DaysAfterInitiation': 123

}
b
1
1
)
print(resp)
3.10.2. EREBH

Bucket string B FR =
HIERTEmERANAEKAE, &

LifecycleConfiguration | LifecycleConfiguration =
%824 1000 N

KT AR Rule —E15 B

2
ID string LD &
perey =y bl
Status string (Enabled|Disabled | 22
)
Expiration Expiration SR HA RS (8] £
AbortincompleteMultipartUplo | AbortincompleteMultipartUplo | R _EERID B .
ad ad IS HAR 8] R

14




ERTRST RIFE

SR BT
Transitions Transition 748 ERN (BEBEXR | &
A1)
Filter Filter PRI, VR &

% T Expiration B3t BB :
S KR

1 AR

KA YiRR

int [ HHRE

%F Transition B35 AR

Days

Int

AT HRE

StorageClass

StorageClass

TR T iERE

%F Filter 915 AR :

P

15 FA

Prefix | string | &R AIBISR

3.10.3.

RELER

RYEIR AL HIMTR AR B, 200 R,

3.11. ZFEFEE SRR E

311.1.

TheEBirR

0] |I)# A get_bucket_lifecycle_configuration $: O 3AEUR A9 4 45 B EARC & .

15
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3.11.2. KBRH

def get bucket Lifecycle configuration(self):
resp = self.s3 client.get_bucket Lifecycle configuration(
Bucket="'<your-bucket-name>"

)

print(resp)

3.11.3. iFRE&H
2 KA | 17ER =ENE

Bucket | string | #& %R

fim

311.4. REILER

&% KB AR

o — MR AR EEANNEE, —FANEETHM D, LAY
ule
Rules R key Bi%k. RRAONFIAEEL . BRRANFIS G, FHERA

HeB \
% g B AR B A MR RS

KT EHIFN Rule —LE45 FR

e it AR
ID string FLI 1D
psay=Nazb WL
Status string (Enabled|Disabled
)
Expiration Expiration AL HART (8]

AbortincompleteMultipartUploa | AbortincompleteMultipartUploa | &5/ L&D Fit

d d HART 8]
AR B (R
Transitions Transition #48 N (PR EXA
i8])
NRESERE, TMEE
Filter Filter
BIZR SN RIRE

16
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ARG
3 F Expiration FY15 AR
S8 KA RAER

HKA AR
DaysAfterinitiation | int | IXHAR#K

%F Transition B934 AA:
S i) ‘ Ll
Days int

StorageClass | StorageClass | E#E R fFfE R

%F Filter 89152 FE:
SH  XH  HAR

Prefix | string

3.12. &L S ERIECE
3.12.1. IhaEiAA

O] U A delete_bucket lifecycle $& A MBI 4 dp B HAECE .

3.122. RWERH

def delete bucket Lifecycle(self):
resp = self.s3 client.delete bucket Lifecycle(

Bucket="'<your-bucket-name>"

)

print(resp)

3.123. iEKkEH

2% XKEB G  EEYE

Bucket | string | #&R

bl

17
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3.124. REIER

RIBIRELHIMR SR BN, 204 R,

3.13. W E B Ao i E
3.131. IhgEuiAA

B RBFEHZ (CORS) EXTH—NMEHHMBMNEFim Web ¥ REFRSS—NEH
HNRBZEMNF. FIF CORS Z#F, HBoMHMEBFEMNEFin Web Y HEF, BT
PLE M SRR ESIRTG [B] BRI TR . &80T U@Id put_bucket_cors 3% M8 BRI 0] EC
=

3.13.2. RERH

def put_bucket _cors(self):
resp = self.s3 client.put_bucket _cors(
Bucket="'<your-bucket-name>",
CORSConfiguration={
"CORSRules': [{
'AllowedHeaders': ["*"],

'AllowedMethods': ["POST", "GET", "PUT", "DELETE", "HE

AD"],
"AllowedOrigins': ["*"], ### ©] M{EF http://domain:por
t
'ExposeHeaders': ["ETag"],
'MaxAgeSeconds': 3660,
s
}s
)
print(resp)

18
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Bucket string A FR =
CORSConfiguration | CORSRule #i48 | EsiA@#N | 2

*FEiE/5 e EC E CORSRule f9—LE13 B
S 15 BA
AllowedMethods | ¥FEITESR FT7E
AllowedOrigins | 2FRNEKIR
AllowedHeaders | 7 1FRIIER K

ExposeHeaders | 2 ¥FIR[EIRY Response Header
MaxAgeSeconds | EEig1EK 45 R I E 17 A (8]

3.134. REIZER
RIBREREH B2 SR E NI, 200 XM,

3.14. FREVEEE i E
3.14.1. IhaEiAA

B RBREHZ (CORS) EXTH—NMEHMBHEFim Web ¥ BREFS S —NEH
MNRBZEMNF. FIF CORS X#F, B MHMEBFEEMNEFin Web YHEF, BT
PUR TR 2R F B R R BRI R . 180 LB get_bucket_cors # A KBRS 140 BCE .

3.142. RKRERH

def get_bucket _cors(self):
resp = self.s3 client.get_bucket _cors(
Bucket="'<your-bucket-name>",

)

print(resp)

19
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3.143. EKEH

2% KB GR  EEYE

bl

Bucket | string | #&R

3.14.4. IREILER

CORSRules | CORSRule #48 | B35 a8 )

*F #1150 L & CORSRules fy—LE1j
¥ il
AllowedMethods | S IFEIIER 75 7%
AllowedOrigins | SFHIIERIR
AllowedHeaders | s ¥FHIIER K
ExposeHeaders | 22 ¥FIR[EIFY Response Header
MaxAgeSeconds | EEig1EK 45 R I E 17 B (8]

3.15. MER#E S o) i B
3.15.1. IheEiiAH

BEHABREHLZ (CORS) EXTHE—MHPMEME it Web KAEFSH—MEHH
MABFEZENTTR. F/A CORS X#, BUMNMBFEMNE v Web NAER, RNT
PUE M A VPSR D) B A PR, &0 DUBIE delete_bucket_cors & A BR85S 57 [B1EC

EO

3.15.2. KRG

def delete bucket cors(self):
resp = self.s3 client.delete bucket cors(

Bucket="'<your-bucket-name>",

)

print(resp)

20
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3.153. iEKEH

&% XKE G EREEYE

Bucket | string | #&%R | 2

3.154. REIZER
RIBREREH B2 B IRE NI, 204 RHMIN.

3.16. WEBMAEHIRES
3.16.1. IheEiAA

BET @I put_bucket versioning R EFHERBRAETIRT . FHEMBIRRAIZFIRTS
TR E AU THIE!

e Enabled: XNEFMERMTIFAENRBRERAES, 2EEMNRINEIFEBTANR
IR E—PME—R version ID,
e Suspended: EEFHEMBIRAES], ZFEENARME] bucket FAIXT R AY version

ID £#IRE A null,

3.16.2. RIRH

def put bucket _versioning(self):
resp = self.s3 client.put_bucket_versioning(
Bucket="'<your-bucket-name>",
VersioningConfiguration={
'Status': 'Enabled’ ###'Enabled' | 'Suspended’

}s )

print(resp)

21
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3.16.3. iEKEH

e it WiRA
=
Bucket string FHEMRI AR =
HI T IRBRAR RS

VersioningConfiguration | VersioningConfiguration =

VersioningConfiguration 1 BF
e G O )
Status | Status | Enabled|Suspended, ARAZ HIFF SRS
3.16.4. IRMEIZR

RIBIREDH M EERERT, 200 FRILI.
3.17. RENHERR AAZFIR TS
3.17.1. IhEEULER

eI MBI get bucket_versioning ISRERFER AR AR FIRSER . REFHEIBIVH
BES A RAREFER . MRFHEBMIBRREIRAEGIRE, BAZFHERE
AEBFEEARAESIERSE R, 7T get_bucket_versioning HRIERNREREUAR A IZHIE B

MAERE.

3.17.2. KRG

def get_bucket _versioning(self):
resp = self.s3 client.get_bucket_versioning(
Bucket="'<your-bucket-name>",

)

print(resp)

22
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3.173. iEKEH

2% KB GR  EEYE

Bucket | string | #&%R | 2

3.174. REIGR
28 KB HAA

Status | Status | Enabled|Suspended, hRA3% & FF LIRSS

23



D x8#S
4. WERBXFEO
41. FERIIFE

4.1.1. ThegiAp

list_objects JIEMTH HFEHPHEMNER, ZREREKRS 1000 PHRER, o
MEEd B RF AR HEFERP TR ERMMONRESR.

41.2. KEERG

def List _objects(self):
print('list objects"')
response = self.s3 client.list _objects(
Bucket="'<your-bucket-name>",
MaxKeys=50, #it# list up to 50 key at a time
)

for obj 1in response['Contents’]:

print(obj["Key"])

N list KT 1000, NHREIFZER S isTruncated 24 true, 1Bt Marker Z#10] MIEE

TRERER. JIBENROTAIRBIT:

def List objects2(self):

print('list objects"')

objects = []

response = self.s3 client.list objects(
Bucket=self.bucket,
MaxKeys=1600,

)

objects.extend(response[ 'Contents'])

while response['IsTruncated']:

24
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response = self.s3 client.list _objects(
Bucket=self.bucket,
MaxKeys=160,
Marker=response[ 'Contents']J[-1][ 'Key']

)

objects.extend(response[ 'Contents'])

for obj in objects:

print(obj["Key"])

41.3. HREH

Bucket | string | & FR =
WEMNFIRENGEREN. AEHTRERKENA

MaxKeys | int =
1000

Prefix string | $EEFIHNRABERFTEC SRR &
BTFEE " EENREEZEIIENR, TEEFHEBPHN

Marker | string =

[Eam = =

41.4. IREIEER

g KE

Contents | Content #4E | W& %3k

42. EFER

4.2.1. ThieiRH
#0] IU{E A put_object A B HEX .

25
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422 REERG

def put_object(self):
print('put_object')
key = '<your-object-key>'
Local_path = '<file-path>’
with open(local_path, 'rb') as f:
resp = self.s3 client.put_object(
Bucket="<your-bucket-name>",
Key=key,
Body=f,
### ACL='public-read',
### ContentType="text/json',

)

print(resp)

423, IFEKREH

Bucket string R =

Key string IR HZ ps

Body bytesffile | = EEREHE, WITHFRISHNR =
SR IAEIAR, BUE private | public-read | public-

ACL string &
read-write

ContentType | string http content-type header 5

Metadata dict B E X TTEE =

424, BEIZR
S8 KE  HER

ETag | string | X RAME—HREE

26
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JER: put_object X XHA/NEREI, ERABE L% 5GB K/NHISLF,

Anh k.

43. TEXM&R

4.3.1. TheeEy AR

#2707 |)U{E A get_object TEIMN KR,

432 KEERG

4817 5GB EE(F

def get object(self):

print('get object")

key = '<your-object-key>'

Llocal_path = 'E:/ExampleObject.txt’

resp = self.s3 client.get object(
Bucket="<your-bucket-name>",
Key=key

)

body = resp["Body"]

with open(local_path, 'wb') as f:
for chunk in body:

f.write(chunk)

433, IBKREH

s %A ‘ B REUM
Bucket | string | 8% p=s
Key string | N&R& | 2

27
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434, IREIZER

S et} ‘ AR
Body StreamingBody | SR EIBEANR
Metadata | dict B E X TTHIE

44. EFIFR
44.1. ThEEIRER

o] A copy_object EH—MER#E HREYXT 5 . 5 F copy_object ] I &
BN AN 5GB ISR . 1T copy_object #1E, XA E I HEFE IS & A READ AR FIXF

B %% bucket A WRITE #XBR .

442 KEERG

def copy object(self):
key = '<dst-object-key>'
resp = self.s3 client.copy object(
Bucket="'<dst-bucket-name>",
Key=key,
CopySource={'Bucket': '<source-bucket-name>', 'Key': '<source
-object-key>'},
ContentType="text/json",
MetadataDirective="REPLACE",

)

print(resp)

XK (81T 1GB) BB R T, EIEfEMA copyObject TS HINER, FEFH
DR ESNARNHETXHEE S, TransferManager #E 7 HAE51693%0, TIUBFESIX
&,

28
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class TransferDemo(object):
def _init__ (self):
config = botocore.config.Config(

signature_version="'s3v4', ### s3 or s3va

session = botocore.session.get_session()
self.s3 client = session.create client(
's3',
aws_access_key 1id='<your-access-key>"',
aws_secret_access_key='<your-secret-key>',
endpoint_url="'<your-endpoint>",

config=config)

MB = 1024 * 1024

transConfig = s3transfer.manager.TransferConfig(
multipart_threshold=5 * MB, #i# KT ZEFEHD A HE
multipart _chunksize=5 * MB, #i# /3 )7 Au/)h
max_request_concurrency=2,

)

## WEW, NERRAFRE

### transConfig.max_bandwidth = 1 * MB

self.transfer = s3transfer.manager.TransferManager(self.s3 cl

ient, transConfig)

def copy(self):

29




KRG
Fe

print(datetime.datetime.now().strftime('%Y-%m-%d %H:%M:%S.%f
'), "copy start")

source={'Bucket': '<source-bucket-name>', 'Key': '<source-obj
ect-key>'}

dstBucket = '<dst-bucket-name>'

dstkKey = '<dst-object-key>"'

# Y RECE

extraArgs = {'ContentType': 'text/plain', 'ACL': 'public-read

future = self.transfer.copy(source, dstBucket, dstKey, extra_
args=extraArgs)

future.result()

print(datetime.datetime.now().strftime("'%Y-%m-%d %H:%M:%S.%f

'), "copy success")

443, IFEKREH

Bucket string MR FR =
Key string BB R key =
CopySource | CopySource | JEXT % =
ContentType | string REBHIXNRA ContentType | &

*F CopySource:
S XKH ‘ iR

Pl

Bucket | string | #&R
Key string | JRXSR key

Pl

444, BEIZR
S8 XKE  HER

ETag | string | X RAIME—HREE
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45, BRI

45.1. THEEVLAA
0] |4 A delete_object 3 O MBRITER .

452 RIBxRH

def delete_object(self):
key = '<your-object-key>'
resp = self.s3 client.delete_object(
Bucket="<your-bucket-name>"',
Key=key,
)

print(resp)

453. IEREH

28 ‘%ﬁ! A

Bucket | string | #% =
Key string | RA

fim

454, BEIZR
RIEIR B H T2 S MBRALTN, 204 FRRMBR AL TH

46. HIEMBEITR

4.6.1. ThEERA

O UfE A delete_objects # AMEMBRZ N NR, TURDREZ MEREMBFERE
XNRAYTETH. delete_objects BRIERE—NEE T &S 1000 4> key KIMIERIER,
RESNENHNRENDHTMER, I E KM E KB RBidresponse 1%
B, MRERMEBRHONRAFE, SBEEEMBRNER.
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Fx
delete_objects #{EIR[EI 12 verbose 1 quiet ®Ff response 13, verbose response

AR ERR, ZEXNREZEREETEHD key IMBRER. quiet response 1R [El1E
RIRENERNEE T MBREKEH key, WTF—NTEMINAMBRIRIE, ZREERRTE

R EE R B R .

4.6.2. (KEE=H

def delete objects(self):
resp = self.s3 client.delete objects(
Bucket="'<your-bucket-name>",
Delete={
'Objects': [
{
'Key': 'ExampleObject.txt"’,
+s
{
"Key': 'ExampleObjectl.txt',
+s
15
}s
)
print(resp)

4.6.3. IHREH

&% RKE B

Bucket | string | #B&FR =
Delete | Delete | ZMIBRAIN R key 53k | &
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46.4. BEIZR
28 KA 1R

Deleted | #4H | MBREREAE, BE2E— key HMERER

47. FETRITHIE
4.7.1. THEEIREA

T U A head_object % M 3ABU R ITEHIR(E 2

472 RIBxRBI

def head_object():
resp = s3_client.head_object(
Bucket="<your-bucket-name>"',
Key="'<your-object-key>"',
)

print(resp)

4.73. EREH

2% RE  BMA

Bucket | string | &R | &
Key string | R key | =&
LY
47.4. IBREIZR
¥ S ‘iﬁaﬁ \
ETag string | X RME—IRE

Versionld string | STHRAVARA ID
ContentType | string | X% ContentType

Metadata A | BEXTTHIE
StorageClass | string | TFf&E2EHY
ContentLength | int R AN
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48, REFEIFIUR

4.8.1. TheeEuAp

THEH—EMEEX BN, A Canned ACL, E4 Canned ACL #vE — 4T

EXHBANEMNR, TR T HREATE XN E Lo

ACL ‘ 1R ‘ Hak
private MWEES NERFEERELENR, EtbBARBROR.
PHFAE | WREEFERESR, BB A E N RAE
public-read _ fui
5 o

public-read-write | AHIEE

B B PEBIZN RIS RUR,

read

authenticated-

EMA AT

:

NEMEEFEENR, EMBAERBFZNRAE
FRo

#20] 3BT put_object_acl 3 H K

TZREFTEESR WRITE_ACP BUR.

48.2. KEERH

BREPHNRIEE ACL, W—PXTEH

)

def put object acl(self):

Key=key,

ACL="public-read"',

print(resp)

key = '<your-object-key>'
resp = self.s3 client.put object acl(

Bucket="'<your-bucket-name>",

483. IHREH

&% AXB | HAA
Bucket | string | &R | 2
Key string | W& key | &
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B8 XA | iR ‘%éu‘é\%‘

ACL string | acl{&

Pl

484, REIZR
RIBREREH B2 SR E NI, 200 R-HMIN.

4.9. FRERXIRITiEELBR

49.1. TheeEwAR

f&aT )UFEF get_object_acl #EFKEUXS % B9 access control list (ACL) {58

492 KEERG

def get object acl(self):
key = '<your-object-key>'
resp = self.s3 client.get object _acl(
Bucket="'<your-bucket-name>",
Key=key,
)
for grant in resp['Grants']:

print(grant)

493. IFKEH

e R ‘%

Bucket | string | #E&R
Key string | SR key

Pl

494. BEILR

B KA il

Owner | Owner BEEER

Grants | Grant #(48 | GFEE B AAVFARRER




D x8#S
4.10. KRBT RIRE
4101. Ih&eEl<AA

#0] |)U{# F get_object_tagging 1 O FKEBUN R 55,

4102. REERH

def get_object_tagging():
resp = s3 _client.get object_tagging(
Bucket="'<your-bucket-name>"',
Key="'<your-object-key>"
)

print(resp)

4103. iBEREHE

g

Bucket string | M2 FR 2
Key string | IR key =
Versionld | string | IREREFE BN REMEA D | &

4104. BREIZER
2 KA 7R

BEBRREELS, BE 7T Tag EMEREAE, T Tag A Key-
TagSet | TagSet = _
Value FIFE IR TR EHIN &

4.11. MR RIFE
411.1. IheEi<Ap

O] M F delete_object_tagging ¥ O MR R AFE
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411.2. HERH

def delete object_tagging():
resp = s3 _client.delete_object _tagging(
Bucket="'<your-bucket-name>",
Key="'<your-object-key>"'
)

print(resp)

4113. BEREHE
: B i N 1

Key string | WERZE 2RI R key
Versionld | string | R EHRE(E SN REIARA Id

Bucket

string

| #o

4114. BEILER
RIEIR B H T2 S MBRATN, 204 FRRMBR L TH

412, BEBTRIFE
4121. Ih&eEiAR

XTI AE A put_object_tagging B A AN RK BRE . EZ—MREEY, EMNRE
ZEINE 10 MR, bucket BIHAZEEIAAEL bucket RN RRBIRZANR, FE
TIBEIRIE T HMBA A . X447 PutObjectTagging BEFSBENREHRINRERE
BIWNERETIRULE 10 MRE, 7% Key M Value RO ANE, FHH Key FAITEER.
MEEH Key KEARBIT 128 F15, Value KEARIBIT 256 FF5, SDK i@ HTTP header £3
ARRERTERENEEEIRFHE, TENIREMN Key 1 Value i URL 3. REX
KR ERASEN N RORTE XA E.
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4122. KRB=H
def put_object tagging():
resp = s3_client.put _object tagging(
Bucket="'<your-bucket-name>",
Key="'<your-object-key>"',
Tagging={
"TagSet': [
{
"Key': 'keyl',
'Value': 'valuel'
+s
]
}
)
print(resp)
4123. EKREBY
28 it il
Bucket string FBEZRR =
Key string & key =
REMNGREER, 887 Tag HMENEE, 51
Tagging | Tagging =2
Tag WA Key-Value B IA 7 RSN A
Versionld | string WEREEEINRIARA Id &

4124, BREBEILER
RIBREREH B2 SR E NI, 200 RTKERIN
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413. ERETZE R URL

4.13.1.

#RT] 3BT generate_presigned_url 3 A A—MEEXN R £ L —

TheEBiRR

THI EENR.

4.13.2.

S TN

ER—IERN THSEE, AEZEETNEETHIZNR.

IERNEE, BT

key

url

def generate_getobject_presigned url(self):

print('generate_getobject_presigned url')

= '<your-object-key>"'

= self.s3 client.generate_presigned_url(
ClientMethod="get object’,

Params={"'Bucket': '<your-bucket-name>', 'Key': key},

ExpiresIn=900)

print(url)

ER—PIE RN LA, ERRNSEE T EEER put TTEEENR.

def generate_putobject_presigned url(self):
print('generate putobject presigned url')
key = '<your-object-key>'

url = self.s3 client.generate_presigned _url(

ClientMethod="put_object’,

Params={"'Bucket': '<your-bucket-name>', 'Key': key},

ExpiresIn=900)

print(url)
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4133. EXREE

28 HKE YRR

Bucket | string | #& R =
Key string | &R key =
Expiresin | int BRTETE (D) | &, BRA 3600 7

4134. REILER
28 KB HEA

url | string | A R AYSEEE

414, EEXH -Post L&

414.1. IheEWRRA

generate_presigned_post &0 A—MEEX R AE L —1 X # post AT _EEXHFHISE
&4 TTMAERTRERA post form-data 97T _FE X,

4142. RERH

def generate postobject presigned(self):
print('generate_postobject presigned')
key = '<your-object-key>'
Conditions = [

['starts-with', '$key', key],

response = self.s3 client.generate_presigned _post(
'<your-bucket-name>",
key,

Fields={},

Conditions=Conditions,
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ExpiresIn=36600)

print(response)

4143. EREH

B KA AR eRVE
Bucket string | bucket B9ZFR =
Key string | &K key =
Expiresin int ABRTETE (FD) &
Fields #E | AimmASE, ATEE acl, ContentType &
Conditions | #4H | SERE, TRRGMAMNSE &

4144. RBEIZR

g KA HEA

url string | 1E3K _E£HY url
key string | SR AT key
policy string | AR S5 A ALY policy

x-amz-algorithm | string | v4 2 MBHE%
x-amz-signature | string | v4 2, 1ERKNSHZZ

x-amz-date string | v4 %, BHER

x-amz-credential | string | v4 &%, ak 58

AWSAccessKeyld | string | v2 %, ak 58

signature string | v2 &%, BRKHSHEHZ
AmEAAR T

<form action="<data.url>" method="POST" enctype="multipart/form-data
">

<input type="hidden" name="Policy" value="<data.fields['Policy']>
" s

<input type="hidden" name="X-Amz-Algorithm" value="<data.fields['

X-Amz-Algorithm']>" />
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<input type="hidden" name="X-Amz-Credential" value="<data.fields
[ 'X-Amz-Credential']>" />

<input type="hidden" name="X-Amz-Date" value="<data.fields['X-Amz
-Date']>" />

<input type="hidden" name="X-Amz-Signature" value="<data.fields['
X-Amz-Signature']>" />

<input type="hidden" name="bucket" value="<data.fields[ 'bucket']>
N

<input type="hidden" name="key" value="<data.fields[ 'key']>" />

<input type="file" name="file" value="" />
<input type="submit" value="Submit" />

</form>

4.15. IREANB R AT R FIFR
4151. IheEVLEA

WMRBFB T RATES, O] IUER list_object versions 12 M 52X RAYARA, &K list

BIERLIRE 1000 PR,

4152. RERH

def List_object_versions(self):
print('list object versions")
response = self.s3 client.list object versions(
Bucket="'<your-bucket-name>",

MaxKeys=50, #it# list up to 50 key at a time
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for obj in response['Versions']:

print(obj["Key"])

4153. EXREE

Bucket | string | & FR =
REmMNPIREMNREAREN., IAENTRESFAEIA

MaxKeys | int =
1000

Prefix string | FEEIIE N RNEZFTES SIS &
BFAR—IEENERZEIIENER, TJEEFERTH

Marker | string =

13

4154. REILER
: KA | 17ER

Versions | #128 | SR FIFE
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5. 9 EfREO
51. BAE#EO

5.1.1. ThEERAA

DR EEIBRRE, SEMGRA. XHR. 800 B Bl EE. ATEES R
%, SOKIRET HENREEART LEXMH, ARAFRXOXHNAR/N, SDK=BF
NARXMHERD R L%,

5.1.2. XEERHI

import botocore.config
import botocore.session
import s3transfer.manager

import datetime

class TransferDemo(object):
def __init__ (self):
config = botocore.config.Config(

signature_version='s3vA4', ### ZFZLRN s3 or s3va

self.bucket = '"<your-bucket-name>"'
session = botocore.session.get_session()
self.s3 client = session.create_client(
's3',
aws_daccess_key id='<your-access-key>',
aws_secret _access _key='<your-secret-key>',

endpoint_url='<your-endpoint>",
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config=config)

MB = 1024 * 1024

transConfig = s3transfer.manager.TransferConfig(
multipart_threshold=5 * MB, #i# KT ZEFHD S HE
multipart chunksize=5 * MB, #i## 35 AU)h
max_request_concurrency=2,

)

#HHH R Ew, NMERRAPRS

### transConfig.max_bandwidth = 1 * MB

self.transfer = s3transfer.manager.TransferManager(self.s3 cl

ient, transConfig)

def upload(self):

print(datetime.datetime.now().strftime( ' %Y-%m-%d %H:%M:%S. %t

'), "upload start")

key = '<your-object-key>'

### ¥ RECE, T MR E ContentType F1 ACL

extraArgs = {'ContentType': 'text/plain', "'ACL': 'public-read

with open('<file-path>', 'rb') as f:

future = self.transfer.upload(f, self.bucket, key, extra_a

rgs=extraArgs)

future.result()
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5.1.3. IHKEH

2H il ‘iﬁﬁﬁﬂ

bucket string | H8%&

key string | WRZ

fileobj fileobj | ¥TFFBISCHERT R

¥ RECE, TUEE ContentType 1 ACL; ACL BUE private |

extra_args | dict
public-read | public-read-write

TransferConfig {1,

S \%@‘mm
multipart_threshold int | KFZEEBRS> R E&
multipart_chunksize int | 22K/, EA 5MB

max_request_concurrency | int | EfESFFHEE

5.1.4. &XF Content-Type HNECE

Content-Type B TFRRXHHZRIBRER tbin image/png, image/jpg =E K HEA,
video/mpeg, video/mp4 ZMIHKE, text/plain, text/html BXAKE X
fREt X AEAY Content-Type B REIRVIRIE, LLANE R 2R O] IATR ST, AR B o] PUEIT,
ARKET] M EEITH. application/octet-stream £FEEEITHF THED.

FEAFRIGER ST ERENDE, TERE Content-Type XA EHRESHK
B, Content-Type ZHFER TR E, HIAR application/octet-stream, #
python sdk 1, TTIMARIEN R key (EERY REFRRE XA Content-Type, ZERATLN
™

import mimetypes

def mime_type(key):
mt = mimetypes.guess_type(key)[0]
i1f mt == None :

return

return mt
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52. SYE - AEKS B EEES

5.2.1. TheEAA

O] M{sE A create_multipart_upload # O GI 8 F£{15.,

5.2.2. XL RHGI

### create_multipart upload

resp = self.s3 client.create_multipart _upload(
Bucket="'<your-bucket-name>"',
Key="'<your-object-key>"

)

upload id = resp['UploadId’]

print('create_multipart_upload success upload id: %s' Zupload_id)

5.2.3. iEREH

e R \

Bucket | string | #8&#R
Key string | X key

fi

Pl

5.2.4. IBEIZHR
S A AR ‘
Uploadld | string | 2 F E&ESSHYId

53. 4R tEfR-LESR
5.3.1. ThEEiR AR

misfen h LEESRE, BES R LEESH d TR EED FEdRE TUBERXHD
WA AELEE, BRTRE—1DR, 800 AHEBIER/\ A SMB~5GB, 1M hH L~&1{E
S % £1£ 10000 M ko BB UM upload_part Ef£5rF .
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5.3.2. XEERHI

def multipart upload(self):

bucket = '<your-bucket-name>'

key = '<your-object-key>'

Local_path = '<file-path>’

parts = [] ### part list uploaded by client

part_size = 5 * 1024 * 1024

### create_multipart_upload

resp = self.s3 client.create _multipart_upload(
Bucket=bucket,
Key=key

)

upload_1id = resp['UploadId’]

### upload part
with open(local_path, 'rb') as f:
s = f.read(part_size)
part_num = 1
while s:
file chunk = i10.BytesIO(s)
resp = self.s3 client.upload _part(
Bucket=bucket,
Key=key,
Body=f1ile_chunk,
UploadId=upload 1id,
PartNumber=part_num,

)

print('upload part %d success' Zpart_num)

print('create_multipart_upload success upload_id:

%s' %supload_1id)
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part = {
'"ETag': resp['ETag'],
"PartNumber': part_num
}
parts.append(part)
s = f.read(part_size)
part_num += 1
### complete_multipart_upload
resp = self.s3 client.complete multipart_upload(
Bucket=bucket,
Key=key,
UploadId=upload_1id,
MultipartUpload={

'"Parts’': parts

s
)

print('complete multipart upload success upload id: %s' Zupload 1

d)

5.3.3. iEREH

e i) AR ERYE
Bucket string FEAFR =2
Key string IR key =
Body byteslfle | X REEIE =
PartNumber | int S kS v
Uploadid string I AU E AR ESHE O RREIES |d =
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5.3.4. IREIER
S8 LA B

ETag | string | AR E &5 A% R AY Entity Tag

54. 7R EfR-&6HSR
5.4.1. ThaEiR AR

SHEED R LEES d SRESPELEAXNERD R, EZlb— BN,

#&20] |4 complete_multipart_upload A &350 F .

5.4.2. XS RH

### complete multipart upload
resp = self.s3 client.complete multipart upload(
Bucket="'<your-bucket-name>"',
Key="'<your-object-key>",
UploadId=upload_1id,
MultipartUpload={
"Parts’': parts
+s
)

print('complete multipart upload success upload id: %s' Zupload 1id)

5.4.3. IEREH

Bucket string R =

Key string & key =
BETENELEND AR ETag A

MultipartUpload | MultipartUpload ) =
PartNUmber %15 2

50



Uploadld string 7Eﬁi%ﬁ%iE%?@?%%%Eiﬁi&%ﬁ%ﬁi%?ﬂfggf

o

5.4.4. IREIER
28 XA AR

ETag | string | A _E (&£ &RE3T R Entity Tag

5.5. TR LE&-5EES R LEES
5.5.1. ThEEIRAR

oI AR A list_multipart_uploads 3ABUR SERAY £ £ 1E5 .

5.5.2. XL RH

def List_multipart_uploads(self):

print('list multipart_uploads')

prefix = '<your-object-key>"

resp = self.s3 client.list_multipart_uploads(
Bucket="'<your-bucket-name>",
Prefix=prefix,
MaxUploads=50,

)

for task in resp['Uploads']:

print('key: %s, id: %s' %(task['Key'], task['UploadId']))

5.5.3. I REH

Bucket string | #&AR =
MaxUploads | int BT iEERBESH&EALE (1-1000) a
Prefix string | ¥ LEXNR key BIRTSR S
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5.5.4. IREIZR

BETENSZMEVHRUN L&D A EERNEE., SUEFHNE—
Uploads | Uploads | B & T #ltaEE. oA EERIELEE. R key. TR
WEE. FEEIVAN Uploadid HER

5.6. h EfR-3=E LERS R
5.6.1. ThEEIRAR

T U AR list_parts SREL—"NARFERH) LEESFE M LEHND A ER.

5.6.2. XEERHI

def list parts(self):

print('list _parts')

key = '<your-object-key>'

resp = self.s3 client.list parts(
Bucket="'<your-bucket-name>",
Key=key,
UploadId="<upload id>",

)

print(resp)

5.6.3. I REH

RH ‘ s

Bucket string | #RBR =
Key string | & key =
Uploadid | string | #8 @R ENZTS id BRI A EERD FER =
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5.6.4. IREIZER
S8 KA A

BETELERAERNEE, BETNE—IEE 7150 i Entity
tag. EEEHATE. PartNumber Flk/NEE R

5.7. 7R ER-BHlahk
5.7.1. ThaEEiR AR

EH FRETUMN— N EFENXN R R NIEES F FEUE, LI R A/ NET
5GB, HAEAEHI D FBETHNRNES . BT RE—NDR EMEND RN
SEEZ[5MB, 5GBl. E—NMEHERANERZE, BTEFEAWMBLUS F L EREFR—
upload id, EEMBFEINRIEZE BEEAGH D A REAREEINND I —ITR.
& =] PUfE A upload_part_copy E&—12F -

Parts | Parts

5.7.2. XEERHI

def multipart _copy(self):
bucket = '<dst-bucket-name>'
key = '<dst-object-key>'
source_bucket = '<source-bucket-name>"
source_key = '<source-object-key>"
parts = [] ### part list uploaded by client

part_size = 5 * 1024 * 1024

### head_object

resp = self.s3 client.head object(
Bucket=bucket,
Key=source_key

)

print('head_object success length: %s' %resp['ContentLength'])
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size = resp['ContentLength']

### create_multipart _upload

resp = self.s3 client.create multipart upload(
Bucket=bucket,
Key=key

)

upload _1id = resp['UploadId']

print('create multipart _upload success upload id: %s' Zupload 1id)

### upload_part

start = 0

part_num = 1

while start < size:

if start + part_size < size:

end = start + part size - 1
else:
end = size - 1

resp = self.s3 client.upload part copy(
Bucket=bucket,
Key=key,
CopySource={"'Bucket': source_bucket, 'Key': source_key},
UploadId=upload_1id,
PartNumber=part _num,
CopySourceRange="bytes=%d-%d"' %(start, end)
)
print('copy part %d success' Zpart_num)
part = {
'"ETag': resp['CopyPartResult']['ETag'],
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)

d)

"PartNumber': part_num
}
parts.append(part)
start = end + 1

part_num += 1

### complete multipart upload

resp = self.s3 client.complete_multipart _upload(

Bucket=bucket,
Key=key,
UploadId=upload_1id,
MultipartUpload={

'"Parts’': parts

Fs

print('complete multipart_upload success upload id:

%s" Zupload_

1

5.7.3. idEREH

Bucket string | A& FR =
Key string | BEIXS R key =
PartNumber int A A S s
Uploadid string | B B HEESZE A RBLEINES Id =
CopySource string | IR %R =
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IBEARR Y RN REIESEE, MIUE bytes=first-
last’ MR, 8140 " bytes=0-9" T/ FE RN R P ET 10
FEREE, LA SENNS FA/NAT SMB BIRHE
B

CopySourceRange | string

iy

% F CopySource:
¥ EB | AR

Bucket | string | #&FR =
Key string | BN R key | &

5.7.4. IREIZR

CopyPartResult | CopyPartResult | B&#£014 /i Entity Tag FlER/GEXH EEE L

58. SR LE&E-BES R LEES
5.8.1. ThEEiR AR

#5707 |4 A abort_multipart_upload £ 1F—/ B FE1ES.

5.8.2. XL RHI

def abort_multipart_upload(self):
print('abort_multipart upload')
key = '<your-object-key>"'
upload_id = '<upload-id>"'
resp = self.s3 client.abort multipart upload(
Bucket="'<your-bucket-name>",
Key=key,

UploadId=upload 1id,
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)

print(resp)

5.8.3. IEREH

KA AR
Bucket | string | B8R =
Key string | SR key =
Uploadld | string | S EL&LIERI EEES id | &
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6. ZEEIEARS5(STS)

STS Bl Secure Token Service @—MREFTIERS, o AEMA STS KX Tiaat A/
AR AN . 3T 8 B PR EAA ) W R FURES, TTINGER STS fRSS . XM AR RIERE
FIKS AK/SK, RBEER—MEH LD RIEEFENA LAY, BREKS AK/SK
BHRNRE N .

6.1. #% STS fR%E

access_key = '<your-access-key>'
secret_key = '<your-secret-access-key>'
end_point = '<your-endpoint>'

region = 'cn'

self.sts client = boto3.client(
'sts',
aws_access_key 1id=access_key,
aws_secret_access_key=secret_key,
endpoint_url=end _point,

region_name=region)

6.2. FREUIEET token

def assume_role(self):

print('assume role")

bucket = '<your-bucket>'

policy = r'{"Version":"2012-10-17","Statement":{"Effect":"Allow",
"Action":["s3:*"]" \
r',"Resource":["arn:aws:s3:::%s","arn:aws:s3:::%s/*"]}}'

% (bucket, bucket)

role arn = "arn:aws:iam:::role/<your-role>"
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role_session_name = "<your-session-name>"

print('policy: %s' % policy)
response = self.sts client.assume role(
Policy=policy,
RoleArn=role_arn,
RoleSessionName=role_session_name,
)
print('ak %s' % response['Credentials']['AccessKeyId'])
print('sk %s' % response['Credentials’']['SecretAccessKey'])

print('token %s' % response['Credentials']['SessionToken"])

6.3. Policy & #IF

R E RS
{"Version":"2012-10-17", "Statement":{"Effect":"Allow", "Action":["s3:

*"],"Resource”:["arn:aws:s3:::<your-bucket-name>", "arn:aws:s3:::<you

r-bucket-name>/*"J}}

BRE|REEL R T &
{"Version":"2012-10-17", "Statement":{"Effect":"Allow", "Action":["s3:
PutObject", "s3:GetObject" ], "Resource":["arn:aws:s3:::<your-bucket-na

me>","arn:aws:s3:::<your-bucket-name>/*"]}}

DS L1

{"Version":"2012-10-17", "Statement":{"Effect":"Allow", "Action":["s3:
PutObject", "s3:AbortMultipartUpload", "s3:ListBucketMultipartUploads

","s3:ListMultipartUploadParts" ], "Resource":["arn:aws:s3:::<your-buc

ket-name>", "arn:aws:s3:::<your-bucket-name>/*"]}}
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Rt IERR

_F1EFYBR: s3:PutObject

TR s3:GetObject

MR, s3:DeleteObject

KIS ZHRBR. s3:ListBucket

R

1.ListObjects #EfEZM ListBucket FXMREZ#IEY

2."Version:2012-10-17" &% policy BBk AKE, FEEXKAR AL

EERIFRRTIASE

https://www.ctyun.cn/document/10306929/10136179

RoleArn String | AEBAIARN, ERHGUEACEIUESE =
e policy, FERZ json 182, FRFKE
Policy String =
1~2048
AESIARR, WFERABFBEX, REHKE
RoleSessionName | String =
2~64
A HRE, A 3600s, SEE 15 %
DurationSeconds | Integer =
12 /N
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