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namespace FEXSLIL, HETFEAHA yaml 20T ¢
apiVersion: v1
kind: Service
metadata:
name: details
labels:
withServiceMesh: "true”
workloadKind: Deployment
workloadName: details-v1
spec:
ports:
- port: 9080
targetPort: 9080
name: http
selector:
app: details
apiVersion: apps/vl
kind: Deployment
metadata:
name: details-v1
labels:
withServiceMesh: "true”
spec:
replicas: 1
selector:
matchlLabels:
name: details-v1
template:
metadata:
labels:
app: details
version: vl
name: details-v1
source: CCSE
csmAutoEnable: "on”
"sidecar.istio.io/inject": "true"
annotations:
"sidecar.istio.io/inject": "true"
spec:
containers:
- name: details
image: 'registry-vpc-crs-huadongl.ctyun.cn/library/istio-examples-bookinfo-details-
v1:1.16.2'
imagePullPolicy: IfNotPresent
resources:
limits:
cpu: "200m"
memory: "256Mi"



requests:
cpu: "50m"
memory: "64Mi"
apiVersion: vl
kind: Service
metadata:
name: ratings
labels:
withServiceMesh: "true”
workloadKind: Deployment
workloadName: ratings-v1
spec:
ports:

- port: 9080
targetPort: 9080
name: http

selector:
app: ratings
apiVersion: apps/vl
kind: Deployment
metadata:
name: ratings-v1
labels:

withServiceMesh: "true”

spec:
replicas: 1
selector:

matchLabels:
name: ratings-vl

template:

metadata:
labels:

app: ratings

version: v1

name: ratings-vl

source: CCSE

"sidecar.istio.io/inject": "true"

csmAutoEnable: "on”
annotations:

"sidecar.istio.io/inject": "true"

spec:

containers:
- name: ratings
image: 'registry-vpc-crs-huadongl.ctyun.cn/library/istio-examples-bookinfo-ratings-
v1:1.16.2'
imagePullPolicy: IfNotPresent
resources:



limits:
cpu: "200m"
memory: "256Mi"
requests:
cpu: "50m"
memory: "64Mi"
apiVersion: vl
kind: Service
metadata:
name: reviews
labels:
withServiceMesh: "true”
workloadKind: Deployment
workloadName: reviews-v1
Spec:
ports:
- port: 9080
targetPort: 9080
name: http
selector:
app: reviews
apiVersion: apps/v1l
kind: Deployment
metadata:
name: reviews-v1
labels:
withServiceMesh: "true”
spec:
replicas: 1
selector:
matchlLabels:
name: reviews-v1
template:
metadata;
labels:
app: reviews
version: v1
name: reviews-vl
source: CCSE
"sidecar.istio.io/inject": "true"
csmAutoEnable: "on”
annotations:
"sidecar.istio.io/inject": "true'
Spec:
containers:
- name: reviews
image: ‘registry-vpc-crs-huadongl.ctyun.cn/library/istio-examples-bookinfo-



reviews-v1:1.16.2'
imagePullPolicy: IfNotPresent
env:
- name: LOG_DIR
value: "/tmp/logs"
volumeMounts:
- name: tmp
mountPath: /tmp
- name: wlp-output
mountPath: /opt/ibm/wlp/output
volumes:
- name: wlp-output
emptyDir: {}
- name: tmp
emptyDir: {}
apiVersion: vl
kind: Service
metadata:
name: productpage
labels:
withServiceMesh: "true”
workloadKind: Deployment
workloadName: productpage-vl
spec:
ports:
- port: 9080
targetPort: 9080
name: http
selector:
app: productpage
type: NodePort
apiVersion: apps/v1l
kind: Deployment
metadata:
name: productpage-vl
labels:
withServiceMesh: "true”
spec:
replicas: 1
selector:
matchlLabels:
name: productpage-vl
template:
metadata:
labels:
app: productpage
version: v1



name: productpage-vl
source: CCSE
"sidecar.istio.io/inject": "true"
csmAutoEnable: "on”
annotations:
"sidecar.istio.io/inject": "true"

spec:
containers:
- name: productpage
image: ‘registry-vpc-crs-huadongl.ctyun.cn/library/istio-examples-bookinfo-

productpage-v1:1.16.2'
imagePullPolicy: IfNotPresent
resources:
limits:
cpu: "200m"
memory: "256Mi"
requests:
cpu: "50m"
memory: "64Mi"
volumeMounts:
- name: tmp
mountPath: /tmp
volumes:
- name: tmp
emptyDir: {}
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apiVersion: apps/v1l
kind: Deployment
metadata:
name: reviews-v2
labels:
withServiceMesh: "true"
spec:
replicas: 1
selector:
matchlLabels:
name: reviews-v2
template:
metadata:
labels:
app: reviews
version: v2
name: reviews-v2
source: CCSE
"sidecar.istio.io/inject": "true"
csmAutoEnable: "on”
annotations:



"sidecar.istio.io/inject™: "true"
spec:
containers:
- name: reviews
image: ‘registry-vpc-crs-huadongl.ctyun.cn/library/istio-examples-bookinfo-
reviews-v2:1.16.2'
imagePullPolicy: IfNotPresent
env:
- name: LOG_DIR
value: "/tmp/logs”
volumeMounts:
- name: tmp
mountPath: /tmp
- name: wlp-output
mountPath: /opt/ibm/wlp/output
volumes:
- name: wlp-output
emptyDir: {}
- name: tmp
emptyDir: {}

apiVersion: apps/v1l
kind: Deployment
metadata:
name: reviews-v3
labels:
withServiceMesh: "true”
spec:
replicas: 1
selector:
matchlLabels:
name: reviews-v3
template:
metadata;
labels:
app: reviews
version: v3
name: reviews-v3
source: CCSE
"sidecar.istio.io/inject": "true"
csmAutoEnable: "on”
annotations:
"sidecar.istio.io/inject": "true"
Spec:
containers:
- name: reviews
image: ‘registry-vpc-crs-huadongl.ctyun.cn/library/istio-examples-bookinfo-



reviews-v3:1.16.2'
imagePullPolicy: IfNotPresent
env:
- name: LOG_DIR
value: "/tmp/logs"
volumeMounts:
- name: tmp
mountPath: /tmp
- name: wlp-output
mountPath: /opt/ibm/wlp/output
volumes:
- name: wlp-output
emptyDir: {}
- name: tmp
emptyDir: {}
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BRBENEEXRSE FIRRIFF B ALS BEBRS, sidecar 5n A B RESIEE
HI B EBRSS project

BREHEEERE GIRBIF R ALS BERS, RHEBESERERIEEMNH
SHRSS project

2 OPA 2 OPA ThEE/E, KSEMIERREE OPA XK= HIH

MRS, JEgRe] UL S5 Fh &R AL OPA RIS 51 %

3.4 sidecar &EIE

3.41 FANRIREE

CSM R & Mg & T sidecar AL S ERMAVAEIATERR 1, HBIXIFE T K8s
webhook 3 R (Y sidecar ;3 FAGE 1, TEE sidecar ;F NiT%E :
(1) pod BIEIERK XiXF| K8s api server Z J5, 1RIBETLENXH
mutatingwebhookconfiguration 5 24 8] pod €& 5K F{TICE, NRITEN,
K8s api server [q] istio 3% | % 1% webhook 153k

(2) istio I=HIEIRIBECE (1) pod AY yaml EjF A sidecar A%, 1R[E4; api server
(3) apiserver £F istio = HIEEN/FH yaml €& pod, MTSLIL T sidecar f97F

N




YAML pod annotation

namespaceSelector
objectSelector

istio-sidecar-injector MutatingWebhookConfiguration
EHlEICR XS istiod iTIEN
Kube-APIServer

Etcd

config.policy
config.alwayslnjectSelector
config.neverinjectSelector

h 4

istiod >(

Listio-sidecar-ln]ector configMap

sidecar SENRIEZ ZMECEF N, B pod FIEMRAZEIAIIRE . pod T, BaEAL
Bo. $BHRICEMNE, KEZRSME CSM 2514 sidecar BIE->5E N RISEC B X212
FENKRBSECERE S, W TEIFFR :

e = < ENFESEIE
ENERES
config.policy  enabled o]
sidecartEAIS
FFEASidecarfOPodinEEiEiZaE ( AlwaysinjectSelector ) @
= B E
AlwayslnjectSelector R E R Hi0
FEASidecarfPodinsssEEag ( NeverlnjectSelector ) @
= B &
N SelectorFEHEHES, F
<
3 .
EERHENAT
N
BcE Wt B
Config.policy

EEHBEINEANIIE, TJiE{E A enabled B F
disabled, BKIA4 enabled




AlwayslnjectSelector

JEN sidecar B9 Pod #3515 188, L MHRESE and %<

Z; #EPH pod BELSIEN sidecar

NeverlnjectSelector

AR3EN sidecar By Pod iR 88, L MRE 2 and <

R HEPH pod FKIZAENA sidecar ; (EERST
AlwayslnjectSelector

Pod R EEHIEN sidecar X1 pod FrEf BB IUK pod B SHEMEE X, XEET
EMNLIE=ARESH, REWINKIEBEIDZENT

WRAZE | PodEfE BaEANFFE | NeverlnjectSele | AlwayslnjectSele | %4

[B)AREE (sidecar.istio.io/inj | (config.polic | ctor ctor

(istio- | ect) y)

injection

)

enabled | true X X x pad
A

enabled | false X x X N
E
A

enabled | KIZE x LHC x ZD
E
N

enabled | RiEE enabled NI x e
N

enabled | REE disabled x NN T A~
E
A

enabled | RIEE disabled NI LES F
N

disabled | x X X X =
F
A




KIEE | true A
s
A
KRIEE | false * § " 0
i
A
*EE | kgE g g " x
F
A
3.4.2 sidecar {IEfC B

sidecar ;¥ pod ZFEEREBWZSAFHHATE, ML EEHREAEE. TN
FBe N | sidecar KAFEN—PMRIBEBRSHIFRANKBELE, SRRENTIREER
%J i HEHAIE /}ILE?MEk%EH% @}**‘B‘W[Eﬂ%fﬂ%—t

sidecar RIZE B 4+ BCEE RN H

sidecar RIBECE XFARMNERCLE, BFELFH. wE=E. TERTINEK pod 4,
RAEZGXFS | CSM RSN LI X RMNG 2T ARINREEE. £RRIERE
BEEREN, EXEHMORENERLT, ﬁﬁﬁ&)\ﬂ'\] sidecar PR AXNEE ; BHET
EARIEBREERAIRENTRTEAER, 1ZrB=E TFEANR sidecar, 7EXBIEE pod B
EXRENEATEEBRAZTES Iﬂ'f‘tﬁﬁﬂ% &ET LRI 45 pod FT/EMRSCIL pod 2R

FHRIZEE .

sidecar RIBEC B B2 E
£ sidecar BIE->sidecar RIBRE Y INER &/Mar 2B RIFEE, W TEMR

CEFSB < sidecarRIEEIE

IENEREE
ESS) iHEZE

sidecartEEE
EEaE
HimOekiniskamA/A=RSidecar(VE
DNS{UIEREE
SHEBIRS NSRS

SHERER



FEETUR AT ¢

o BN 1% BF
istio RIB KR sidecar RIEAR /TR R/INEEFEHAN

CPU FIRFH
A7 2R

TR R RABEHIEEIAY CPU

istio-init 8878

M ARETHR/NEEFH CPU
NEFERBEURRAERIEEIR CPU FINF
TR

EESIMAE AT E

FEEIX L HEAY outbound /5]

BT IMAE R AL SE

RFLE A IXER 3 AY outbound 58]

REROBNRESRT sidecar {12 FEETIX 3% A A9 inbound 151]
REiROFEHRERT sidecar X1 FEERTIX 3% O B9 outbound 1]

REBIHAFANRERTET sidecar {18

AFEF XL O Y inbound 35(8]

REBIHAFHRERTE sidecar {18

RFEEF X L3 O Y outbound 53]

J2F3 DNS RIEThEE

J2 3 DNS RIBIhREfS, sidecar 354=&K
DNS #4715k, 0R sidecar A& DNS

HRER, NEERRBIZER ; BN sidecar
4% DNS KRR &

SR 0] SR

FEXT sidecar H[EIMNFRGSEIKEE, BH
ANETR, ECE A REGISTRY_ONLY Y,
sidecar AR A EIMIEREEMEVARS, £
48150 SMEBARSS ; BCE A ALLOW_ANY

B, NERSHEREEIMEIMIEA,
sidecar #8O] A1), #80] DUBIT RSN AR
Z3F M 4 ServiceEntry, 7 REGISTRY_ONLY

sidecar RIBL& 1 H1ERHK

BT POARZEX LRSS
RS TazEmTRS IMEREFER

UREDFEERNELETEREY

m, REEEEFILARS, sidecar fEAHE
HRIBHOARESBMEIERS, BNITTHEE
RERDIE KRR ; ZBELETE X T sidecar




AREREIRBESEHEFHFHNK,
C

BINA S, EITMREEC U FZHTF X
BEIZILE
sidecar XIS EIER X #E json TERECE sidecar RIBAY A4 75 E]

H, TEAERIEERE
postStart : sidecar 28 21 EHITHFNE

preStop : sidecar RIBA#HE L HIHITHEN
£

Bl TENEEEX T sidecar B3 Bal/E
%1% pilot agent BE)] ; sidecar B&5{=1E

BI=FRF 107

{
"postStart": {

"exec": {
"command": [
"pilot-agent”,
"wait"
]
}
}s
"preStop": {
"exec": {
"command": [
"/bin/sh",
et
"sleep 10"
]
}
¥
¥

XF pod AT sidecar (RIFECE, CSM ARESMIRFTRE istio B AV EM 77TV SLIE sidecar
RIFECE, FRIEPOTR

s 15t B

proxy.istio.io/config &%= sidecar RIEBECE

sidecar.istio.io/agentLogLevel $87E pilot-agent (I A E L H

sidecar.istio.io/controlPlaneAuthPolicy 18 7E sidecar AR H EIEZAIINLE T
7, NONE FRRFLIAUE, MUTUAL_TLS




TR~ K M E) TLS TAIE

sidecar.istio.io/discoveryAddress

FEE sidecar xDS E b

sidecar.istio.io/extraStatTags

M sidecar 1N EHE P ENIME B A FRE

sidecar.istio.io/inject

=& 7EN sidecar

sidecar.istio.io/interceptionMode

E X sidecar FZEAEMNRET,
REDIRECT 8({Z& TPROXY

sidecar.istio.io/loglLevel

sidecar RIZAIH EZH 7

sidecar.istio.io/proxyCPU

sidecar 153K A9 CPU

sidecar.istio.io/proxyCPULIimit

sidecar CPU PRl

sidecar.istio.io/proxyMemory sidecar 15 KA F
sidecar.istio.io/proxyMemoryLimit sidecar N1EFR

REBNRETTR A 1

traffic.sidecar.istio.io/excludelnboundPorts

traffic.sidecar.istio.io/excludeOutboundPorts AEHEREAEARA

traffic.sidecar.istio.io/includeOutboundIPRanges | =& REH A ip &

traffic.sidecar.istio.io/excludeOutboundIPRanges | A= REHEA ip &

EHNRETT RN

traffic.sidecar.istio.io/includelnboundPorts

traffic.sidecar.istio.io/includeOutboundPorts EEYREA MmO

35S KBS ITIERH

3.5.1 [R5 EEE

HEREMIERIBIRE B EIFRININTNZRET, TMUERRSEE
(ServiceEntry) EXIMBIRESHIFEIEE, Til@’f%lﬂE’\]H[i‘(’@ﬂulﬁfﬂﬂ\%ﬁﬁ’\]ﬁﬁ
%, REZFEHEARTRSHEE. hil. iwA. PRIIKREER

EXREEEN, BEIRHOAES sidecar (i PR, THEARBHRIET 4
Ay sidecar § AR O



i H Y 3t AR

15000 TCP sidecar E1Rim A

15001 TCP sidecar & A3 O
15006 TCP sidecar AN A3 0
15020 HTTP Prometheus f8fr X &k O
15021 HTTP BEEERA

15090 HTTP Prometheus ¥§4RE i 1

BEEHS TERERKETHRS & BT UEEMEARIMNBIRS | SRR T =MER
MATelgkssE, MmTE:

Vrial RIS SMER B www.ctyun.cn BRES T DU R TEMEE ¢
apiVersion: networking.istio.io/vlbetal
kind: ServiceEntry
metadata:
name: external-svc-https # Name for this ServiceEntry.
spec:
hosts: # External services that mesh can access.
- www.ctyun.cn
location: MESH_EXTERNAL # Location can be MEST_EXTERNAL or MESH_INTERNAL.
ports: #
- number: 443

name: https



protocol: TLS # Access external services over TLS.

resolution: DNS # Resolve external services' IP address by DNS.

WMRFAEREY LEE T —4H MongoDB YL, (BRI HEMEIMIE L, BT IR
THYECE 7E M 4% A 118 MongoDB

apiVersion: networking.istio.io/vlbetal
kind: ServiceEntry
metadata:
name: external-svc-mongocluster # Name for this ServiceEntry.
spec:
hosts:
- mymongodb.somedomain # Not used.
addresses:
- 192.192.192.192/24 # VIPs
ports:
- number: 27018
name: mongodb
protocol: MONGO
location: MESH_ EXTERNAL # Location can be MEST_EXTERNAL or MESH_INTERNAL.
resolution: STATIC # Access service by endpoints' static IP address.
endpoints:
- address: 2.2.2.2
- address: 3.3.3.3
AR
AR & B EEAYH O MU FE HTTP|HTTPS|GRPCIHTTP2|MONGO|TCP|TLS B &k
=1

3.5.2 Kubernetes B %18

CSM BR& A& 55 S BE 4840, 7E 18 M4 SoBI A 3%y CCSE SRBEF 1R A &8/t
(primary), BRESMISMEFIESTBEFER L, BLIRURINGE VPC THIHfh CCSE
SERRINER, FHMNFRAMERE (remote), BEEMMTA :



C eyl

CCSE remotel
APl Server

webhook APP

CCSE prima i
p ry . } [I)S— Sidecar
«— |
FEEMERHE -4—— ELB

4—| CCSE remote

xDS APP

I— Sidecar

ebhook———— API Server

f

RINEEERE
W ER ST ERE -> kubernetes 8 8, o IFEE LRTMASRAIERT &

L] Kubernetesfgf
=2
£
) = smsz ==
L]
" i clusterlocal
sidecar®
L] B
T

srsTrnE

ERMNERZH, BEARMEIRHETERECETHER (TUHMEEREE.
), EFAN EFREPRTER

SRR

T

IMREFBMIEZ FREF NG ERSFBERTH, BRATRER.



LHELTHEIERENERE, JUBEE AR RINMNER ZHAINE voe KAY
HAEREE,

B EERE

LHIRAHTMBRAGRRF, 3 KBS TIEME -> kubernetes 58f 38, TJUEEY
BIMARRERTIR, EMNERAMBREETUEZIMBRED, ~EMEREIT.

ZEREIEBETH
BB &M
1. EFFBREMELE, RHEIBEIER, IIRA CL
2. FEMIERARMBI—EEE, BAFRA C2
BENH
1. E5EF CL R elEap &= [ bookinfo
kubectl create ns bookinfo
kubectl label ns bookinfo istio-injection=enabled

Eh2& bookinfo ¥ A productpage. details. rating A& reviews (A4 v1) BRSS
(yaml ZERIENIT)

MBERE, Cl &R pod 1T :

1# kubectl get po -n bookinfo -o wide
STATUS RESTARTS NODE NOMINATED NODE  READINESS GATES
Running © el 9 .66.193 ccse-wmbdvilval  <none= <none=

Running @

Running @

Running @ 5 : : : :
Running @ oam3s 9 6 5 /a <none= <none=

2. FE&EF C2 P eIy & =8 bookinfo
kubectl create ns bookinfo
kubectl label ns bookinfo istio-injection=enabled
ERE reviews RS v2 F1 V3 BRAS (yaml SZEBHIENT)
MEZTME, C2HER pod AT ¢

1# kubectl get po -n bockinfo -0 wide
READY  STATUS RESTARTS  AGE NODE NLII1INHTE[J NODE  READINESS GATES
2 Running @ 27 92 .16 ccse-wmrhgchégqe = -

Running @ 92.16 ccse-vmrhgchBgo  <none=

3. £ Cl HER%E sleep KA, HIUEA[A]
apiVersion: v1

kind: ServiceAccount



metadata:

name: sleep

apiVersion: v1
kind: Service
metadata:
name: sleep
labels:
app: sleep
service: sleep
spec:
ports:
- port: 80
name: http

selector:

app: sleep

apiVersion: apps/vl
kind: Deployment
metadata:
name: sleep
Spec:
replicas: 1
selector:
matchlabels:
app: sleep
template:
metadata:

labels:

app: sleep



spec:
terminationGracePeriodSeconds: 0
serviceAccountName: sleep
containers:
- name: sleep
image: registry-vpc-crs-huadongl.ctyun.cn/library/curl
command: ["/bin/sleep”, "infinity"]
imagePullPolicy: IfNotPresent
volumeMounts:
- mountPath: /etc/sleep/tls
name: secret-volume
volumes:
- name: secret-volume
secret:
secretName: sleep-secret
optional: true
81T sleep ¥ FH Z>Xij508] productpage RS :

kubectl exec -it -n bookinfo sleep-7fb478946b-44t5x -c istio-proxy -- curl
http.//productpage:9080/productpage -svo/dev/null

&% productpage sidecar & :

kubectl logs productpage-v1-7d78657c55-j4t42 -n bookinfo -c istio-proxy | grep

reviews

o] UEF productpage fR551518)E] T reviews BRSSHI=MARAAY pod

EZ & DestinationRule . VirtualService RJE, PREIREEIHIT) reviews AY v3 kRS

apiVersion: networking.istio.io/vlalpha3
kind: DestinationRule
metadata:

name: reviews



spec:
host: reviews
subsets:
- name: vl
labels:
version: vl
- name: v2
labels:
version: v2
- name: v3
labels:

version: v3

apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:

name: reviews
Spec:

hosts:

- reviews

http:

- route:

- destination:
host: reviews
subset: v3

weight: 100

R % RiA18] productpage RS, &F& productpage sidecar BEIIT, oI IAEER 22350
F reviews B9 v3 iRAN :



3.6 mEEEHL

3.6.1 EMRS

REIABRSS (VirtualService) RARFZMASHIREBRIE ; RIUREZEX T —HEHMN, FH5
ERIE, REBLENERERERBEIMNNBEIRRS . AXNBEMRSHERER
M % CRD 1 BH,

B EHAIRSS
1 HAMIELGIT, EEREZ RERTEDD > EMRS
2. WOAEIMRS AR REE, ©EF £ yaml €12

3. HEELENXT —LRMER, JRIEEXNVRR, RRECHEEHEFERETER,
RIERZ

e IR S5

1. #HNBRS MRS, EFEFELE REEEF O > EURS

2. BEFMEMGEZE, JIRISEFISFGAZETRENEMRSEX
3. BEFEBRMELETNRELET, TUNEZEIBRNEIRSHITHREER



7 L

TR K20 AR 55

1. HARSMAELAITT, EFERPLE REETEFO > EMURS

2. EFMEMGR=E, JIRISEFIFGAZE AN EMRS EX
3. EFBREATHMBRED, TIUHREZEIEMNEMRS

HERIR

IR B E RIFRE = R R EFER

THEHNEMRSEE XS reviews IRE YA RIECIAE & 2 reviews RSB v1 ARA, Z0R uri
PLECE/test BIER, NI IE K% & Z reviews BREAY v2 RRAK ; reviews BREBIB N AR A A
BN BFRELNE S,

apiVersion: networking.istio.io/vlbetal
kind: VirtualService
metadata:

name: reviews-route
spec:

hosts:

- reviews.prod.svc.cluster.local

http:

- name: "reviews-v2-routes”

match:

- uri



prefix: "/test"

route:

- destination:
host: reviews.prod.svc.cluster.local
subset: v2

- name: "reviews-v1-route"

route:

- destination:
host: reviews.prod.svc.cluster.local

subset: v1

KB BARNEEPEXT reviews REMENTE, 5B v1 Fv2 BRA
apiVersion: networking.istio.io/vlbetal
kind: DestinationRule
metadata:
name: reviews-destination
spec:
host: reviews.prod.svc.cluster.local
subsets:
- name: vl
labels:
version: v1
- name: v2
labels:

version: v2

VirtualService E& 1% Af

FE il DI | U BR
hosts [string A | REREZHNEEAENEBFR, T E DNS HH

(RIFRTSBEILE) . ip SUETE K8s BT IRIRS




HIRFR (#EEEM FQDN) . Hosts FEUEMT tep
http SR EBEERFN, XFF 5| FHMNAEREBARS A9FLN,
hosts FER AT BT, ip FETNEY hosts R #E
A% Gateway FHIBEXT & &

gateways [Istring

iy

L HTER RN E B Gateway ST&FIFK, TIUE
gateway-ns/gateway-name FIFER, MRAMGEE
EETER, BAIASI Y& =8 TaIM X

http [JHTTPRoute

iy

X http REREEBINFIFR, EHT
HTTP/HTTP2/GRPC /X

tls [ITLSRoute

iy

X4 TLS 0 HTTPS N BB BN FI R, BEET
TLS FEZILFE AT sni {5 B TR

tcp [[TCPRoute

iy

FTF3E HTTP #0 TLS WMVEI PR B 1B R A9BSR AN

exportTo [Jstring

iy

EX T SR MRS ML R =[ERE BTXH
IS AEXKIERIAX A ar B = B e A

HTTPRoute EX. 7 X HTTP1.1 . HTTP2 . gRPC FYBRERIMN, FERIHABAIT

FE it | 1HER

name string No AR, S#HIcXEAEE
S, FEATEMESEA

match [[HTTPMatchRequest No FRE L ECAR B R, —A
match TEMZNEEMNZ
B and X&K, DA EHHH
JE ; match Z[8]Z or FIXFH

route [[HTTPRouteDestination | No FRERE, o UEEREL
R, BEEEERKEFIERE
REHMRS

redirect HTTPRedirect No FTFiR[E 301 EEE

directResponse HTTPDirectResponse No ATREIEEMNmEY, 7

route F redirect bz ARHET]
B BiZFEX




delegate

Delegate

No

8 E FT 24T HTTPRoute B9 &
WARE, M route F1 redirect
AR PIRE, ZTIERIREL
RESM LN & FF

AR L YR RXEEZR
2. R HTTPMatchRequest
WRRIREAE &, s
M, HTTPRoute BFAhs4
%

rewrite

HTTPRewrite

No

EE uri 3{F& authority SkB,
REES redirect —#2FH ; &
ERETE®RRIERZE

timeout

Duration

No

http 15 5K AYE AT B [8]

retries

HTTPRetry

No

http 153K E i K&

fault

HTTPFaultinjection

No

& PimASFEEARE (Eil
B KRB A ER)

mirror

Destination

No

BREFR—MEREEEN
BArERSS | ZfTHBER &K
EHEN, sidecar ¥ AREFiE
BERIRE

mirrorPercentage

Percent

No

M mirror ZEREEEER, EX
WIERELLE, BIAA 100%

corsPolicy

CorsPolicy

No

BRI E

headers

Headers

No

Header ##{EREE

TLSRoute X7 3F TLS F HTTPS SR ERIES AN, FEET SNI &, EEESE

FB il DA 1t AR
match [[TLSMatchAttributes | Yes TLS DUECELN), —4

match RN
WZ and XK, %

/N match Z 8 & or




HIXR

route

[JRouteDestination

No

MERE X BN

TCPRoute A

TX-J' TCP /JILEE’] EHEEFD?F:!%Z{%JLU”J E%ZE%:FJH‘E H E/] /)ILE?%ﬁ, EE§$E§

2R
FE E it A 15 A
match [[L4MatchAttributes | Yes TCP RELECH
n, —4> match &
B Z M HLNZE and
XZ&, %/ match
Z 82 or IER
route [JRouteDestination No MEH A BER
HTTPMatchRequest
HTTPMatchRequest BEEEE X 7 XY http 5K —FRFIMIEMN], BEFRHAT !
FE il IE | EER
name string No | #RIR—PILEHN, S¥IcxENA
mHER, TEAT debug
uri StringMatch No | Uri BSCECERN, HEyk$F=Fh0T
B, D5 ERMILE. BISITEH
IENITE ; uri RS RN S BUK
o AGURILES, o] LB
ignore_uri_case FERECE
scheme StringMatch No | Uri A9 scheme ILEZ, X355, Bl
SRFENIIUES ; K/NS UK
method StringMatch No | HTTP F5iAMLED, ZIFHEM. AISK
MIENTE ; KNSHUE
authority StringMatch No | HTTP Authority ITEZ, Z3F4&%H5.

BIZZFIIENILED ; K/NEEU




headers map<string, No | HTTP SLERILED, S ¥ENLExX
StringMatch> FFEXVECHN, XFEEH. s
FIEMILES ; K/NEBUR | uri,
scheme, method, authority JL/M3k
EREY L L4 2R
port uint32 No | BFREVIAIBRSS 4w D
sourcelabels map<string, string> | No | IBKBELIEREN HERHIRE
gateways [string No | HEJLECHMNEAMNAKTIR, =
B = RUBRE R AR KT 3
queryParams map<string, No | BERSHILE, H3IENLIBIF
StringMatch> EX RN, ZFEH. B8
ENITES ; KNS UK
ignoreUriCase bool No | Uri LELREHTERNEBUX
withoutHeaders map<string, No | #1 headers — 2 XF L ZRAYILEC,
StringMatch> ILECARURRIGFAE R © 402 header
LET, NRZIERA=RKAIZAN
FIab3E
sourceNamespace string No |BRHFIBERBILENHFAENGES
8]
statPrefix string No | HEXEEERMIIR

HTTPRouteDestination X T HTTP BEEEHiE LN 6 B xRS

FE KA Wk 15t AR

destination Destination | Yes BHRAXNETRSER
weight int32 No LA BARRSHINE
headers Headers No SLERRAERL I

RouteDestination X 7 M E# & K B FrIRS




TR £l Sy 15 A

destination Destination Yes B AN BIRRS
=B

weight int32 No 4R BARAR S A9
]

3.6.2 BArA M

BRI (DestinationRule) EX TREDEMEIERIEE T A2/, sidecar X LAk
FIERITT A, BFIMRESE. EEbA. WED S FIBREREE ;| AS0RBFNEEIE.
B, Mk B AR

eI BN
1. BRRSMigES G, EFREEETC -> BN X8, EFRENNGEEE
2. MEZEAEFER YAML €122, HErRft 7T AR RECEER

3. UMETHEMREN, HEREBCHFTREELE

&2 B AR
1. HEANRFSMigES S, EFREEEF0 -> BIAANRE, EFRERAFRZE
2. MHAZRTHAAMEGRZETHEGANGR, ANREIEFRRERE




Al

g

ot

3. EMEEmMETER

eI kAW
1. #EANRSMigES G, EFREEEFTC > BRANRE, EFENNFRZE
Lk

2. MESR=ERMESRZEETHERAUNGIR, ANREZERMBREE

[T =]

B AR FREC B 1 B 3K s Bt B

TEBEARMNEX T bookinfo ratings ARE5EIZRIA a2t %5 MG 4 LEAST REQUEST, RIS
EX T —PNIRARFE testversion, X RS HIFRE = version: v3 ; Xt testversion iR E
X7 R By T E I E5R A% = ROUND_ROBIN

apiVersion: networking.istio.io/vlbetal
kind: DestinationRule
metadata:
name: bookinfo-ratings
spec:
host: ratings.prod.svc.cluster.local
trafficPolicy:
loadBalancer:
simple: LEAST_REQUEST
subsets:
- name: testversion
labels:
version: v3
trafficPolicy:

loadBalancer:



simple: ROUND_ROBIN

FE TR INEER B ARALI T I X ARSI B SRS . hRA D H IR,

ERANT

DestinationRule

B

FE e il I | T EA

host string Yes | iz BN N FABIBRS BFR

trafficPolicy TrafficPolicy No %%%W% (AzEHE. Eaeth, ET

SIBRE)

subsets [JSubset No | BREFE CREXRIEYTINERS FEN
BEEX, HEZERKE)

exportTo [Istring No | EXT Ha1 BRI N RELWR L
B, ATESEFRANASTIMNE, BA
FrBara=E oI

workloadSelector | WorkloadSelector | No | &R H e BN A TERE

TrafficPolicy

EXTIERERESERRER

B (AR EE i O R SRAY)

FE it IR | AR

loadBalancer LoadBalancerSettings No nEBYEEX

connectionPool | ConnectionPoolSettings | No | Xt _EiRRG M EEME B
outlierDetection | OutlierDetection No | #ET R IR

tls ClientTLSSettings No | 15K LRSS RS tls SRAS
portLevelSettings | [JPortTrafficPolicy No i AR 2R BE

tunnel TunnelSettings No | BEKEFRSHBRERE  REEX

g

FB7E TCP A TLS BRHi7 =,
FBF HTTP




Subset

BREFEBIMRFEREF[ERSAEE—NTTFE, BEFRRUATUEXZNTE  BEIHE
EPRS RIRECEMN S| BARNFE, TIALIN AB LK. KELAMEFNE. TERN
B UEX IS VR ERE, (BERSRKR), FREZEWRPLOT

FE KA I | T AR

name string Yes | FEER, AEMBRSERIEBRSIAEE
&

labels map<string, string> | No FERZILEIMN, CEIXLERERRS T
RASHWPANERIF&E

trafficPolicy | TrafficPolicy No | FEMREXRBEMBRSEKE, FEN
EXHREREEBERSREKE

LoadBalancerSettings

EX T EKREmRRSHRBERE, FERIZBAMOT

Ut BA

T £l

simple SimplelB (#2#) No | BJi%{E 4 UNSPECIFIED,
RANDOM,
PASSTHROUGH,
ROUND_ROBIN,
LEAST_REQUEST,
LEAST_CONN

consistentHash ConsistentHashLB (#%&) | No | &F HTTP 3L&8. Cookie &
BMHREFEME A H I EE
B

localityLbSetting LocalityLoadBalancerSetting | No | EF1&KEH B #ra9bi 49
R RES

warmupDurationSecs | Duration No | REMMREIRCE, AT
B9 ST BB ERHA
e HRRAXE
ROUND_ROBIN #1
LEAST_REQUEST fh #1515




ConnectionPoolSettings

Xt EHRSHERDRE, NAELERSNEINTR ) EERANT

SR | %A W | 8

tcp | TCPSettings No | EXT TCP MR AEZEE, EZ@BRTRTE,
TCPKeepAlive &

http | HTTPSettings | No | X T HTTP EZMABXRE E

OutlierDetection

ZEESSI T Bk LR R (FBHT) AIThEE, SHFFXE TCP A HTTP BRSZEEITIAMT, £
BETERBN. KK, HTTPRSBEFRITRMIE Rt ITEN, BEARREWT !

FER KA Wik | R

splitExternalLocalOriginErrors | bool No | @ERARENENERMNG
Wrgeit, BIAA false ; REA
true B,

consecutive_local_origin_failure &
BHANERGT

consecutiveLocalOriginFailures | UInt32Value | No | SIS E T S 1AM AN E] (9%
SRHEIRREL

consecutiveGatewayErrors UInt32Value | No | BIBkFE T KB ME| A9E SN
FEEIRRE (HTTP 502, 503.
504)

consecutive5xxErrors UInt32Value | No | FIBcFE T ST ME A ESL
5XX R ¥

interval Duration No | REBREITEEAD (LIK

F 1ms, EKIAA4 10s)

baseEjectionTime Duration No | B&ET RKIIBRMRERE, &K
TAA 30s




maxEjectionPercent int32 No | EHBFrIBETRPRATUIKRS
DEEBIEY T =

minHealthPercent int32 No | #XfET = 5B RIS £ A B (R E
BTatbf, SEDatbfET
ZERT, BRI KX

3.6.3 Sidecar #IE

BINEAT, IRSWAEMEY sidecar o] AT B2 WAE MBI AR B RS, o] IASRMAERATE R
AR $5iA51E12) . Sidecar TR T IXSKILS WIAE A AY sidecar BRI EREE, BIETMAIR
A, B, TRAENRS S

Sidecar RIREIE
1. BMERERSNEESE, EEREEESDD -> Sidecar WR XH, EFEENMGEZTE
2. HIEMER YAML GIE, BRHEMTEERR, JUETEREIEEECHELESE

Sidecar FiRIEH
1. BEREMIBEEE, EEREEE R -> Sidecar R X8, HEMNAHEZSE

2. f£ Sidecar RS FRAMEBEZ T INE R REZRH, TIUTECIER Sidecar FIRE#H 1T
REEN

Sidecar FiEMIER
1. EBEFERESMNEEREG S, EREEESD -> Sidecar ®R FE, EFEHENMNGEZTE
2. fE Sidecar WiRS|RAMBAEEZTT ILEZIMIKIZEA, o UMBRE €129 Sidecar FIR



TE A FTE prod-usl ap B8] N EX T %4 default B9 Sidecar L&, X F ik HY
sidecar, R A48 prod-usl. prod-apis # istio-system iy & % [8) T A9R S

apiVersion: networking.istio.io/vlbetal
kind: Sidecar
metadata:
name: default
namespace: prod-usl
spec:
egress:
- hosts:
- "prod-usl/*"
- "prod-apis/*"

- "istio-system/*"

Sidecar EEE1LBRZAT ¢
FE il W | AR
1

workloadSelector WorkloadSelector No | Sidecar %EN FAZ pod YL FF
ar

ingress [JIstiolngressListener | No | sidecar NJREEE

egress [IstioEgressListener No | sidecar iR ERE

outboundTrafficPolicy | OutboundTrafficPolicy | No | SMEBiA[E) KRS, TEIE R AiF
1A [E AR E M ORI BR S

(REGISTRY_ONLY) mEREFIH

BB RS (ALLOW_ANY)

IstiolngressListener

EX sidecar NAEKRITRNEE, BEERREIAT !

FE =S Bt | BB




port Port Yes | Wrsfim OECE

bind string No | MUrss48Emip

captureMode CaptureMode No | MOrssREi=askng

defaultEndpoint | string Yes | REBHRAZIBABRHUE, TR ip i

As{Z& Unix domain socket

tls

ServerTLSSettings

No | SMERIESKIAIE)AY TLS ENEME R AECE

IstioEgressListener

EXTHRENEWHREE, BEEBOT
FB it Wik | B
port Port No | KWrssimO
bind string No | MWr=stthiit, =T X2 IP 53 unix domain socket
captureMode | CaptureMode | No MEFEECRRS
hosts [string Yes | HAY sidecar o] LSO AOSMERAR S FIFR, KA
namespace/dnsName &3,

3.6.4 AHuBR R

EVESRERENGRT, A TRPRFEREHE, —ﬂﬁ’x—\%ﬁﬁﬁﬁiﬁifﬂﬁ):iﬁ‘a?\éﬁﬂ’]ﬁ

. CSM AR MIRIR 4L T AR IREE S,

&1 IR,

B AN RO SRS
1. EliRFMigEd e

(8]

BMSTHBRS IR, THEHNAARHRIRINGER

MERETERO->AMRAR, EFAHRREENNGTEZES

2. EFRFEA YAML GBI, HpiRH7T SIDECAR_INBOUND FRIREC B AtEMR




3. MRFRIRENEE, REFEIT

& U A Hh BR 7% SRR

1. BRSMgEHES, EFRRE8EEPO->ABRR, EFRAMRAEEINGEE
(8]

2. Zkﬂﬁﬁﬁumﬁﬁ%ﬂ}\@?’éﬁﬁ %iIET.ITE/]FﬁﬁBEUIL%H]% T??F‘f/'s*—l—ﬁt?%%ig?*VEﬁxE&
FRIABCE

Ll TieRR
-
i
X - sy - . v wans
it !
L
L
sdecar
aEsInee
A
s
FEr
R
o
T B A b BR 37t SRR

1. BMBRSNEEHEG, BFERESERO->ARR, EEAHRAZENNGTER
[E]

2. AHRRAEIAR T LRI 2= B TR RARE, ERIELERMERREMBR
fRREE



(=2 ERRR

sidecar =

AR Hb BR R SR B B 157 A

CSM RS MiEX B EX FTREH A LM AMRREE, TEHHRARKBEELL app &
productpage K TEFa#, %3 productpage N A SIDECAR_INBOUND R E# 1TFRIE ;
KASHREERRR, A token &4 10, token (AN 60 7, HXIEFK 10 D
token ; FRIRKERE XN B RELFTAF BT ; MRIBRERA, ARELHESIZM

x-local-rate-limit: true
apiVersion: networking.istio.io/vlbetal
kind: LocalRateLimiter
metadata:
name: productpage-limit
spec:
workloadSelector:
# LEC TR
labels:
app: productpage
context: SIDECAR_INBOUND
statPrefix: http_local_rate_limiter
configs:
- name: productpage
routeConfig:
vhost:
name: 'inbound|http|9080'
rateLimitConfig:

tokenBucket:



maxTokens: 10
tokensPerFill: 10
fillinterval: 60s
filterEnabled:
runtimeKey: local_rate_limit_enabled
defaultValue:
numerator: 100
denominator: HUNDRED

filterEnforced:

runtimeKey: local_rate_limit_enforced

defaultValue:
numerator: 100
denominator;: HUNDRED

responseHeadersToAdd:

- appendAction: OVERWRITE_IF_EXISTS_OR_ADD

header:
key: x-local-rate-limit

value: 'true'

LocalRateLimiter FEZRBCE AR ¢

FE FK A AIE | 1B

workload_selector | WorkloadSelector No | BFHREEFAMPRREE 4N
TERE

context PatchContext Yes | ZARHBFRIRA AT context, HE(E,

Y3 ANY (FrF context),
SIDECAR_INBOUND (sidecar A&
£7), SIDECAR_ OUTBOUND
(sidecar HiREFE), GATEWAY
(Mx) ; —MBERT, BRAKELE
BR %5 #£U % SIDECAR_INBOUND 75
B2 B TENRHTE—RR




stat_prefix

string

Yes | Prometheus F§#RREIZR

configs

[JLocalRateLimitConfig | No | BRRECE

LocalRateLimitConfig Bt & 15t AF

ZEEEENXT RENRASH, Mtk

FE& el i | Ut ER
name string No FRREEENGF

route_config

RouteConfigurationMatch | No | PRI ICECHIRR HEC B

rate_limit_config

LocalRateLimit No | BRIAEEMEAXSE

RouteConfigurationMatch EC & :

T | kB A | 1R
vhost | VirtualHostMatch | Yes PLECES R AR A RETL ML, KBRS N IV /Y

REFAEA

VirtualHostMatch EC & :

FER | KE WE | AR

name | string Yes LR Ay A A BT

route | RouteMatch | No LA REHA A T B9 EBR

RouteMatch

FER | KB |2k | HA

name |string | Yes | BSADCEZRFR

action | Action | No | BRHIILECHR(E, #2{E, X#FROUTE (¥%%), REDIRECT (&
ZEfA), DIRECT RESPONSE (E#iRME), =& ANY ({ER)




LocalRateLimit X T BRIREAIEXSE, AAEANT !

el

~
v
>

e

WA

token_bucket

TokenBucket

LR
b
E:4

filter_enabled

RuntimeFractionalPercent

No

i FRR
IR
HRE
Ee 1,
A5
1T

filter_enforced

RuntimeFractionalPercent

No

A
PRI
R&EYIR
Eg
HHNTT
PRI AY
tL 1

request_headers_to_add_when_not_enfor
ced

[[HeaderValueOption

No

PR
BEX
o
WITHY
EKRE
KR
hneEy Sk

a0

response_headers_to_add

[[HeaderValueOption

No

WRIT
PRI AY
BERA
pil:8)%

/r\_ez
&L

descriptors

[JLocalRateLimitDescriptor

No

PRI
RIFFY




®

local_rate_limit_per_downstream_connecti | bool No | ®EA
on false
ing
token
bucket
vis
sidecar
128
H*Z;
BENH
true
ing
sidecar
AT
EREED
BlE—
/N token

bucket

enable_x_ratelimit_headers XRateLimitHeadersRFCVersi | No | RFC X-
on RateLimi
t #R/ERR
Ak

EX

vh_rate_limits VhRateLimitsOptions No | BEFZR
PRI
BEE
HARR S5
RBRIE
=t

3.6.5 REIRE

7E CSM BRE Mg o] PUBIt B E X IZE (TrafficLabel) SEIXiERAEMFTIR, Mol
UETRENGEHTERS LEEMNERE. RREFE, AXNERETHERE, &



EREEIE, RETERERG X FMH.
MEFTIRIRIE

RENGREESREIT AT, #EMURDXREHTHEASRBEE. H5 CSM BREN
KFFMIBR LB S E LIEMBA S NRE T REERENRE | RN EXFE AR
TEGRENRERER, BTXASEIEMNIREE R,

THR—NMRENREMEETS, EX T —MNREMRE userdefinelabell, SEUHET pod AY
CSM_TRAFFIC_TAG #r%1{E1E 2} userdefinelabell BYERINFIERLEEE ;| BFIEEX T
FAIM—A userdefinelabel2 #r%F, 1ZHR%E XM I MIB KA x-traffic-tag SkEPEVE, [ERT{E
FA Envoy 4 BRAY x-request-id 1EA E T X key, ZEBENEREERRPEEZIZIFE | ARFTIR
KWT, =& valueFrom B T—NEXREEE, BREIE—NERENEL.

apiVersion: networking.istio.io/vlbetal
kind: TrafficLabel
metadata:
name: traffic-label-example
namespace: demo
Spec:
rule:
labels:
- name: userdefinelabell
valueFrom:
- $getLabel(CSM_TRAFFIC_TAG)
- name: userdefinelabel?
valueFrom:
- $getinboundRequestHeaderWithContext (x-traffic-tag, x-request-id)

- $getLabel(CSM_TRAFFIC_TAG)

L H] CSM AR5 MAR HFHUR BT T NB A T LA

Bk i B Bl
getinboundRequestHeader(headerName) M Inbound 75 | 1&3K
EESIEPS headerName

header H1EX vl
B, RNATF




istio ingress [

ES

AR =

userdefinelabel:
vl

getinboundRequestHeaderWithContext(headerName,
contextKey)

M Inbound 75
[E9IE K
header BUE,
EESPIN
contextKey 3k
EBUEEAR
EREAELT
XEEH

key, 1Z3kEBT]
M=RATKI
HRIBEEET
E LRk
&8, tbanx-
request-id. x-
b3-traceid =}

Bk
contextlD:
1234abcd

headerName:
vl

IRl -

contextlD:
1234abcd

headerName:
vl

userdefinelabel:
vl

Fieglk s

ERANBEEX

SKEB 1R

REATF

sidecar
getOutboundRequestHeader(headerName) M outbound HK

FEEIERL | headerName :

HEE RE |V

FT sidecar TS -

userdefinelabel:
vl

getlLabel(labelName)

M pod BYFREE
B ; EATF
istio ingress &Y
F*#H sidecar

Pod #5:% :
labelName: v1
F1HRJE -

userdefinelabel:
vl




/JILE*TK&EE

CIRREIRE

1. Ekﬂ#ﬁhﬂ /}[% EEEP’L.‘- /}[LE f%iﬁﬁ)\/ﬁ%*/i%’ﬁfiﬁﬁ
2. EFEGRRE, EFEALLAER YAML BIZE
3. ETHERREREHREEN, REFEIT
BRURERET
1. ﬁﬂﬁﬁ%ﬂi‘%hﬁ%‘ /)[%kfﬂq]’ll‘ -> /ﬁ%*f_\%%ﬁﬁ]\m %*ﬂ%‘:ﬁfi 1TH
2. BFEwETE, JRIERTHEFwHETETEXD TrafficLabel X5
3. MEFBREFENRE, BREX, REFRIT
Wik R EIRE
1. ﬁﬂﬂﬁ%m*ﬁﬁ:%ﬂ /}[ %k EE':F"L} >/}[L$*T_L7k$ /}l %ﬁ‘%k fiﬁﬁ
2. ®EGERE, JIRNSBRYEFGRESTETENXH TrafficLabel X%
3. MEEFBREFEAIMIE, BIOTMIBRE & XK TrafficLabel X¥&
TrafficLabel BE &1 AR :
PH =S i | B
workload_selector | WorkloadSelector | No TERBIEFESE, ERYBRENRST
AR TIERE
rule TrafficLabelRule No MEREENX
TrafficLabelRule
REREREHE X
TR (B |2k | 3
labels [JLabel | No | REHFRZFEX




FER KA WA | 5 BE
name string No | REFERIR, ZHRESBEORINEEK LI

value_from | []string No

TRERRSEUE, value from AEA, %
— N EREEMZIFEZHEE

BRI PR R A9 28

mEIREE ARG
HEEIE

B EEREMIR N A appl # app2, BAAXER A ingress -> appl-> app2

apiVersion: v1
kind: Service
metadata:
name: appl
labels:
app: appl
service: appl
spec:
ports:
- port: 8000
name: http
selector:
app: appl
apiVersion: apps/vl
kind: Deployment
metadata:
name: appl-base
namespace: demo
labels:
app: appl
CSM_TRAFFIC_TAG: base
spec:
replicas: 1
selector:
matchLabels:
app: appl
name: appl
CSM_TRAFFIC_TAG: base
template:
metadata:
labels:

app: appl




name: appl
source: CCSE
CSM_TRAFFIC_TAG: base
spec:
containers:
- name: default
image: registry-vpc-crs-huadongl.ctyun.cn/library/trace-demo:v1.0.0
imagePullPolicy: IfNotPresent
env:
- name: version
value: base
- name: app
value: appl
- name: upstream_url
value: "http://app2:8000/"
ports:
- containerPort: 8000
apiVersion: v1
kind: Service
metadata:
name: app2
labels:
app: app2
service: app2
spec:
ports:
- port: 8000
name: http
selector:
app: app2
apiVersion: apps/v1l
kind: Deployment
metadata;
name: app2-base
namespace: demo
labels:
app: app2
CSM_TRAFFIC_TAG: base
spec:
replicas: 1
selector:
matchlLabels:
app: app2
name: app2
CSM_TRAFFIC_TAG: base
template:
metadata:



labels:
app: app2
name: app2
source: CCSE
CSM_TRAFFIC_TAG: base
spec:
containers:
- name: default
image: registry-vpc-crs-huadongl.ctyun.cn/library/trace-demo:v1.0.0
imagePullPolicy: IfNotPresent
env:
- name: version
value: base
- name: app
value: app2
ports:
- containerPort: 8000

EF2& Gateway F VirtualService FiR
apiVersion: networking.istio.io/vlbetal
kind: Gateway
metadata:
name: trace-demo-gateway
Spec:
selector:
istio: ingressgateway
servers:
- hosts:
-
port:
name: http
number: 80
protocol: HTTP
apiVersion: networking.istio.io/vlbetal

kind: VirtualService



metadata:

name: vs-gateway-appl
spec:

gateways:

- trace-demo-gateway

hosts:

-
http:
- route:
- destination:

host: appl

Ingress gateway SR EFTHR

Ingress MK MXTREFTIRZ FRNBFRBIEEF LAY appl BRSBEA9ERLEFHINR

EBITESHY], BEEXCREIRERE

apiVersion: networking.istio.io/vlbetal
kind: TrafficLabel
metadata:
name: traffic-label-example
namespace: istio-system
spec:
workloadSelector:
labels:
istio: ingressgateway
rule:
labels:
- name: label-from-header
valueFrom:

- $getinboundRequestHeader(app-version-tag)

- name: label-from-pod
valueFrom:
- $getLabel(app)

FEME B Ingress WXL EX T WAMRE,

label-from-header & M app-version-tag

153K LEBEEFTHR, label-from-pod M pod B app #r&FBUEFTHR. Ff1EBiT Ingress &
(8] appl BR%S, FFH F app-version-tag: cccce, &F appl WEEMT ¢


http://networking.istio.io/v1beta1

023/08/21 03:46:52 request header [X-Envoy-Attempt-Countl] => [[1]]
023/08/21 03:46:52 request header [Traceparent] => [[080- ™l R ommife W G 12-0111

023/08/21 03:46:52 request header [X-Forwarded-Client-Cert] => [[By=spiffe://cluster.local/ns/default/sa/default;

://cluster.local/ns/istio-system/sa/istio—ingressgateway-service—account]]

023/08/21 03:46:52 request header [X-B3-Traceid] => [[b! e 211
©23/08/21 03:46:52 request header [X-B3-Spanid] => [[2f 2111

023/08/21 03:46:52 request header] [Label-From-Header] => [[ccccc]l]

023/08/21 03:46:52 request header) [Label-From-Pod] => [[istio-ingressgateway]]

023/08/21 03:46:52 request header I =>"Tlccccecl]

023/08/21 03:46:52 request header [X-Request-Id] => [[1a¢ L} T fed 4]1]
023/08/21 03:46:52 request header [X-B3-Parentspanid] => [[d2d¢ 1211

023/08/21 03:46:52 request header [X-B3-Sampled] => [[1]]

023/08/21 03:46:52 request header [User-Agent] => [[curl/7.88.1]]

023/08/21 03:46:52 request header [X-Forwarded-Protol => [[http]l]

Sidear R EFTHR

B E X sidecar SEEFTHRN, labell M app-version-tag Sk&BEV{E, EIA{# A trace-
ctx-id FERM SRR £ 1% ; label2 2 outbound F7[E Y trace-ctx-id FE& ; label3 BN FIRY
app #rE1E -

apiVersion: networking.istio.io/vlbetal
kind: TrafficLabel
metadata:
name: traffic-label-example
namespace: default
spec:
rule:
labels:
- name: labell
valueFrom:
- $getinboundRequestHeaderWithContext(app-version-tag, trace-ctx-id)
- name: label2
valueFrom:
- $getOutboundRequestHeader(trace-ctx-id)
- name: label3
valueFrom:
- $getLabel(app)

3K Ingress M %8s @Ak app-version—tag: ccccc’ H ’trace—ctx—id:

1234’ , & app2 WHE, 7ILLESIHUH FRERS
2023/08/21 06:10:23 request header [X-B3-Sampled] => [[1]1]

2023/08/21 06:10:23 request header [X-Forwarded-Proto] => [[http]]

2023/088/21 06:10:23 request header [X-Request-Id] => [[3: eell
2023/08/21 06:10:23 request header [Ann=\ersiaon-Ta == lLlccececll

2023/08/21 06:10:23 request header [[Label3] => [[app2]

2023/088/21 06:10:23 request header [X => [[b ©el]
2023/08/21 06:10:23 request header [User—-Agent] => Go-http-client/.....
2023/08/21 06:10:23 request header [[Labell] => [[cccecc]]

2023/088/21 06:10:23 request header [[Label2] => [[1234]]
2023/08/21 06:10:23 request header [X-Envoy-Attempt-Count] => [[1]]

2023/08/21 06:10:23 request header [X-Forwarded-Client-Cert] => [[By=spiffe://cluster.local/ns
e://cluster.local/ns/default/sa/default]]



http://networking.istio.io/v1beta1

3.6.6 SHEERIKE

ARG, —RUFSERTESRE SRS, W5 4187 WK FILRIE
BE-EMNAIMEEFER— M RANEE, Mg EPREMERZ B IEEHEE
MEEAR, SBOERNERMRT., SHEERERNIERENSHERHATES, ATET—
AR ENBRSG—#TIE, BEREREME, KUAER ﬂﬁ&L%mgh
£ REETZHEEEN S HRSHNIEIERE, EU_T7L£LXTUﬂFﬁ%LE§EﬁZﬁ

YRIE R kiEA

HNEHERIEDR, BIEEEXTXKEAMKENES, HPXEAGCE—4AF
=t %%%T?Mﬁ% ,ﬁLmﬁﬁﬂWMHA kAﬁﬁﬁ% D EIRREB

#KiE4E : appl . app2 . app3

Y

appl = app2 app3 baseikia

Y

app1 > app2 app3 testhi A

VKB HEIR
MRS Mg H G F REFESD -> RAEKE -> SIEKEAK KE
BWEEHMGRTE, BEERAMEKEAMNERS, ITE



e

FEESER A -
B E 12 AR
VISR ME—HRIR— D IkiE A
E S pISEEEL SRk St

VKB AP AR REF

=[g]

Bz jE)

BR%5513 KEHE RS
relEKEAE, EEStIB—ERFHA -

TIRBIR KA it AR

trafficlabel-${#F | TrafficLabel BTFLIREF R, BAMNITERES

CSM_TRAFFIC_TAG #r%¥EUE, WREZ%
userdefinelabel #53% ; TTIURBV EZSF RS ERE
HREEDIEEREF NS

- ${EkIE A%
RS )
SERBARE S
)

VirtualService

ET AR EBIREE X LI KE A ARS8
BEERIES), BAUARTREFREMKERMREITL
Fc, DUECAUIONES HR X Ry ok iE

tl-$(kIEHH
R}-${ar B =a)-

DestinationRule

AT RIREREEX
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B U EKEETTEESUKEE SRS, TE
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RRSE
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;
B k& 2R
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S vKIEZ tab A9MIBRILSARN T
BRSSP < AR
s
=
BEEA
e bookil
decar=HE
ERS
EAERES
cartt
FERE EEEER BESE
detail: default
productpag default
p tings default
REEE )
default
ERRES
B
FEDE
decarFiE
=3
FHIRTE
FEnE FKEER HERE E-13
bl e
e

kST

T HETAGEE W T UE X &Mk

o FEEE
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R GIEIKE, EEIKERRIE
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FER RS R



2. BUINREBARS A9 CSM_TRAFFIC_TAG $REXM RS #HITHAE, 1ZIrFEE EMKIE B RE
F—E

elEikig

STEP 1 BSZiEA
ECCSEEsEmBETIraEs , BEETEaEyamiaispectemplate.metadata.labels FIEICSM_TRAFFIC_TAG: S(tagl;
EKESTTRESS tagiRE 5
STEP 2 FBET
* SBETR
vi

STEP 3 FIES
* FROOBESS (ZEiRARSS FREEIIRE )

il % SE]
FEKBAMNRIKBIIFRBIER, EEMBRRIERD T

HEshuiE < SERERE
T
elEiEE
BEEA
vl bookinf
sidecar®E
KBRS “
SEASHES
sidecarVERLE
HERE wEER #2308
EESTNE
details cese-y9sabr default
B=z8
productpage cese-yOsabr default
kubemetes &R
p ratings cese-y9sabr default
RESEFL
reviews cese-ysabr default
EES
SR
RESE
sidecarZif

AR
mEns P sEEs \féﬁ
| cismmes vl reviews e
RtEE2Hl
BELl

EHEE R ERIE

EHERESETRENRENE, ERRSENARETATE—NREITHFIIEE, N
M SEIL SR IRERE N . AN BT ST & B IR E X A RE

MRS IAAER

WRSEMFPE=/PRS, appl. app2. app3, FEAXZRWMTE, AOH Ingress M ¥Ef
RENAR, EXMLURKE, FTHIR T ULINAHRS 28 REF base IRANAF test AR



KRIFEA, SEIELIKE.,

—— —_—
—»  appl app2 app3 basebz
Ingress Gateway —
— appl —————® app2 — P app3 testhfid
RIIR &1

1. JF& CCSE (B=s=BR%51%)
2. FRBARE MARSIA

BRUELE

B HEERE base HRARF

apiVersion: v1
kind: Service
metadata:
name: appl
labels:
app: appl
service: appl
spec:
ports:
- port: 8000
name: http
selector:
app: appl
apiVersion: apps/v1l
kind: Deployment
metadata:
name: appl-base
namespace: demo
labels:
app: appl
CSM_TRAFFIC_TAG: base
spec:
replicas: 1
selector:
matchlLabels:



app: appl
name: appl
CSM_TRAFFIC_TAG: base
template:
metadata:
labels:
app: appl
name: appl
source: CCSE
CSM_TRAFFIC_TAG: base
spec:
containers:
- name: default
image: registry-vpc-crs-huadongl.ctyun.cn/library/trace-demo:v1.0.0
imagePullPolicy: IfNotPresent
env:
- name: version
value: base
- name: app
value: appl
- name: upstream_url
value: "http://app2:8000/"
ports:
- containerPort: 8000
apiVersion: v1
kind: Service
metadata:
name: app2
labels:
app: app2
service: app2
spec:
ports:
- port: 8000
name: http
selector:
app: app2
apiVersion: apps/vl
kind: Deployment
metadata:
name: app2-base
namespace: demo
labels:
app: app2
CSM_TRAFFIC_TAG: base
spec:
replicas: 1



selector:
matchlLabels:
app: app2
name: app2
CSM_TRAFFIC_TAG: base
template:
metadata:
labels:
app: app2
name: app2
source: CCSE
CSM_TRAFFIC_TAG: base
spec:
containers:
- name: default
image: registry-vpc-crs-huadongl.ctyun.cn/library/trace-demo:v1.0.0
imagePullPolicy: IfNotPresent
env:
- name: version
value: base
- name: app
value: app2
- name: upstream_url
value: "http://app3:8000/"
ports:
- containerPort: 8000
apiVersion: v1
kind: Service
metadata:
name; app3
labels:
app: app3
service: app3
spec:
ports:
- port: 8000
name: http
selector:
app: app3
apiVersion: apps/v1l
kind: Deployment
metadata:
name: app3-base
namespace: demo
labels:
app: app3
CSM_TRAFFIC_TAG: base



spec:
replicas: 1
selector:
matchlLabels:
app: app3
name: app3
CSM_TRAFFIC_TAG: base
template:
metadata:
labels:
app: app3
name: app3
source: CCSE
CSM_TRAFFIC_TAG: base
spec:
containers:
- name: default
image: registry-vpc-crs-huadongl.ctyun.cn/library/trace-demo:v1.0.0
imagePullPolicy: IfNotPresent
env:
- name: version
value: base
- name: app
value: app3
ports:
- containerPort: 8000

EBE test FRAR A -

apiVersion: v1
kind: Service
metadata:
name: appl
labels:
app: appl
service: appl
spec:
ports:
- port: 8000
name: http
selector:
app: appl
apiVersion: apps/v1l
kind: Deployment
metadata:
name: appl-test
namespace: demo



labels:
app: appl
CSM_TRAFFIC_TAG: test
spec:
replicas: 1
selector:
matchlLabels:
app: appl
name: appl
CSM_TRAFFIC_TAG: test
template:
metadata:
labels:
app: appl
name: appl
source: CCSE
CSM_TRAFFIC_TAG: test
spec:
containers:
- name: default
image: registry-vpc-crs-huadongl.ctyun.cn/library/trace-demo:v1.0.0
imagePullPolicy: IfNotPresent
env:
- name: version
value: test
- name: app
value: appl
- name: upstream_url
value: "http://app2:8000/"
ports:
- containerPort: 8000
apiVersion: v1
kind: Service
metadata:
name: app2
labels:
app: app2
service: app2
spec:
ports:
- port: 8000
name: http
selector:
app: app2
apiVersion: apps/vl
kind: Deployment
metadata:



name: app2-test
namespace: demo
labels:
app: app2
CSM_TRAFFIC_TAG: test
spec:
replicas: 1
selector:
matchlLabels:
app: app2
name: app2
CSM_TRAFFIC_TAG: test
template:
metadata:
labels:
app: app2
name: app2
source: CCSE
CSM_TRAFFIC_TAG: test
spec:
containers:
- name: default
image: registry-vpc-crs-huadongl.ctyun.cn/library/trace-demo:v1.0.0
imagePullPolicy: IfNotPresent
env:
- name: version
value: test
- name: app
value: app?2
- name: upstream_url
value: "http://app3:8000/"
ports:
- containerPort: 8000
apiVersion: v1
kind: Service
metadata:
name: app3
labels:
app: app3
service: app3
spec:
ports:
- port: 8000
name: http
selector:
app: app3

apiVersion: apps/vl



kind: Deployment
metadata:
name: app3-test
namespace: demo
labels:
app: app3
CSM_TRAFFIC_TAG: test
spec:
replicas: 1
selector:
matchlLabels:
app: app3
name: app3
CSM_TRAFFIC_TAG: test
template:
metadata:
labels:
app: app3
name: app3
source: CCSE
CSM_TRAFFIC_TAG: test
spec:
containers:
- name: default
image: registry-vpc-crs-huadongl.ctyun.cn/library/trace-demo:v1.0.0
imagePullPolicy: IfNotPresent
env:
- name: version
value: test
- name: app
value: app3
ports:
- containerPort: 8000

ERE Gateway FREINERBERIE

apiVersion: networking.istio.io/vlbetal
kind: Gateway
metadata:
name: trace-demo-gateway
spec:
selector:
istio: ingressgateway
servers:
- hosts:

_ g

port:
name: http


http://networking.istio.io/v1beta1

number: 80
protocol: HTTP

apiVersion: networking.istio.io/vlbetal

kind: VirtualService

metadata:
name: vs-gateway-appl
Spec:
gateways:
- trace-demo-gateway
hosts:
A
http:
- route:
- destination:
host: appl

HE M KA
foriin {1..100}; do curl http://${GATEWAY_HOST}/; echo; sleep 1; done;

- for i in {1..100}; o curl http

[appl) (version: base, ip: 10.1.0.202) -> [app2] (version:
[app1l] (version: base, ip: 10.1.0.2082) -> [app2] (version:
[appl] (version: base, ip: 10.1.0.202) -> [app2] (version:
[appl] (version: base, ip: 10.1.0.202) -> [app2] (version:
[appl] (version: test, ip: 10.1.0.205) -> [app2] (version:
[appl] (version: base, ip: 10.1.0.202) -> [app2] (version:
[appl] (version: test, ip: 10.1.0.205) -> [app2] (version:
[appl] (version: base, ip: 10.1.0.202) -> [app2] (version:
[appl] (version: test, ip: 10.1.0.205) -> [app2] (version:
[appl] (version: test, ip: 10.1.0.205) -> [app2] (version:
[appl] (version: test, ip: 10.1.0.205) -> [app2] (version:
[appl] (version: base, ip: 10.1.0.202) -> [app2] (version:
[appl] (version: base, ip: 10.1.0.202) -> [app2] (version:
[appl] (version: base, ip: 10.1.0.202) -> [app2] (version:
[appl] (version: test, ip: 10.1.0.205) -> [app2] (version:
[agpl] (version: base, ip: 10.1.0.202) -> [app2] (version:

. [NESN NI R

JIXBENBREMNRAZ BB,

[RNEEN

1/ 18]

SRR Gi— R R SRS

EERERE

7 Ingress M4k, 1# F app-version-tag 153K k3B
Z| appl HIBEERTEH) ; M app-version-tag k&R

://${GATEWAY_HOST}/; echo; sleep

base,
test,

base,

test, i

base,

test, i
base, 1
test, i
test, 1

ip:
ip:
base, i
test, 1
test, i
base, i
test, 1
base, i
base, i

10.1.
10.1.
¢ 10.1.
: 10.1.
: 10.1.
: 10.1.
: 10.1.
¢ 10.1.
¢ 10.1.
ip: 10.1.
¢ 10.1.
ip: 10.1.
: 10.1.
: 10.1.
: 10.1.
: 10.1.

RPRRPRRPBRRREBRRPRRRRRRR

ANOHdE, & B R GATEWAY HOST IfiEdr

=

=

1; done;

DOOOOOOOOOOPOIOOO®

203)
206)
203)
206)
206)
203)
206)
203)
203)
203)
206)
203)
206)
203)
206)
206)

b
-
-2
-
->
->
->
.
->
->
->
->
->
-2
=
-

[app3]
[app3]
[app3]
[app3]
[app3]
[app3]
[app3]
[app3]
[app3]
[app3]
[app3]
[app3]
[app3]
[app3]
[app3]
[app3]

(version:
(version:
(version:
(version:
(version:
(version:
(version:
(version:
(version:
(version:
(version:
(version:
(version:
(version:
(version:
(version:

base,
base,

test, i

test,
base,
test,
test,
test,
test,
base,
base,
base,
base,
base,
test,
test,

ip: 10.1.
ip: 10.1.
: 10.1.
ip: 10.1.
ip: 10.1.
ip: 10.1.
ip: 10.1.
ip: 10.1.
ip: 10.1.
ip: 10.1.
ip: 10.1.
ip: 10.1.
ip: 10.1.
ip: 10.1.
ip: 10.1.
ip: 10.1.

. ATEN T IERITA(E)

PRRPRRPRBEBRRERRBRERRRRERR
COOOOCOOOOOOOOOO®

204)
204)
207)
207)
204)
207)
207)
207)
207)
204)
204)
204)
204)
204)
207)
207)

Wik Z EERA MR ERA B FEETT, NS

ctx-id FERAEEAE L THEBRERE |

apiVersion: networking.istio.io/vlbetal

kind: TrafficLabel
metadata:
name: traffic-label-example
namespace: istio-system
spec:
workloadSelector:

AN
gEl/ﬁi

A
éﬂ /1L

°i§§§%

FTE#RE, ATM Ingress M

W& N ARREF TR, BT trace-
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labels:
istio: ingressgateway
rule:
labels:
- name: version-label
valueFrom:
- $getinboundRequestHeader(app-version-tag)
apiVersion: networking.istio.io/vlbetal
kind: TrafficLabel
metadata:
name: traffic-label-example
namespace: default
spec:
rule:
labels:
- name: version-label
valueFrom:
- $getinboundRequestHeaderWithContext(app-version-tag, trace-ctx-id)

BhE B AR R AR 55 3R IR
Wi BRI base F test MR BIE X subset, #IT EHIIRS E X ET version-label
BB FH 3RS
apiVersion: networking.istio.io/vlbetal
kind: DestinationRule
metadata:
name: dr-appl
Spec:
host: appl
trafficPolicy:
loadBalancer:
simple: ROUND_ROBIN
subsets:
- labels:
version: base
name: base
- labels:
version: test
name: test

apiVersion: networking.istio.io/vlbetal
kind: DestinationRule
metadata:

name: dr-app2
spec:

host: app?2

trafficPolicy:

loadBalancer:
simple: ROUND_ROBIN



http://networking.istio.io/v1beta1
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subsets:
- labels:
version: base
name: base
- labels:
version: test
name: test
apiVersion: networking.istio.io/vlbetal
kind: DestinationRule
metadata:
name: dr-app3
Spec:
host: app3
trafficPolicy:
loadBalancer:
simple: ROUND_ROBIN
subsets:
- labels:
version: base
name: base
- labels:
version: test
name: test

apiVersion: networking.istio.io/vlbetal
kind: VirtualService
metadata:

name: vs-gateway-appl
spec:

gateways:

- trace-demo-gateway

hosts:

_ !

http:

- match:

- headers:
version-label:
exact: base

route:

- destination:
host: appl
subset: base

- match:

- headers:
version-label:
exact: test

route:

- destination:



http://networking.istio.io/v1beta1
http://networking.istio.io/v1beta1

host: appl
subset: test
- route:
- destination:
host: appl
apiVersion: networking.istio.io/vlbetal
kind: VirtualService
metadata:
name: vs-app2
spec:
hosts:
- app2
http:
- match:

- headers:

version-label:
exact: base
route:

- destination:
host: app2
subset: base

- match:

- headers:

version-label:
exact: test
route:

- destination:
host: app?2
subset: test

- route:
- destination:
host: app?

apiVersion: networking.istio.io/vlbetal
kind: VirtualService
metadata:
name: vs-app3
spec:
hosts:
- app3
http:
- match:
- headers:
version-label:
exact: base
route:
- destination:
host: app3



http://networking.istio.io/v1beta1
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subset: base

- match:
- headers:
version-label:
exact: test
route:
- destination:

host: app3
subset: test
- route:
- destination:
host: app3

1EKH I app-version-tag: base, ERHEEIE KR FIAY trace-ctx-id :
foriin {1..200}; do curl -H "app-version-tag: base" -H "trace-ctx-id: trace-$i"
http://${GATEWAY_HOST}, echo; sleep 1; done;

o] M EE1E R R7E base iRA 2z (818

» for i in {1..200}; do curl -H "app-version-tag: base" -H "trace-ctx-id: trace-$i" http://${GATEWAY_HOST}; echo; sleep 1; done;
[appl) (version: base, ip: 10.1.0.202) -> [app2] (version: base, ip: 10.1.0.203) -> [app3] (version: base, ip: 10.1.0.204)
[appl] (version: base, ip: 10.1.0.202) -> [app2] (version: base, ip: 10.1.0.203) -> [app3] (version: base, ip: 10.1.0.204)
[appl] (version: base, ip: 10.1.0.202) -> [app2] (version: base, ip: 10.1.0.203) -> [app3] (version: base, ip: 10.1.0.204)
[app1] (version: base, ip: 10.1.8.202) -> [app2] (version: base, ip: 10.1.0.203) -> [app3] (version: base, ip: 10.1.0.204)
[appl] (version: base, ip: 10.1.8.202) -> [app2] (version: base, ip: 10.1.0.203) -> [app3] (version: base, ip: 10.1.0.204)
[appl] (version: base, ip: 10.1.0.202) -> [app2] (version: base, ip: 10.1.0.203) -> [app3] (version: base, ip: 10.1.0.204)
[app1] (version: base, ip: 10.1.0.202) -> [app2] (version: base, ip: 10.1.0.203) -> [app3] (version: base, ip: 10.1.0.204)
[app1l] (version: base, ip: 10.1.0.202) -> [app2] (version: base, ip: 10.1.0.203) -> [app3] (version: base, ip: 10.1.0.204)

1 1 1.

1 1 1.

5 1 1.

3 1 1.

1 1 1.

1 1 1.

VVVVVVVYV
v

[app1] (version: base, ip: 10.1.8.202) -> [app2] (version: base, ip: 10.1.0.203) -> [app3] (version: base, ip: 10.1.0.204)
[appl] (version: base, ip: 10.1.0.202) -> [app2] (version: base, ip: 10.1.0.203) -> [app3] (version: base, ip: 10.1.0.204)
[app1] (version: base, ip: 10.1.0.202) -> [app2] (version: base, ip: 10. 203) -> [app3] (version: base, ip: 10.1.0.204)
[appl] (version: base, ip: 10.1.0.202) -> [app2] (version: base, ip: 10.1.0.203) -> [app3] (version: base, ip: 10.1.0.204)
[appl] (version: base, ip: 10.1.0.202) -> [app2] (version: base, ip: 10.1.0.203) -> [app3] (version: base, ip: 10.1.0.204)
[app1l] (version: base, ip: 10.1.0.202) -> [app2] (version: base, ip: 10. 203) -> [app3] (version: base, ip: 10.1.0.204)

vVVvVvy
COOPPOOPOOOOD®
v

v

& SLEB app-version-tag: test, BJIXNFENFR R test IRAZ A1 :

- for i in {1..200}; do curl -H "app-version-tag: test" -H "trace-ctx-id: trace-$i" http://${GATEWAY_HOST}; echo; sleep 1; done;
[app1l) (version: test, ip: 10.1.8.205) -> [app2] (version: test, ip: 10.

1.0.206) -> [app3] (version: test, ip: 10.1.0.207)
[app1] (version: test, ip: 10.1.0.205) -> [app2] (version: test, ip: 10.1.0.206) -> [app3] (version: test, ip: 10.1.0.207)
[app1] (version: test, ip: 10.1.8.205) -> [app2] (version: test, ip: 10.1.0.206) -> [app3] (version: test, ip: 10.1.0.207)
[app1] (version: test, ip: 10.1.8.205) -> [app2] (version: test, ip: 10.1.0.206) -> [app3] (version: test, ip: 10.1.0.207)
[app1l] (version: test, ip: 10.1.0.205) -> [app2] (version: test, ip: 10.1.0.206) -> [app3] (version: test, ip: 10.1.0.207)
[app1] (version: test, ip: 10.1.8.285) -> [app2] (version: test, ip: 10.1.0.206) -> [app3] (version: test, ip: 10.1.0.207)
[app1] (version: test, ip: 10.1.0.285) -> [app2] (version: test, ip: 10.1.0.206) -> [app3] (version: test, 1.0.207)
[app1l] (version: test, ip: 10.1.0.285) -> [app2] (version: test, ip: 10.1.0.206) -> [app3] (version: test, .1.0.207)
[appl] (version: test, ip: 10.1.0.205) -> [app2] (version: test, ip: 10.1.0.206) -> [app3] (version: test, .1.0.207)
[app1] (version: test, ip: 10.1.8.205) -> [app2] (version: test, ip: 10.1.0.206) -> [app3] (version: test, 1.0.207)
[app1] (version: test, ip: 10.1.0.205) -> [app2] (version: test, ip: 10.1.0.206) -> [app3] (version: test, 1.0.207)
[appl] (version: test, ip: 10.1.8.285) -> [app2] (version: test, ip: 10.1.0.206) -> [app3] (version: test, 1.0.207)
[appl] (version: test, ip: 10.1.0.205) -> [app2] (version: test, ip: 10.1.0.286) -> [app3] (version: test, 1.0.207)
[app1] (version: test, ip: 10.1.0.205) -> [app2] (version: test, ip: 10.1.0.206) -> [app3] (version: test, 1.0.207)
[app1] (version: test, ip: 10.1.0.205) -> [app2] (version: test, ip: 10.1.0.206) -> [app3] (version: test, 1.0.207)

3.6.7 ZHPCEEE
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BRIESR
£R2& gRPC server 1 client K7 F
apiVersion: apps/vl
kind: Deployment
metadata:
name: grpc-server-vl
labels:
app: grpc-server
version: v1
Spec:
replicas: 1
selector:
matchLabels:
app: grpc-server
version: v1
template:
metadata:
labels:
app: grpc-server
version: v1
spec:
containers:
- args:
- --address=0.0.0.0:8080
image: registry-vpc-crs-huadongl.ctyun.cn/library/grpc-server

imagePullPolicy: Always



name: grpc-server

ports:

- containerPort: 8080
apiVersion: apps/vl
kind: Deployment
metadata:

name: grpc-server-v2
labels:
app: grpc-server
version: v2
spec:
replicas: 1
selector:
matchlabels:
app: grpc-server
version: v2
template:
metadata:
labels:

app: grpc-server

version: v2
spec:
containers:

- args:

- --address=0.0.0.0:8080
image: registry-vpc-crs-huadongl.ctyun.cn/library/grpc-server
imagePullPolicy: Always
name: grpc-server

ports:



- containerPort: 8080
apiVersion: vl
kind: Service
metadata:

name: grpc-server

labels:
app: grpc-server

spec:

ports:

- name: grpc-backend
port: 8080
protocol: TCP

selector:
app: grpc-server

type: ClusterlP
apiVersion: apps/v1l
kind: Deployment
metadata:

name: grpc-client
labels:
app: grpc-client

spec:

replicas: 1
selector:
matchlabels:

app: grpc-client
template:

metadata:



labels:
app: grpc-client

"sidecar.istio.io/inject": "true"
spec:
containers:
- image: registry-vpc-crs-huadongl.ctyun.cn/library/grpc-client
imagePullPolicy: Always

command: ["/bin/sleep”, "3650d"]

name: grpc-client

B pod FF (—A> client, FNRAH] server) :

[ ~]# kubectl get po -n grpc
NAME READY  STATUS RESTARTS

1/1 Running ©
1/1 Running @
1/1 Running 8

B3 client 35/8) server, T IAEZE] S 2101 BR & A [E — > SEH1

kubectl exec -it grpc-client-b7499b9c-45d2s -n grpc - - /bin/greeter-client --
insecure=true --address=grpc-server:8080 --repeat=10

~1# kubectl exec -1t grpc-client-b74! s -n grpc -- /bin/fgreeter-client --insecure=true --address=grpc-serv --repeat=10

Hello world from grpc-
Hello world from grpc-
Hello world from grpc-
Helle world from grpc-
Hello world from grpc-
Hello world from grpc-
Hello world from grpc-
Hello world from grpc-
Hello world frem grpc-
Hello world from gr

4 grpce client 5EA sidecar (T _E47r%"sidecar.istio.io/inject”: "true"), EHZBE grpc-client
ZEFIXEE| pod FIFRMAT
1# kubectl get po -n grpc

STATUS RESTARTS
Running 8

Running 8
Running 8

BRi@id grpe-client 3418] grpe-server o] B BN K A EiA 01 W IAH grpe-server :



-1# kubectl exec 6 3-r5t2f -n grpc -- /bin/greeter-client --insecure=true --add
Hello world from grp
Hello world from grp
Hello world from grp:
Hello world from grp
Hello world from grp

Hello world from grp:
Hello world from grp
Hello world from grp
Hello world from grp:
Hello world from grp

ERER IR IR IRAS(E 7T0WHY R ET510) v2 RRANAY grpc-server, 30%AYR E14(0) vl ARAHY grpe-
server

apiVersion: networking.istio.io/vlalpha3
kind: DestinationRule
metadata:
name: dr-grpc-server
spec:
host: grpc-server
trafficPolicy:
loadBalancer:
simple: ROUND_ROBIN
subsets:
- name: vl
labels:
version: "v1"
- name: v2
labels:

version: "v2"

apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:
name: vs-grpc-server
spec:
hosts:

- "grpc-server”



http:
- match:
- port: 8080
route:
- destination:
host: grpc-server
subset: v1
weight: 30
- destination:
host: grpc-server
subset: v2

weight: 70

BREE ] IXEBEERTE grpc-server R NMRAZ B AFEXEZHE, MERMRER 7:3

AL B

1# kubectl exec -it grpc-cl
Hetlo world from grp:
Hello world from grp:
Helle world from grp:
Helle world from grp:
Hello world from grp
Hello world from grp:

Hello warld from grp
Helle world from grp:
Hello world from grp
Hello world from grp:

3.6.8 ST ARE AR

ERR S RIAE P AR R
IR &1
1. FFi# CCSE (BA=8 =R 51%)

2. JTid@ARSs Mg SEBl

BRESE

f -n grpc

-- /bin/sgreeter-client

--insecure=true

--address=grpc-serve

8 --repeat=10

FE AL bookinfo 7 F AF/ERAHFRREE ST, B LT default o5 B = [8)FE bookinfo ¥ F



[ eln ~J# kubectl get po

MAME READY  STATUS RESTARTS  AGE
details-vl-548fcod755- 2/2 Running @ 17m
productpage 398ddbf-ffmé  2/2 Running 8 17m

rating 2/2 Running @ 17m
reviews- 597 -kwhch 2/2 Running @ 17m
2ln ~]# |

RJGTE default A7 B2 [E1ER2 4T X productpage BRESEIBR KRS, token BEHR AN 5,
2 FPEFIEF 5 1> token :

apiVersion: networking.istio.io/vlbetal
kind: LocalRateLimiter
metadata:
name: productpage-limit
spec:
workloadSelector:
# LR TERE
labels:
app: productpage
context: SIDECAR_INBOUND
statPrefix: http_local_rate_limiter
configs:
- name: productpage
routeConfig:
vhost:
name: 'inbound|http|9080'
rateLimitConfig:
tokenBucket:
maxTokens: 5
tokensPerFill: 5
fillinterval: 2s
filterEnabled:

runtimeKey: local_rate_limit_enabled



defaultValue:
numerator: 100
denominator: HUNDRED
filterEnforced:
runtimeKey: local_rate_limit_enforced
defaultValue:
numerator: 100
denominator: HUNDRED
responseHeadersToAdd:
- appendAction: OVERWRITE_IF_EXISTS_OR_ADD
header:
key: x-local-rate-limit

value: 'true’

FAEFH go-stress-testing  (https:/github.com/link1st/go-stress-testing) T BISIFRIER,
WMTEFFR, SRIREEHE 200 1429 (IEREERR) 5 200 M8 2 #MEM 5 4, FF
EBANEEDN 2 HEHFIEZ 5 /) token BIEE | 429 JIRASTL A FFELIEN |

80/productpage

url:http://192.168.1.44:9080/productpage
method:GET
[%-www-form-urlencoded; charset=utf-8]



https://github.com/link1st/go-stress-testing

BiE3K productpage AR I IXEEIFRHRIRAVIBEDR |

I# curl http://152.168.1.44:90808/productpage -sv
* ADOUL o connectl) to 192.168.1.44 port 9080 '
*  Trying 192.168.1.44...
* Connected to 192.168.1.44 (192.168.1.44) port 9080 (20)
= GET /productpage HTTR/1.1
= User-Agent: curl/7.25.0
= Host: 192.168.1.44:9080
= Accept: */*

HTTP/1.1 429 Too Many Reguests

x-local-rate-1limit: true

content-length: 18

content-type: text/plain

date: Tue, 08 Aug 2023 87:35:40 GMT

server: istio-envoy

x-envoy-decorator-operation: productpage.default.svec.cluster.local:S080/*

= A A

Connection #O to host 192.168.1.44 left intact

3.7 MEREHI
3.7.1 MigL£Hlid

BN AERABRSREHER T EZERN, WEEREMGE, ¥REEY, RNAR
SRMLE T HNLEER, 0!

1. RSz EEEREE®, WEYLEPEARE

2. WkFSZERAEEREE, NTHERSIES, WERGIBKRS Z B

3. WRSZEAEMERXRRESR, WMAEHRSZEMNBARERL FEESHITHE
RS Mg R Y FIRME T BEENREIH], REFMBRT MU EE—.

RS Mg R 25

TLS/mTLS, JWT mTLS mTLS
X}
—



R%S BN RIEBEE

ShER=ENEM, RBELGEMRSBTY NS0T s ERSHEEHRN Y& TTH 5 6
TINMEU B S RAESATEN . RS MIREMEBEAMER TERENSNIFR, RSM
WOEMARA TEREN S ML BME . BB, AMIKZ SR HEEME

SINIE

BR & MR IR AP FAEANL S

SEGPMAIE ¢ AT sidecar RIBZEBERSIMAME, R sidecar Z (8 FMHIAEFE
EEa#E, THFETTERTUERH mTLS WEIAE

EREIAIE @ BFMBIERHIFANMNIBERSMIAE, X IWT & OIDC BSIAEA

L

ERRSBET, BETXINENZE, BRNEFENEPineEH NRIE RS
REHTNRICE . HRIRSMIEZHFEE. 2= EMTIERRRA AR RIEIES,
B AR AL IMBIRAN AR 5 U & OPA SRERS|%, RELFZFAIBANAE

3.7.2 TR H S H

CSM RREMIEH I TIERHEE — M EMEE, XNMEERETEATMIRAMRS Z BRER
KM EINEMET SHEEERN . THEMRSNEEHRS WIg B £ Mg, &
T Service Account SEIE ; CSM IR MR TEME S HME BT & SPIFFE #74, 40
™

spiffe://{trust-domain}/ns/{namespace}/sa/{service-account}

RS MIGES G MgLEdl -> TERHSHN EET, %5 namespace T IXFE]iZ
wR=ETHIERRSNER, WTHE

cxmm fia-L L

3.7.3 XNZESUHAIL

IEZHIAUE (PeerAuthentication) REEEX T sidecar Z [BBEHI TLS R, HEIXZHF=
FhiE

PERMISSIVE : BEiMET, %A, sidecar 52 BASCHINE TLS INBA(E

STRICT : #&#&1, A& T, sidecar RIEZ N E TLS MNZES

DISABLE : 22X G TLS ; —MIER TARIZEAIZER

#0 PeerAuthentication KB E X T i518) foo fip =8 T HIAR S EBA IR A @) TLS TAJFHE



BN
apiVersion: security.istio.io/v1lbetal
kind: PeerAuthentication
metadata:

name: default

namespace: foo
spec:

mtls:

mode: STRICT

BENFSHIAIL

1. MRSMEEG QERERE MigZE Pl -> FFESMINLE

2. EFwE=E, RARTIHNGEZE THNEFSMMERE, 2L LR NS
SHINIE

3. RIERIRZGRE, REFANY

e F S UL

1. MRS MgERG SEERE MigeEhl -> FFEFMIAL

2. EFwRETE, RMARTIFGATE THONEFSMHINERE, EERIEENRED
FJI:,

3. HEMRFAT

BRSNS F S HMAIE

1. MRS MEERH GEFRE MR P -> HFESMINLE

2, ﬁ_hup% S, BUARRE IR EE TN FFMALRE, ERREENRERD
REMIBRIE TR RIBECE

PeerAuthentication ECE 5t FH :

FE KE WAk | 5 RE

selector WorkloadSelector No | TERBEERFERS, RIEFRFTIEFER
M A SUH TRk

mtls MutualTLS No | Mtsl E2&, MutualTLS.mode TJi%
& :

UNSET : REX, BKIABRARXER
BEE (dRZEAHELR), W@
RXERAFENERKIANA
PERMISSIVE

DISABLE : Z/H mTLSTAIE, XA
X &

PERMISSIVE : BB #F mTLS FIAR
X

STRICT : R & #F mTLS =R
portLevelMtls | map<uint32, MutualTLS> | No | # Q&3 SUHAIE R




3.7.4 EREUAIE

ERBMIAME (RequestAuthentication) & X T £ im A P 15 5K M A% AR 55 BT E B9 S OMAIE R
B, GMRINEERIEE, EREWEER ; AEBEAT, RERESMIMLER, FREHR
BE, TJUEERFERICRIRERIBE RN SHERTRATREHFMAMEEEATHIE
EREMAERERNE

BEREMMEREIF=FEENE, £5. TEZEMITAERRE  YRENHTRZE
ARG RTERN (BUIAA istio-system), REAEREN , HERGTBRZEDAERED
ZzE, BRAEEFETERR, KBRS TRSHENFBSSHREE | HRBE
ERGawma=TE, BEFE7T TERER, WIANEE TERBER.

THEMEEF RequestAuthentication EX T foo A& =8 RILES app: httpbin FR%5 M T £
T FE A jwt IAESREE, RS AuthorizationPolicy B X T XiEKKIRAIILES, ERIALERE
BEARRAZE
apiVersion: security.istio.io/vlbetal
kind: RequestAuthentication
metadata:
name: httpbin
namespace: foo
spec:
selector:
matchlLabels:
app: httpbin
jwtRules:
- issuer: "issuer-foo"
jwksUri: https://example.com/.well-known/jwks.json
apiVersion: security.istio.io/vlbetal
kind: AuthorizationPolicy
metadata:
name: httpbin
namespace: foo
spec:
selector:
matchlLabels:
app: httpbin
rules:
- from:
- source:
requestPrincipals: ["+"]

BIRIFREMIAILE

1 #HANEES G, EF NigREF0 > BERSMALRE

2. EFGEZE, JIRISRRLRPRZE THIERSMIMERE
3. EFEE



EBURR G HIAME

1 HEAWRES G, EF MigREH0 —> BEREMAMERE

2. ®FwRTE, IRNFRTFHFHATE THIBERSMIMERE, EFRIEEZNER
IR, SRR, RIFENT]

MBRIE K FHMIAILE

1 HEAWRES G, EF Migeed0 —> BREMAMERE

2. ‘EEmETE, 5']%%31/\%1—%% FE=E THIERSMINERRE, SR EZOMN
BRIET, MIERIEE B9 SRR RN T

RequestAuthentication Bt & 15 B

FER KE WIE | 1 RE

selector | WorkloadSelector | No | TEf#E IR, EERBAENIERE

jwtRules | [JJWTRule No |IWT ELEFIzR, FRAHAILIERZFTXFFN jwt

8 (FEXF—MERTEZ jwt INMEEENE
)
JWTRule

FE KA I | AR

issuer string Yes | wt®EXT

audiences [Jstring No wt BIRAFIR, wthEESHEHFPE
B MEREE ] MBI R

jwksUri string No | B&IE jwt ERZAI/A4H URL, jwksUri
F1 jwks F{ﬁﬁ’ﬁ—/l\_&._%(

jwks string No I jwt A9/ %H, jwksUri F
jwks REEH —MER

fromHeaders [[JWTHeader No | $2E Iwt 15 B AYLERFER

fromParams [Jstring No | 2B wt 5B query FE&

outputPayloadToHeader | string No | mI/gimiER% payload BkEBFERFZ
;R

forwardOriginalToken bool No |i&E&H true B, JRIHAY jwt BFHiE
EENEE

outputClaimToHeaders | [JClaimToHeader | No | X payload BEMNFEREER G
A9 SLEB(E B

3.7.5 IPURHE

FANKREE (AuthorizationPolicy) RfteF. v RAZTRR TERB R ERES, X
B LR E 2z (8 R 2% F P XS R4% A 89 T 1B B a7 el 42 51 5K K

BPURIREC BRLE

BB IF=MEENE, £2B. oRZTRAMTELREER  HAXBRATRZTEAR
Zap B2 EE (BRIAA istio-system), ﬁﬂﬁﬁﬁﬁi;& LR BRZEAERGETRT
B, BRAREFETENE, KBERAESTRTEENHBEESHERE  YRBEER
GiipgiE), HEFET IERR, NRITE EIT’Eﬁﬁiiﬁzo
THREEEXT X foo ir R =6 TAIARS HIIRPURRS



1. IERFTH service account £ cluster.local/ns/default/sa/sleep B fip & % 8] =2 test
2. RfExf foo B =8 TAY GET /infox# A5 POST /data 30
3. IERMIMAT jwt IANUE, H iss A% https://accounts.google.com
HAtbER 2 EBIELE TS 0)
apiVersion: security.istio.io/vlbetal
kind: AuthorizationPolicy
metadata:
name: httpbin
namespace: foo
spec:
action: ALLOW
rules:
- from:
- source:
principals: ["cluster.local/ns/default/sa/sleep”]
- source:
namespaces: ["test"]
to:
- operation:
methods: ["GET"]
paths: ["/info*"]
- operation:
methods: ["POST"]
paths: ["/data"]
when:
- key: request.auth.claims]iss]
values: ["https://accounts.google.com”]

BRI RAE

1. HNRSMARES G, EF WgLEF0 -> BEGRE, EFaR=E, JIRIEAR
T H I R = 8 T A9IRPURE

2. ®EFEAELRAFERYAML B, EXEERER, HERFREGET

& BRI R

1. #HENRSMARES G, EF WNigLEF0 -> BREGRE, EFaR=E, JIRIEOAR
T H IR R = 8 T A9IRPURRG

2. EFAMRELHNEN, RERTEREIDT

HBRFAN SR B

1. #EANRSMARES G, EF WNgLEF0 -> BREURE, EFnR=E, JIRIEOAR
7~ B A B =8 T R FRAN SRS

2. EFAMREZAOMER, BITHIERIE - AIKES

AuthorizationPolicy Bt &1 A :

FE FK A WA | 5 BE

selector | WorkloadSelector | No | TERM#EHIEFR, EFRRBEINITERE

rules [[Rule No | —4HITEFM, Kﬂ‘@ﬁﬂﬁq:‘—/l\j’i}dﬂz%ﬂ
[



https://accounts.google.com/

MU TR A=A, BRINRICE ; % Action 4
ALLOW B, SEPRfTHRATBMIEKREMEIEL

action | Action No | IRBUGREEEITTH, ZEFMUTIEE

ALLOW : anZRITEN A ¥FiAE, action BRIME
DENY : Zn5R PLED NHELE 17 (a)

AUDIT : ILECHYIE KRBT

CUSTOM : {# FSMBIRAX AR & X1 Kt 714X

provider | ExtensionProvider | No | 3§ ESMBIRANERS, FEER action=CUSTOM B
(oneof) —®{#F M ; 3| A MeshConfig H1 Y extension
provider

Rule : & X EAFRIFRAAN

FER | KB WIE | 1EER

from | [JFrom No | IEKIEILED

to [[To No | XJBtrA9EIEFN
when | [JCondition | No | HfthITHE &4

Source : X From.source FE, EXIBEXRBENLEMN, FAIEEHRZ and R (FERE
B2 )

FER KB | x| R

principals (string | No | ILECIERIRiREY SPIFFEEE, HTEB mTLS
notPrincipals [string | No | REIEEIEKIEAY SPIFFE {58
requestPrincipals [string | No | ILECIERIE jwt 152, #&ILA<ISS>/<SUB>, &

EFF 12 RequestAuthentication SRHE

notRequestPrincipals | [Jstring | No | kEILEIEKIE jwt 58

namespaces string | No | EEIFEKEN G RZE, FEHFRE mTLS

notNamespaces string | No | RIEIIEECIEKIEAYaF & = 8]

notlpBlocks string | No | REIEEIEKIED ip

remotelpBlocks string | No DL ECiE5K A9 X-Forwarded-For 3k

I
I
[
ipBlocks [Jstring | No | ILEZIERIEA ip
[
[
I

notRemotelpBlocks string | No | RIEILACIESKAY X-Forwarded-For 3k

Operation : XK To.operation FE, EX 715K BirisfREER

FE KA | M | 1A

hosts [string | No | ILECIEKAY HTTP host, {XFBT HTTP RS

notHosts [string | No | RIEILEIERAY HTTP host

ports [string | No | ILAZ B#riw O

notPorts [Jstring | No & [a L BC B frim O

methods [Istring | No LECIER A%, XFAF HTTP RS

notMethods | [Jstring | No | RIBCEIERTTE

paths [string | No | EEECIERERR, {XATF HTTP BR% ; XTF gRPC BRS, B

1% 4"/package.service/method " X 3{

notPaths (string | No | R[EEEIEKEERZ

Condition : & X 7 HAh LA &4

FE et Wik | 1

key string Yes LEZRY key




values [Jstring | No Value PLEC%FR, values 1 notValues £/ EEE—1
notValues | [Jstring | No | Value Ri5ILECHIZR, values 1 notValues £/ ECE—4

ST A SANIERUERR SR TS ITES action=CUSTOM BY5ERE, HOKITEE action=DENY
FISRRE, /GIUAD action=ALLOW H93RHEE, R EILEZIIELHNGE, WESEEKR, &
MR SE0 1T IR SR 3R B

3.7.6 BEXEDMRSE

CSM BRE M X FHEAE=ZFLNRSE, BATMEANRESEN, HRIXFEX HTTP
W gRPC il BV B & X ENRS -

AINE E XER S
1. MIRSMIEETE EF WigREP0 -> BEXENRSHE, EFeE
2. HESH, #XAY

SEARIAIT
[ 15t AR
I A RSMBIRI RS I, HBIXFF HTTP #1 gRPC
B HE—FRIR— N IMNEBIRANR S

PR &bk SMERIRAN AR 55 B9 b A1k
BR&#w 0O INERIRR S Biw O =
B A B 8] B AN IR IR S5 B OB Y f 8], BRALFD

S HTTP LA SMERIRAUR S5 S 5 IA TERSMEC B JE TN

[ 15 A

LRSS AT BRBITIE K ARG, AEENRS EIRFE N ERT
=B

FELEPIEK P header B1E K P15 E B9 SLF R 2 AR

LB R P HIE header FERTENIRS FNE K P HIE L

EPUBII R B & Header fE FEMNIEK Response 1 Header BE LKL HAR
R %5 #9758 5K R 59 Header

LK MBS 7B = Header {45 K Response I Header 7B 2% Response
FH) Header

FELEPUFKHETIEK Body FIFLFAXE, BEGRLENRSNETIEXK
Body

EME KK Body FVER A E (Byte) | BRHIZITLENARSHY Body A/

REBATEEEREZLENRS | EiEKBody BHEERAKERSIAN, &HABMIZE
TUURE 48 155K IR | HTTP 413

£ 3T gRPC WM BN BR & X 5 IA T RN BRI

& 1% AR

LRSS A o] BB TIER FIRLAXE, HEENRESHIZE R
BWITIEK
LB KR ETIEK Body FIFFULTF A fE, B &R SRS I #H
153K Body




ERUEREEH Body FIRAIKE (Byte) PRI 2 XRS5 A9 Body K/

AFEARTEEEAIEELNRS 715K Body BB AKERFIR, &R
FIZET N B4 15k FIR [E] HTTP 413
£EK Body B AN RFHAE LHE AL

UTF8 String(Body) : #% A 1& K 1§ 4 73 4
UTF8 45 8 ZIi5K body FE&
RawBytes(RawBody) : ¥ #UiE K& RAL A R
AT R ENE KA raw_body FE&

BB E XIS

1. MRSMgEGE £F MigZedil -> BEXENRSHKE, ASRTHIEX
R P SMERIR R 55

2. ERBRHEAIRS RERNT

HBx B E AR S5

1. MRSMIEEHE £F MigZePl -> BEXERNRSHKE, AIRTHIEX
R P SMERIR AR 55

2. EFBRRENRSMBREDIET

3.7.7 OPA %H%

OPA (Open Policy Agent) =—MEMAKEESIE, BILHEHTIH Rego IEEXUEEM
RINKME . CSM BRSS MBI —B &M OPA SIETNE, EARZRMMT

T}

APP

opa  _ _ _ _ _____ opa adminssion
istia-proxy
; R o opa )
Opapollcy [ e pOIicy controller

opaiZElE WEpod

Hrh OPA #HIE B3E OPA webhook fR%S, FF 323 OPA sidecar A97EA ; OPA policy
controller 45 OPA % CRD, FIFSRHL OPA EEA K ; 45 pod MR T s HEA
istio-proxy Z 9MEEIEAN OPA sidecar, #MERIER pod BB istio-proxy 28, 1RIBEE
X HIFRAERE ISR OPA sidecar, SEIRITIERAIHAN

ST OPA sidecar 4 Rj{# H 8181 i OB IE OPA K&, {E£H 9191 im OIRHEIMERLEAAR
%, W% pod JERBEFIX A i A



7T /2 OPA ThgE

£/ OPA IEER B A BEAFT A X, HARSMIFEFE, SENEEE -> BEXE
B, At B OPA RpEl

L < MIEEIE - csm-test102 £B  cosey9sabr
B
s, EEImEN FIEES BEENESE
| mEaE
sidecarSE [EFEEEREBE
R FEFprometheusigsEin
sidecarl tERIE

b

|
3
m
fit
iy
1
it

kubemetesEEs

FEEETD

:
t
j
,
i
m
il

SRS

Bimu

sidecar&EiE

FHPRT

FERE

% 7] OPA IfigE

HANRS MR G, EFEMBERE -> BEXEE, BUBAIE BH OPA BIT]

HEARSMIEER G, EEMEEE -> OPATTX, XKABEIE

OPA RIS EIE

CSM BR&M1ER B EX CRD (OpaPolicy) J77RVETE OPA 5Kig, TEEIE OPA RIRE
MO TEREEFE UKL OPA KEE (Rego), THEIRBLEX default (s B [E TirxB&
version: vl B THERERAER, KEEHPENXT guest Ml admin BMAER, DHEFIABE
X TIAER, BRZEZEX T RS bob #lalice, 2B TTHEAR ;| KHITHES
MIEBRFETE AP, %68 NRIIEKRE S X TSN,

apiVersion: opacontroller.k8s.io/v1
kind: OpaPolicy
metadata:
name: object-policy
namespace: default
Spec:
policy: |-



package istio.authz
import input.attributes.request.http as http_request
import input.parsed_path

allow {
roles_for_user]r]
required_roles[r]

roles_for_user][r] {
r := user_roles[user_name][_]

required_roles[r] {
perm := role_perms][r][_]
perm.method = http_request.method
perm.path = http_request.path

}

user_name = parsed {

[, encoded] := split(http_request.headers.authorization,

[parsed, _] := split(base64url.decode(encoded), ":")
}

user_roles = {
"alice™: ["guest'],
"bob™: ["admin"]
}

role_perms = {
"guest”: [
{"method": "GET", "path": "/productpage"},
]

"admin": [
{"method": "GET", "path": "/productpage"},
{"method": "GET", "path": "/api/vl/products"},
1

}

workloadSelector:
labels:

version: v1

OpaPolicy Bt & 1jt BF

")

FER it @2 | A




workloadSelect | WorkloadSelect | N | MK AN T EfmE

or or

policy string N | Rego kR, BLEIEEASE
https://www.openpolicyagent.org/docs/latest/p
olicy-language/

B OPA 51%

1. HARESMIRIEES, %FE MERLT0 -> OPA SR 8, tRERBENGEZT
2. EFFER YAML B2

&2 OPA KB
1 #HANRSMAgESG, EF MgREF0 -> OPA K X8, ERERENGETE

2. FIRNBTHFIHREETH OPA KRS, HREBIBEMAYRES, EFAMREEE
B, AT

HiBR OPA 5HS
1. #HEANRSMARES G, EF MigRER0 -> OPAKE X8, EEXREEMNGR=E
B

2. JIRNERTHAIGRZETH OPA KEE, HEIREMMRE, EFAMREROH
BREDTE]

3.7.8 Il =<l

M BE RNk S
HITR A

1. JFi& CCSE (Be3=fR%51%)

2. FriEfRss Mg sLpal

BRIETR

1. gIENKara=iE
kubectl create ns foo
# FTFF sidecar BE1EAN

kubectl label ns foo istio-injection=enabled




2. #BE sleep 1 httpbin N A

apiVersion: v1
kind: ServiceAccount
metadata:
name: sleep
apiVersion: v1
kind: Service
metadata:
name: sleep
labels:
app: sleep
service: sleep
spec:
ports:
- port: 80
name: http
selector:
app: sleep
apiVersion: apps/vl
kind: Deployment
metadata:
name: sleep
spec:
replicas: 1
selector:
matchLabels:
app: sleep
template:
metadata:
labels:
app: sleep
spec:

terminationGracePeriodSeconds: 0
serviceAccountName: sleep
containers:
- name: sleep
image: registry-vpc-crs-huadongl.ctyun.cn/library/curl
command: ["/bin/sleep”, "infinity"]
imagePullPolicy: IfNotPresent
volumeMounts:
- mountPath: /etc/sleep/tls
name: secret-volume
volumes:
- name: secret-volume
secret:
secretName: sleep-secret
optional: true



3. ERBIMPIRS
apiVersion: vl
kind: Service
metadata:

name: ext-authz

labels:
app: ext-authz
spec:

ports:

- name: http
port: 8000
targetPort: 8000

- name: grpc
port: 9000
targetPort: 9000

selector:
app: ext-authz
apiVersion: apps/vl
kind: Deployment
metadata:

name: ext-authz

spec:

replicas: 1

selector:
matchLabels:

app: ext-authz

template:
metadata:

labels:
app: ext-authz

spec:

containers:

- image: registry-vpc-crs-huadongl.ctyun.cn/library/ext-authz:1.16.2
imagePullPolicy: IfNotPresent
name: ext-authz
ports:

- containerPort: 8000
- containerPort: 9000
apiVersion: v1
kind: ServiceAccount
metadata:

name: httpbin

apiVersion: v1

kind: Service



metadata:
name: httpbin
labels:
app: httpbin
service: httpbin
spec:
ports:
- name: http
port: 8000
targetPort: 80
selector:
app: httpbin
apiVersion: apps/vl
kind: Deployment
metadata:
name: httpbin
spec:
replicas: 1
selector:
matchlLabels:

app: httpbin

version: v1

template:
metadata:

labels:
app: httpbin
version: v1

spec:

serviceAccountName: httpbin

containers:

- image: registry-vpc-crs-huadongl.ctyun.cn/library/httpbin
imagePullPolicy: IfNotPresent
name: httpbin
ports:

- containerPort: 80

EETHE, T foo mRZE TEHE 3 MRS
- kubectl get po -n foo
NAME READY STATUS RESTARTS AGE

ext—authz-74b6fd5584-1fkcx 2/2 Running 0 36m
httpbin-698cc5f69-n4mv2 2/2 Running 0 49m
sleep-9454cc476—p8rfk 2/2 Running 0 49m

NMEAFERBOERLT, WIEM sleep KA httpbin AR BHEER (REIRZSHD
200) :

kubectl exec "$(kubectl get pod -| app=sleep -n foo -0 jsonpath={.items..metadata.name})"
-c sleep -n foo -- curl http://httpbin.foo:8000/ip -s -o /dev/null -w "%{http_code\n"



200

BEINBENRSE L 25N, HTTP 1 gRPC #EAUIRS 2> B Hr 8000 F1 9000 i 1
kubectl logs "$(kubectl get pod -1 app=ext-authz -n foo
jsonpath={.items..metadata.name})" -n foo -c ext-authz

2023/08/14 11:26:54 Starting HTTP server at [::]:8000
2023/08/14 11:26:54 Starting gRPC server at [::]:9000

4. FRININERIEAN RS
¥ _EHEAY HTTP F1 gRPC BRES 7R INE R 55 R A& BY M ERIZ AN AR S5 N

5. TEXIEAURME &I )

EXINTIBIERL, X httpbin & FfS/headers BRH91E KB WL L 38 = TIPURS

HATEAE
apiVersion: security.istio.io/vlbetal
kind: AuthorizationPolicy
metadata:
name: ext-authz
Spec:
selector:
matchlLabels:
app: httpbin
action: CUSTOM
provider:

# The provider name must match the extension provider defined in the mesh

config.

# You can also replace this with sample-ext-authz-http to test the other external

authorizer definition.
name: sample-ext-authz-grpc
rules:
# The rules specify when to trigger the external authorizer.
- to:
- operation:
paths: ["/headers”]

o

M sleep Rz FHiE 3K httpbin /headers 812, HFIERLHE T "x-ext-authz: deny”, &R EF~

kubectl exec "$(kubectl get pod -I app=sleep -n foo -0 jsonpath={.items..metadata.name})"

-c sleep -n foo -- curl "http://httpbin.foo:8000/headers” -H "x-ext-authz: deny” -s
denied by ext_authz for not found header “x-ext-authz: allow" in the request

EBIER, H_E"x-ext-authz: allow"SkER, i&RMIT

kubectl exec "$(kubectl get pod -I app=sleep -n foo -0 jsonpath={.items..metadata.name})"

-c sleep -n foo -- curl "http://httpbin.foo:8000/headers” -H "x-ext-authz: allow" -s

{

"headers": {
"Accept": "x/*",



"Host": "httpbin.foo:8000",

"User-Agent™: "curl/8.2.1",

"X-B3-Parentspanid": "eb42a8165099e7db",

"X-B3-Sampled": "1",

"X-B3-Spanid": "cd6540balcfd9e8c",

"X-B3-Traceid™: "e7e15cc10dc66630eb42a8165099e7db",

"X-Envoy-Attempt-Count™: "1",

"X-Ext-Authz": "allow",

"X-Ext-Authz-Additional-Header-Override": "grpc-additional-header-override-value",

"X-Ext-Authz-Check-Received™:  "source:{address:{socket_address{address:\"10.1.0.25\"
port_value:37654}} principal:\"spiffe://cluster.local/ns/foo/sa/sleep\"}
destination:{address{socket_address:{address:\"10.1.0.24\" port_value:80}}
principal:\"spiffe://cluster.local/ns/foo/sa/httpbin\"} request:{time:{seconds:1692015383
nanos:990298000} http:{id:\"7462237371770661564\" method:\"GET\"
headers:{key:\":authority\" value:\"httpbin.foo:8000\"} headers{key:\":method\"
value\"GET\"} headers:{key:\":path\" value:\"/headers\"} headers{key:\":scheme\"
value:\"http\"} headers:{key:\"accept\" value:\"*/*\"} headers{key:\"user-agent\"
value:\"curl/8.2.1\"}  headers:{key:\"x-b3-sampled\"  value:\"1\"}  headers:{key:\"x-b3-
spanid\" value:\"eb42a8165099e7db\"} headers:{key:\"x-b3-traceid\"
value:\"e7e15cc10dc66630eb42a8165099e7db\"} headers:{key:\"x-envoy-attempt-count\"
value:\"1\"} headers:{key:\"x-ext-authz\" value:\"allow\"} headers{key:\"x-forwarded-client-
cert\"
value:\"By=spiffe://cluster.local/ns/foo/sa/httpbin;Hash=c32db24acfa670a8bbe46f0897ebb7
0b9ccc0e630ee32afcd1ec037d6616e6c5;Subject=\\\"\\\";URI=spiffe://cluster.local/ns/foo/sa
/sleep\"} headers:{key:\"x-forwarded-proto\" value\"http\"} headers{key:\"x-request-id\"
value:\"aba7b68c-6bee-9d58-b163-7454075c6ece\"} path:\"/headers\"
host:\"httpbin.foo:8000\" scheme:\"http\" protocol\"HTTP/1.1\"}} metadata_context{}",

"X-Ext-Authz-Check-Result": "allowed",

"X-Forwarded-Client-Cert":
"By=spiffe://cluster.local/ns/foo/sa/httpbin;Hash=c32db24acfa670a8bbe46f0897ebb70b9cc
c0e630ee32afcd1ec037d6616e6¢5;Subject=\"\";URI=spiffe://cluster.local/ns/foo/sa/sleep"”

}
}

{2 i} OPA 5RHg 5| 2 LI 175 (5) 4= I
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1. FFi@ CCSE (Assz=hR%E5I%E)

2. FTHiERR S5 M4 Sl

BRIELE .

1. FERSMIEEFIE ->MIEEIE->0OPA REFFXEE T OPA X, FERRHE
OPA = %I E 28 14

2. 7 sidecar BIE->sidecar RIBALE FE B T FH B8 tab, EFFHATEIETIEZE AR
R TE, XBEE default, ECE sidecar N\JRER$EE 8181 #50  (OPA agent FYELD



(=1 ] < sidecarfCEEIE

FENGERES
=5 fpEzEiE
sidecarftFEE

fpgesEl | default

o BRI ABTFEIRRE:

EEAE >
RO athiR A /ZRSidecar TR ~
EENISMAEIEEE

8 FEERaaE e TE R

B EEROENRESTSidecar (2

EEROEHORESTSidecar{ti2

EEROENORESTETSidecarRFE | 8181

EEROEHORERTETSidecart32

ERFEHER 4

7£ default ey B == [8) TEBEIL T yaml, AT OPA agent X INRERIER ; H e opa-
istio-config X4 config map EX T OPA agent BFIHIECE ; opa-policy X T ZRIAHY
OPA 3R | ext-authz X/ EnvoyFilter & X 7 ZHian & = 8] TRYSMEBIEURES, 15K
A sidecar Z EEHITIXANIMBIEAIRM, 1A OPA agent fR%

apiVersion: v1
kind: ConfigMap
metadata:
name: opa-istio-config
data:
config.yaml: |
plugins:
envoy_ext_authz_grpc:
addr: :9191
path: istio/authz/allow
decision_logs:

console: true

apiVersion: v1



kind: ConfigMap
metadata:

name: opa-policy
data:

policy.rego: |

package istio.authz

import input.attributes.request.http as http_request

import input.parsed_path

default allow = false

25 default ap B %2 [8)#T E#rEF, BEIEN istio sidecar #1 OPA sidecar
kubectl label namespace default opa-istio-injection="enabled"

kubectl label namespace default istio-injection="enabled"

£B28 bookinfo R A sleep Y, TTIMEZ] pod BT W EBBZINEEFHNBER,
4B istio sidecar F1 OPA sidecar, OPA sidecar FF LI SMERIFANAR &

J# kubectl get po
MAME RE ADY STATUS RESTARTS AGE
details-v1-6bbS56TccS-Tskd) Running @ ’ 5

productpage-vl- fcdfc-dbzBs Running ©
s-vl-6cC Shec-7frs6 Running @
Running @

cE7-7Tmv Running @

1l = ! il

&E, BAISEE XSRS FIEAERES (AuthorizationPolicy), H A IMERHEAER
FIERNVENR OPA sidecar, RINIREAIHbLEZZE 127.0.0.1:9191 ; A7 898 %T
OPA sidecar RS I, HRITEBEE X — ServiceEntry, 0T :

apiVersion: networking.istio.io/vlbetal
kind: ServiceEntry
metadata:
name: ext-authz
namespace: opa-istio
spec:

hosts:



- "ext-authz.opa-istio.internal
ports:
- number: 9191

name: grpc

protocol: GRPC
location: MESH_INTERNAL
resolution: STATIC

endpoints:

- address: 127.0.0.1

AINSMBIEANRSS, T RRIEW 55K body K/NABBXSHECE, 0T !

AR IS
CERS i
Irnmns GRPC
FSRUE F=
WREGUE - opa-extauthzgrpe
ELE]

EFEm

ext-authz.opa-istio intemal

S0 (1-65535)
9191
B (B)
1
@D =EESTUmNRTRR
@D =saErrmEERBody
ERERIETody A K (Byte)

8192

@D AFETRENSREEENES (EF B EEEE , SREM AR RRRFHELHTTP 413 )
ERETBody RIS TR R R

(®) UTF-8 String(Body) RawBytes(RawBody)




X AuthorizationPolicy SAR %NS, 775 3| FEOINERIEALIR & B AN L L2 S AOSM SR A
RE BRI, T IMRIE L ST EHIT OPA SMNBIRAUERE, 0T RfIX LECHRE app:
productpage 9 :

apiVersion: security.istio.io/vlbetal
kind: AuthorizationPolicy
metadata:

name: ext-authz
Spec:

selector:

matchLabels:
app: productpage
action: CUSTOM
provider:

# The provider name must match the extension provider defined in the mesh
config.

# You can also replace this with sample-ext-authz-http to test the other external

authorizer definition.
name: opa-ext-authz-grpc
rules:
# The rules specify when to trigger the external authorizer.
- to:
- operation:
paths: ["/*"]

7. FEMERED, 1@ workloadSelector $#§E X productpage N BT [ 3%4Y,
RAIM sleep R AR AIER, 3508 productpage, LLATRAZRIA OPA 5KEB%, EREE
ey
kubectl exec $(kubectl get pod -1 app=sleep -0 jsonpath={.items..metadata.name} -n
default) -c istio-proxy -n default -- curl

http://productpage.default:9080/api/v1l/products --user bob:password -o /dev/null -s
-w '‘%{http_code\n'

403

8. ECE OPA %KE& . U OPA RERE XY guest F1 admin €, guest 1 admin o] [ {# FH
GET J73%158)/productpage 8§12, admin BME T I GET J73%i58]



/api/vl/products &1 ; SMERILRINSEBTEAA®, RBABAAG, #—FPHRIA
FPIAEIIER, FSiEkETHEY, BELENBITL, BRE=E

apiVersion: opacontroller.k8s.io/v1
kind: OpaPolicy
metadata:
name: object-policy
namespace: default
Spec:
policy: |-
package istio.authz
import input.attributes.request.http as http_request

import input.parsed_path

allow {
roles_for_user][r]

required_roles[r]

roles_for_user][r] {

r ;= user_roles[user_name][_]

required_roles[r] {
perm := role_perms[r][_]
perm.method = http_request.method

perm.path = http_request.path

user_name = parsed {

[_, encoded] := split(http_request.headers.authorization, " ")



[parsed, _] := split(base64url.decode(encoded), ":")

user_roles = {
"alice™ ["guest"],

"bob": ["admin”]

role_perms = {
"guest”: [
{"method": "GET", "path": "/productpage"},
1
"admin™: [
{"method": "GET", "path": "/productpage'},

{"method": "GET", "path": "/api/vl/products"},

}

workloadSelector:
labels:
version: v1
9. Wik

IX bob 89 & 43/ i8)/api/vl/products #/productpage, EF bob /2 admin AR, BENEEF
#EI 3ATE], IR[E 200

kubectl exec $(kubectl get pod -| app=sleep -0 jsonpath={.items..metadata.name} -n
default) -c istio-proxy -n default -- curl http://productpage.default:9080/api/v1/products -
-user bob:password -o /dev/null -s -w "%{http_code}\

"

200

kubectl exec $(kubectl get pod -1 app=sleep -0 jsonpath={.items..metadata.name} -n
default) -c istio-proxy -n default -- curl http://productpage.default:9080/productpage --
user bob:password -o /dev/null -s -w '‘%{http_codeh\n'



200

X alice B9 543/10]/api/vl/products Fl/productpage, ET alice & guest 1R, B IAXE
/api/vl/products BJiAB)S#E4E, JR[E] 403 ; Xf/productpage Y581 o] Ii@IE, 1R [E 200

kubectl exec $(kubectl get pod -1 app=sleep -0 jsonpath={.items..metadata.name} -n
default) -c istio-proxy -n default -- curl http://productpage.default:9080/api/v1/products -
-user alice:password -o /dev/null -s -w "%{http_code

'
403

kubectl exec $(kubectl get pod -1 app=sleep -0 jsonpath={.items..metadata.name} -n
default) -c istio-proxy -n default -- curl http://productpage.default:9080/productpage --

user alice:password -o /dev/null -s -w '%{http_code}\n’
200
10. 1&2% OPA 3KH%, 5 alice Al L admin YR
user_roles = {
"alice": ['guest”, "admin'],
"bob": ["admin”]
}
EHFUEIL alice H43iA10)/api/vl/products, 1R[El 200

kubectl exec $(kubectl get pod -l app=sleep -o jsonpath={.items..metadata.name} -n default)
-C istio-proxy -n default -- curl http://productpage.default:9080/api/v1/products --user
alice:password -o /dev/null -s -w '%{http_codeh\n'

200

3 JWT TAIESRAX
AR MR EEA IWT SSIXIE R FMIAE, #H—P T UEEERPURES, REINIERE
X

BB NN A
S _FRBIERZ sleep # httpbin K, pod FIFRMAT :

[ ~]# kubectl get po -n bookinfo
NArE READY  STATUS RESTARTS  AGE

httpbin-85d76b4bb&-5rjtk  2/2 Running 8 EE
sleep-7fb478946hb - 4415x 2/2 Running 8 4h45m

B & JWT TALESRRS

apiVersion: security.istio.io/v1lbetal
kind: RequestAuthentication
metadata:



name: "jwt-example”
namespace: bookinfo
spec:
selector:
matchlLabels:
app: httpbin
jwtRules:
- issuer: "testing@secure.istio.io"
jwks: { "keys":[ {"e":"AQAB","kid":"DHFbpolUqrY8t2zpA2gXfCmr5VO5ZEr4dRzHU_-
enwQ","kty":"RSA","n":"xAE7eB6qugXyCAG3yhh7pkDKT65pHYymX-
P7Kflupjf59vsdo91bSPICB8HO7pSAGQO1IMV_xFj9VswgsCg4R60tmg5PV2He951ZdHtOcUSDX
Ig_pbhLdKXbi66GIVeK6ABZOUW3WYtNNHD-91gVuoelT_DwtGGcep4ignkgXfkiEm4sw-
4sfb4qdt5oLbyVpmW6x9cfa7vs2WTTURICrBoUggBo_ -
AWTIULMmMHSGZHOjzwa8WtrtOQGsAF|jIbno85jp6MnGGGZPYZbDAa_b3y5u-
YpW7ypZrvD8BgtKVjgtQgZhLAGezMtOua3DRrWnKgTZ0B]_EyxOGuHIrLsn0O0fnMQ"}J}

EAAEER IWT 58], TTIAERNIRET 401 $51% ¢

kubectl exec  "$(kubectl get pod -l app=sleep -n  bookinfo -0
jsonpath={.items..metadata.name})" -C sleep -n bookinfo -- curl
"http://httpbin:8000/headers” -sS -o /dev/null -H "Authorization: Bearer invalidToken" -w
"%{http_codef\n"

401

A IWT SKEBIF S HOIIER (1R [E 200) -

kubectl exec  "$(kubectl get pod -l app=sleep -n  bookinfo -0
jsonpath={.items..metadata.name})" -C sleep -n bookinfo -- curl
"http://httpbin:8000/headers” -sS -o /dev/null -w "%{http_code\n"

200

SIEIREBUREE, B RKIEREHGEN IWT 4 RIFIAE
apiVersion: security.istio.io/vlbetal
kind: AuthorizationPolicy
metadata:
name: require-jwt
namespace: bookinfo
spec:
selector:
matchLabels:
app: httpbin
action: ALLOW
rules:
- from:
- source:
requestPrincipals: ["testing@secure.istio.io/testing@secure.istio.io"]
R AT IWT /a8 B 7 403
kubectl exec  "$(kubectl get pod -l app=sleep -n  bookinfo -0
jsonpath={.items..metadata.name})" -C sleep -n bookinfo -- curl
"http://httpbin:8000/headers" -sS -o /dev/null -w "%{http_codef\n"
403



EAERE N token BiETA[E), TTIXEERE T 200 RS

TOKEN=
eyJhbGciOiJSUzI1INilsimtpZCI6IKRIRmMIwbO0IVcXJIZOHQyenBBMnFYZkNtcjVWTzVaRXI0UnplV
V8tZW52dIEiILCI0eXAIOIIKV1QIfQ.eylleHAIOjQ20DU50Dk3MDAsImZvbyl6imJhcilsimIhdCl6
MTUzMjM4OTcwMCwiaXNzljoidGVzdGluZ0BzZWN1cmUuaXN0aW8uaWs8iLClzdWIiOiJ0ZX
NOaW5nQHNIY3VyZS5pc3Rpby5pby]9.CINNxWP2tcnR9gOvxyxweaF3ovQYHYZI82hAUsn21b
wQd9zP7¢c-LS9qd_vpdLG4Tn1A15NxfCjp5f7QNBUO-
KC9PIqYpgGhaXhaGx7bEdFWjcwv3nZzvc7M__ZpaCERAwU7igUmIqYGBYQ51vr2njU9ZimyK
kfDe3axcyiBZde7G6dabliUosIvwKOPcKIWPccCgefSj_GNfwlip3-SsFdIR7BtbVUcgR-yv-
XOxJ3Uc1MIOtz3uMiiZcyPV7sNCU4KRnemRIMHVOfuvHsUG0_GhGbiSFzgPTAa9WTltbnarThx
udb_YEOx12JiwYToeX0DCPb43W1tzIBxgm8NxUg

kubectl exec  "$(kubectl get pod -l app=sleep -n  bookinfo -0
jsonpath={.items..metadata.name})" -C sleep -n bookinfo -- curl
"http://httpbin:8000/headers” -H "Authorization: Bearer $TOKEN" -sS -o /dev/null -w
"%{http_codef\n"

200

ERIRBURRE, RAVF IWT {585 groups FEREE groupl AIRH&EZA RVFIAE], SKERLH
T
apiVersion: security.istio.io/vlbetal
kind: AuthorizationPolicy
metadata:
name: require-jwt
namespace: bookinfo
spec:
selector:
matchlLabels:
app: httpbin
action: ALLOW
rules:
- from:
- source:
requestPrincipals: ["testing@secure.istio.io/testing@secure.istio.io"]
when:
- key: request.auth.claims[groups]
values: ["groupl”]
{8 A3 £ TOKEN 15 [a)1R [E] 403 :
kubectl exec  "$(kubectl get pod -l app=sleep -n  bookinfo -0
jsonpath={.items..metadata.name})" -C sleep -n bookinfo -- curl
"http://httpbin:8000/headers” -H "Authorization: Bearer $TOKEN" -sS -o /dev/null -w
"{http_code\n"
403

SE# TOKEN

TOKEN=
eyJhbGciOiJSUzI1NilsimtpZCIBIKRIRmMIwb0IVcXJIZOHQyenBBMNnFYZkNtcjVWTzVaRXI0UnplV
V8tZW52dIEiLCI0eXAiIOIIKV1QIifQ.eylleHAIOM1MzczOTEXMDQsImdyb3Vwceyl6WyIncm9lc
DEILCIncm91cDIiXSwiaWF0ljoxNTM3MzkxMTAOLCIpc3MiOiJ0ZXN0aW5nQHNIY3VyZS5pc3



Rpby5pbylsinNjb3BlljpbInNjb3BIMSIsInNjb3BIMiJdLCIzdWIiOiJ0ZXN0aW5nQHNIY3VyZS5pc
3Rpby5pby]9.EdINEZSH6X8hcyEii7c8H5InhgjB5dwo07M50heC8Xz8mOllyg - -
AHCFWHybM48reunF- -
0GaG6IXVngCEpVFO_P5DwsUoBgpPmMK1JOakKN6_pe9sh0ZwTtdgK_RPO1Pul7kUdbOTlkuUi2
AO-
qUyOm7Art2P0Ozo36DLQIUXVBAd7TNBOqfQaKjE9ndaPWT7aexUsBHxmgiGbz1SylL H879f7uH
YPbPKIpHUGPIS-
DaKnGLaEchnoKnov7ajhrEnGXAQRuUkhDPKUHO9L300PIr5IIEQfHYtt6IZvINUGeLUcif3wpryl
R5tBXRicx2sXMQ7LyuDremDbcNy_iE76Upg

FRiAERE 200

kubectl exec  "$(kubectl get pod -l app=sleep -n  bookinfo -0
jsonpath={.items..metadata.name})" -C sleep -n bookinfo -- curl
"http://httpbin:8000/headers” -H "Authorization: Bearer $TOKEN" -sS -o /dev/null -w
"{http_code\n"

200
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HAKXEZ ALS BERSESES, FEAEME, TUEZENELAHEXAHNAZINE,
H Y accesslog 45 %E’\J%W%%@EEEUWE IX controplane 42892 Mg FIEH &

B BB SH/4H5 BReTE BlEA BllEEadE T BiE
BEmE 2chede
0 2023-08-30 17:15:17
EHEER
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EHEA
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B csm_ccse-shopdemo_bo... 09-09
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¥ BUREAN g Q =¥
H Bsam 09-09 ) .
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E Bigm T 00 7192.168.11.231:9080° inbound|9080]| 127.0.0.6:47005 192,168.11.231:9080 192,168.11.8:48976 outbound_.9080_v2_reviews baokinfo.sveclusterocal default
% BEE LT

<SSt - oA =



iﬁ?%?f?%”ﬁ E ll_,\—,l— [//(E:Zt{lj *Iﬁ%l EEIJ E IO

{ istiod_csm-shop-dem... mz & csm_ccse-shopdemo is... x
BT B&FrdiE FEEE
09-09 2 Q BT

B csm_ccse-shopdemo jsti.

10:22:45 2023-09-09T02:22:44.895645Z info ads ADS: new connection for node:app1-test-7f6b565bb9-kbShz.tl-test-8878

[ ON N —
o a8 a =
B BFteR pe-08
2 SR T 10:22:45 2023-09-00T02:22:44.8980067 info ads CDS: PUSH request for node:app1-test-7f6b565bb3-kb5hz.tl-test resources:55 size:68.3kB cached:61/61
+ ZuEMT
o BEen

0900 8 Q BF

10:22:45 2023-09-09T02:22:44.8991907 info ads EDS: PUSH request for node:app1-test-7{6b565bb9-kbShztl-test resources:60 size:13.1kB empty:0 cached:60/60
o068 8 Q =F
10:22:45 2023-09-09T02:22:44.9094047 info ads LDS: PUSH request for node:app1-test-7{6b565bb9-kb5hz tl-test resources:48 size:222.0kB

0s-02 e

10:22:45 2023-09-09T02:22:44.9103997 info ads RDS: PUSH request for node:app1-test-7f6b565bb9-kbShz.tl-test resources:23 size:25.0kB cached:23/23

oy g =F
10:22:44 2023-09-09T02:22:44.463715Z info ads ADS: "192.168.10.87:17271" app1-test-76b565bb9-kb5hz tl-test-8863 terminated

4. BR{EXEX

4.1 CSM FR 55 M& EC B 22X

AXNE CSM RS MISHERFREENEW, BRALBEHRIEFINFESENAT

BIEITA.

VirtualService

1

EMRS R ERREES BARRSRENGRZET, FARNERA=EEEEIR

%

—MEFE host B9BE AL R E XAE—NEMRSFTIRT, [ host FAEZ N EMRS R
RS RS E SN —

RS HR T host (FEINARSS 3R AY host BB RS B AR AT host) EEINECE A
FQDN (fully qualified domain name) ; #NRFEREH, istio SIRIEEMIRSHIFEE X
Bty B == (B2 host, TTRESSEFRMIARS BA—EK.

XF—MIRS, FIRFTE host BRI ECAIE AL ECHY EIUIR SIS, K UL ECAYE
XA

istio =70 XA LECEIBE A NI BUIATS B BARARS TR F5&, BRXMIBHITIE
IRERIERE | FFUBMNBINERARSEX—PEVARER, FEEBRRANEX
MEREE, XHETUESH A Envoy FURERIERE N, RIERFSINELSRHEEEZ
i

DestinationRule



=

SipE e A B ARSI M E IR
a) ABHEFFmHGRZEPEEE BRI B FRANE X
b) BEHRSHEZEFREERIHEHIMRSH BARINEX
c) HEEHRFH=EFIBRANEX

XF—RKipE), MREGHANXHEEXELE=1H7F, BHRAERSER, X
ERUSIMRSEBCRENTRZE T EX BRI

BARAL A AY host XL FQDN, BRANEAIHEE

X TF—IRS, FEFA host IRHIIE LB A ILECH) B ARMLIUES, K US AL EC A9 E
XA

BARAN T U RNRS M T REX MHISE., S, FERNFRE, X®
R RABEEMRS P EXSIA T ZBRTRIFENBE T SER, SURERK

N

w

&

sidecar

1. sidecar WIRENX T sidecar RIEMNEE, S AT EREE— NI
workloadSelector B9 sidecar FJB, EX T iz &= 8 TERIAH sidecar i &

2. BB EBTEX—1AH workloadSelector f3 sidecar BB, BXMEFEHNTRE
B MRFHBZTERAA sidecar TR, WENRLELES

TrafficLabel

1. MRE—HRSEMSHERIE, TURBRSHAENTZZEBESY, S0 masE
TEIE— TrafficLabel FR, EXFrRENRERES

2. Ingress M (& F TrafficLabel T IMARE Ingress FTEMfF A= BFREELR, FHT
EREEFERIEEESEHINK

3. WENMRSHTREITHRNDSE, FRIEMBERRBERTNNITERR
4, —ANTEAH EHSRERE R EXE— TrafficLabel TR E

42 fF A=REMEF CSM R & MAE LI SR I E X

EREFTHNEUEBIENRIRAF, BAVTINFEER TrafficLabel STELM Ingress B3
B S E RIS ERE 1. BT Ingress MEZ 5, REZERRESTHERNEZREMNX™
m, EEFFHME. TRMEMSTHARN, XENANEAFERARNNEEMXEALR
EAO8 TR TR RER I E .



AR 552/ 44

EEET
CCSESEEF
—_— ——
—»  appl app] app3 basebiz
EEERE ——
— appl ——————— app2 ——P app3 testhfid

=RAMEEANBIRSHIFRIAL, X$HE CCSE EANRSAMKIR. FAIE CCSE #pE
base 1 test W NARAMHIRS, BT =EAENKHOIFFRAHAE NN HBRSAONH
appl MEBHIEE, BERENRT LIRS HEEPNEABE. XBEHENEZEH app-
version-tag kEBLIMEHAERESH, TEANRRGRELTE (NBATBSESHBRE
B, XBEAHER)

TREMKIR S KR E

B LR CSM RS M#EE voc THB—PMZREMXES], FBERE, HABREW
REBITTE, EFERSHKRHXE -> RIIRSFKIE, 1#E5FF CCSE, ETRIIRFEFTET
AR5 M FFERE T R AIRY CCSE S8, W THE !

EaiER < mse-6x5Scvw

ESSRR

BSTIE

meeE ID/EFR SEFEE XEBRER ZEERTE] =
o=

FEME
I3

BT

NINARSS B =R A M 5%

BETHARME CCSE BREKIE, HNAIMRSEIZREMXATEHAR , BFRSEE
X8 -> APRSE -> CCSE lREKIRE, EERSMEMN B RZTE, TIUFRRIIEETB
B9 appl. app2. app3 A, XEFEMNRAFEARMADOR appl M AHBRIT]



SRS

T EEEn

BLERRS IR

RS FIR T UBRIFRMNG appl RS,
FRAEE., ZRENXSRKRRBRESHREELS, HIRBEHREREFCBARSTFE (EM
BR%MA& 5 B AR AY subset) . FARIBARSEY version FRFECE base F test ®MAR

K WOTHE:
&2
fiz==tad wEs RESE S5
base CSM_TRAFFIC_TAG base 1(50.00%)
CSM_TRAFFIC_TAG test 1(50.00%)
= B A N S BT B B ER AL

Em
*E2E
ESESIE (SRR RIES DR , TREER
BESEH : app!
portName servicePort schema
-
BEE : app2
portName servicePort schema
8000
BRER : app3
portName servicePort schema
8000

EREEE #ANRSEERNE, RTIAIMUE

¢ iSRS O BE

=113

wE B

w8 Bk

EFEEMEEF S EFEAEE -> AIEEH, EE app-version-tag SkERILED base B &

% appl B base kxR, PLEL test AYEE AR ZE] appl A9 test ARAS, ZATFE :



BIEEH

Fi% ( Method )

&EFE (Header ) @ + EimEsL

Header Key =5

app-version-tag =T

BEREBE (Query) @ + FIEREMN

Cookie @ + &EiNCookie&Ey

BiniRsS

=ipsE £ZlBE @ F=Em

BtRiES

app1_http_8000

+ EMEERS

Mock

s

BFE

base

base

EER

WEO (%)

100

BE



BIEEREH X

i ( Method )

B (Header) @ + SimSRL

Header Key =iF E BIE

app-version-tag T test 0

&S5 (Query ) @ + FilERes

Cookie @ -+ iENNCookieE]

Binles

SRS SRS @ m=kEE Mock Eh=ic

Binies = WNE@ (%) #E

app1_http_8000 test 100

+ RINERRS

BRI N AT IXEE S L app-version-tag: test kR4 ) 22TFKE] appl AY test iR A,
T L app-version-tag: base SkERiAE)/EAZTEKE] appl HY base R4 ; EREESAIEIE]
app2 #0 app3 BY L kA

ERERE

BNEEHBEBS TN B TraficLabel IEEMRS N BEARNZIR, LED S %L 5
WEES, XBREEIREEIT Ingress ME AR EFETRIE,

4.3 CSM PRS- M#& X4 4% Nacos 3E A0

KE = CSM RS- MA&XT1E Nacos 224930 TEIFr7R, #=H BT xDS M nacos ZILAR
% @it xDS TN T & B E R E



istiod xDS Nacos

k._“_.J
0y

xD5%S

sidecar

APP

R MAEXFHE Nacos yFMHFOEIREEBRE XTI 7 MRS 51 E 5 MECE 0L fF (Nacos
A1%)

7T 188 RO4% SL {5 B RN nacos SRR L
£ & TF B TUE o] RUE AN nacos SEMARSS, EFEZFFBME vpe THY nacos A+
LSRN ET

18] Nacos A 3E M H9AR %
A AR P& R M Nacos JEM O EIAIARSE AT ¢
${AR %% ).${nacos 43 4H 42 }.${nacos %5 % == 8] id}.nacos

4.4 {F A SDK #1E istio BB

Go 1B S A

HEEILE

1. BIEARS MAESLBI

2. | CCSE ZHI A # B RS MIEEFI mEBBAEMNER, SIEMRZE demo
3. FREUMARIEHIE CCSE &£FEAY kubeconfig 158, RIFEIAM

4. KEHZ— VirtualService Fig, R7EZ vs.yaml XX ff

£/ go 7E default ap & =SB EIEE VirtualService FIRFHF2E default s B =8 TArA Y
VirtualService %R, RIDRH
package main

import (
"context”
"flag”
"gopkg.in/yaml.v2"
"istio.io/client-go/pkg/apis/networking/vlbetal"
"istio.io/client-go/pkg/clientset/versioned"



vl "k8s.io/apimachinery/pkg/apis/meta/v1"
"k8s.io/client-go/tools/clientcmd”

“log"
"os"

)

var (
ns = flag.String("namespace”, "demo”, "namespace to deploy")
vsFile = flag.String("vs", "vs.yaml", "virtual service yaml")
kubeConf = flag.String("kubeconfig", ", "kube config file")

)

func main() {
flag.Parse()
rc, err .= clientcmd.BuildConfigFromFlags("", *kubeConf)
if err 1= nil {
panic(err)
}
clientset, err := versioned.NewForConfig(rc)
if err 1= nil {
panic(err)
}
bytes, err := os.ReadFile(xvsFile)
if err = nil {
panic(err)
}
vs .= &vlbetal.VirtualService{}
err = yaml.Unmarshal(bytes, vs)
if err 1= nil {
panic(err)
}
log.PrintIn(vs)
_, err = clientset.NetworkingV1betal().VirtualServices(*ns).Create(context. TODO(), vs,
v1.CreateOptions{})
if err 1= nil {
panic(err)

}

vslist, err := clientset.NetworkingVlbetal().VirtualServices(*ns).List(context. TODO(),
v1.ListOptions{})
if err 1= nil {
panic(err)
}
for _, vsltem := range vslList.ltems {
log.PrintIn(vsltem)

}



5. B ja)&

5.1 CSM fiR 55 Py 4% 1l T &R 8 £ R 2. ?

LBIFIE CSM ARG MR T/ EL L@ CCSE 5261, FBRSMIEHN B ELRLEFCLTE
Ay CCSE 8, AT EREBIRE MEIEHIE . CSM IREMBRME LT -

EE =
CCSE remntel
APl Server
webhook APP
CCSE primary —— Sidecar
* xDS
1
EEMEESE --—— ELB
4—| CCSE remote
xDS APP

I I— Sidecar

webhook APl Server

]

LH CSM BRI X IF B EBET, FHEE (Primary) FTFEREMISIEHE, B ELB @
HMERE (Remote) REEHERS (B xDS. webhook F#£0),

5.2 CSM RS Mg BRI, o7 xx RIREFH

BT CSM RS Mg I Em a2 7eFH 49 CCSE &8+, Fr@igfR P T &8 %% CRD, B
EBHEXEHERSSE, IREABCH CCSE £EHIELRETHRNTR JHESER
MR, BELHIARE T DMBRYAT CCSE £ LA RTFERE T UMK, FiIAME
MRBFEHERTBRS M,

CSM IR Mg LI P HBEHIEA CRD AT ¢

authorizationpolicies.security.istio.io

customproxyconfigs.networking.istio.io

destinationrules.networking.istio.io

envoyfilters.networking.istio.io

gateways.networking.istio.io

istiooperators.install.istio.io

localratelimiters.networking.istio.io

peerauthentications.security.istio.io

proxyconfigs.networking.istio.io




requestauthentications.security.istio.io
serviceentries.networking.istio.io
sidecars.networking.istio.io
telemetries.telemetry.istio.io
trafficlabels.networking.istio.io
virtualservices.networking.istio.io
wasmplugins.extensions.istio.io
workloadentries.networking.istio.io
workloadgroups.networking.istio.io

R RRMBELT

apiVersion Kind Namespa | Name
ce
apps/vl Deployment istio- istio-
system eastwestgatewa
y
networking.istio.io/vlalpha | Gateway istio- istiod-gateway
3 system
networking.istio.io/vlalpha | VirtualService istio- istiod-vs
3 system
rbac.authorization k8s.io/v | ClusterRole istio- istio-
1 system eastwestgatewa
y-sds
rbac.authorization.k8s.io/v | ClusterRoleBinding istio- istio-
1 system eastwestgatewa
y-sds
vl Service istio- istio-
system eastwestgatewa
Y
vl ServiceAccount istio- istio-
system eastwestgatewa
y-service-
account
rbac.authorization.k8s.io/v | ClusterRole istio- istio-operator
1 system
rbac.authorization.k8s.io/v | ClusterRoleBinding istio- istio-operator
1 system
install.istio.io/vlalphal IstioOperator istio- istiocontrolplan
system e
apps/vl Deployment istio- istio-operator
system
vl Service istio- istio-operator
system
vl ServiceAccount istio- istio-operator
system
vl Endpoints opa-istio | admission-
controller
vl Service opa-istio | admission-




controller
admissionregistration.k8s.i | MutatingWebhookConfigura | & opa-istio-
o/vl tion admission-

controller

5.3 dNfa B CCSE £EEE E4MTF Terminating IARZSHIAF R ZE) ?

CCSE RHPMRE LR K 7 RS WK T REFF1E istio-system wn B = 8], MREF@AR
FMIEFEELBEmRTE, BuUgsBfkaRsEE, TRZE—ELT
Terminating JAZS, Hi‘ﬁ%‘ﬂﬂﬂ%‘fo

RA  URERAGREE TEHMRR HFXERFENEALTE—ERIE
FRRTTR |

1. kubectl get namespace <terminating-namespace> -0 json > Nns.json

2. #EE nsjson, ¥ spec.finalizers 1% A% £4H

3. #17 kubectl proxy, BEI— kube api server A# IR

4. AF—NEONITHSEHBBTEM finalizers

curl -k -H "Content-Type: application/json" -X PUT --data-binary @ns.json
http://127.0.0.1:8001/api/v1/namespaces/<terminating-namespace>/finalize

a) opa-istio BEE A ABIK ?

EEE(FH OPA ThREMI A 2 =5 (8)FT | opa-istio-injection="enabled"#5:% 5, RREMIERS
AN opa-istio Be§, ATLIEN ; opa-istio A=F/BEaNYBIKFIE % S[E] TEPE R
config map, AT :
# opa-istio B X, IEE T grpc £NRSHHO . BIEE
apiVersion: v1
kind: ConfigMap
metadata:
name: opa-istio-config
data:
config.yaml: |
plugins:
envoy_ext_authz_grpc:
addr: :9191
path: istio/authz/allow
decision_logs:
console: true

# opa-istio ZKIABY OPA 5RHBE, EBRIA istio/authz/allow BEIZASLEINE R E false (32E])



apiVersion: v1
kind: ConfigMap
metadata:
name: opa-policy
data:
policy.rego: |
package istio.authz

import input.attributes.request.http as http_request
import input.parsed_path

default allow = false

EFEFF OPA ThREM R =B T EIEXE A config map /251 pod BRI T,
b) OPA £AIRIAFARER ?

OPA Tt AU RAZLN T EIFT7=

e
m \-\-‘_F'f

_‘ E. Ei%]ﬂk% 4. ShERiHiE
1. 5% Mjstio sidecar |

L -—

[
c. ShEME
b

OpaPolicy 3. OpafRE 5% — - =R Ao R —2. i+ M.opa sidecar

1. BAFERRESZ4LSE pod 3T ANT istio sidecar, &2 1T OPA 12K IR
75

2. CSM BR&M#& R 53\ OPA sidecar {975 &5k OPA I4XEE 1, FrllEE A
A %5 pod B3 N7 OPAsidecar, B{AT] iEIT%: pod FrEmar B =847 £
opa-istio-injection="enabled"#5%

3. WHBEAFTNT OPAsidecar Z [F#&EREar &= 8] € X OpaPolicy, OpaPolicy £
WorkloadSelector EE 1% EH 1T OPA M TR 2

4. ILRFEA{]189 OPA sidecar FEZKELE 7 I A9 OPA SRS, LT EBRITIEX
CUSTOM AU AuthorizationPolicy, 8& FiRiEsK R E% &£ 2| OPA sidecar
I, AR NEFTEE XIMNIENRS (MgREHi-BEXENERS) &




FEE X ServiceEntry 12 5NN AR 558915 & AT BE
& Itk 2418 2] OPA SREEARA A e @AY, &) DURIR X TIRF#HITHIA

1. BREHFET OPATHEE (AMIEEIE-HENEERY, TEBIEIE OPA 2
M. webhook FAR55)

2. B ,EJ\T istio sidecar, B{AT] |} 4&& namespace 2 &F istio ;T AIRE, SHE
pod 2 istio sidecar ;E N8 % A9 iR

3. BEEEXTIMNBRMARS, IUKMHH ServiceEntry

4. BRHBETEX T CUSTOM AUy AuthorizationPolicy, N =5 5%] OPA
sidecar

5.6 AHAIMARMER pod FLIENSBHIASE T ALK
B ?

o] &

IRANEIMH%EY pod =7EN sidecar, = pod {FIERf AT RESH S AT pod [EFEALIRRAYIR
K FE L8 pod HASMBRITER KM

FRRA DT

pod SN sidecar 2 f&, istio-proxy {4 RIBLTZH pod FNFE (SMEBIER LR
pod) FIHRE (HAI pod IFRIMER), 7E pod =LA, istio-proxy s 7E— R iE] K
R, MRXERMNERFEANMETEAERIELET, WEKRTELR.

FRRTTR
1. &2 sidecar RIBL |FEFRHC
(1)  FHABRFMIRIEFIG, EZF sidecar EIE —> sidecar RIERLE
(2) ZEEREEENGEZE, RIELSFHFRIFE sidecar RIZL 1FFHFRK

2. 1&5% sidecar & 4y E EAE IR KR

sidecar & &y B HA S IR RIS ] AL B sidecar £ BEIE S B =1 BT TRy — L1
&, tbaATT IMFE pod I EE T —EEFSAEMF AREEL sidecar, REEiE
KEBGLIESERY, RELE !

(1) FHANBRSMIEIEFIG, EFF sidecar BIE —> sidecar RIBREE



(2) G“EEREMTREZE, R\ EFKIEE preStop M postStart ELE

5.7 At ABARHINECERAER 7

o] @

FA7E default 65 5 22 [8)EFE bookinfo RZ A, FAIERIN—"ar =8 foo BLE E AR
SHBAMN, BENRESHRESTEBEE v RA, NTEF®

Bookinfo v A :

- sémples kubectl get po

NAME READY STATUS RESTARTS AGE
details-vl1-7c7dbcb4b5-pfpwg 2/2 Running (%} 11s
productpage-v1-6c5¢c9c9d9-8cr7j 2/2 Running 0 11s
ratings-v1-844796bf85-1qv4j 2/2 Running 0 11s
reviews—-v1-5cf854487—-tsrxl 2/2 Running 0 11s
reviews-v2-955b74755-1rqs4 2/2 Running (%] 11s
reviews-v3-797fc48bc9-5hvmb 2/2 Running 0 11s

# foo p % == (8] E X A9 REHABR 5540 B ARAL I

- samples kubectl get vs -n foo

NAME GATEWAYS HOSTS AGE
details ["details.default.svc.cluster.local"] 2m55s
productpage ["productpage.default.svc.cluster.local"] 2m55s
ratings ["ratings.default.svc.cluster.local"] 2m55s
reviews ["reviews.default.svc.cluster.local"] 2m55s
- samples kubectl get dr -n foo

NAME HOST AGE

details details.default.svc.cluster.local 25s

productpage productpage.default.svc.cluster.local 26s

ratings ratings.default.svc.cluster.local 26s

reviews reviews.default.svc.cluster.local 26s

LS8 Ingress gateway /8] bookinfo N7 FE 7~XS details F1 reviews Bk 55 AYIEH KK T

The Comedy of Errors
Summary: Wikipedia Summary: The Comedy of Errors is one of William Shakespeare's early plays. It is his shortest and one of his most farcical comedies, with a major part of the humour coming from slapstick and mistaken
identity, in addition to puns and word play.
Error fetching product details! Error fetching product reviews!

Sorry, product details are currently unavailable for this book. Sorry, product reviews are currently unavailable for this book.

RA -
& E productpage HETTINEER], #FHAZE| LAY details 1 reviews k% (NC)

nsn go-16711:44118. 97471 “GET /details/@ HTTP/1.1' 683 NC cluster_not_foun /5.8 (Macintosh; Intel Mac OS X 18_15_7) ApplewebKit/537.36 (KHTML, like Gecko) Chreme/115.9.6.8 Saf
F1/537.36+ 50210099~ 7860-9266-9184-7aF4320¢ 4052 *detalls :9a80- w 100.47. av wae 101, a sn Ema -
[:’923 08-15T11:44:18.9782Z] "GET /reviews/@ WTTP/1.1" 563 NC clust illa/s.8 (May

ri/537.36% “50210099-7860-9260-9184-7af432eced52" “raviews:9080° = ok 1e 97.227.1: qeea 10.1. o 55 51044 - -

i Intel Mac OS X 18_15_7) ApplewebKit/537.36 (KHTML, like Gecke) Chrome/115.9.8.8 Saf



ERETEMRMUNESCEEEN, RIMNEERIMRSEEXNRANTEZRHE vI RA, B
ERERE BN vI ARAREX ; XEREINEIEEFRMNE X E B irR S e
ZEHERBEZTE (BRI istio-system) .

# default (s B =EEHEX T BARAANZ/E, BRETMUIEEAET !

-~ samples kubectl get dr

NAME HOST AGE
details details.default.svc.cluster.local 6s
productpage productpage.default.svc.cluster.local 6s
ratings ratings.default.svc.cluster.local 6s
reviews reviews.default.svc.cluster.local é6s

The Comedy of Errors

Summary: Wikipedia Summary: The Comedy of Errors is one of William Shakespeare's early plays. It is his shortest and one of his most farcical comedies, with a major part of the humour coming from slapstick and mistaken
identity, in addition to puns and word play.

Book Details Book Reviews
Type: . ) .
paperback An extremely entertaining play by Shakespeare. The slapstick humour is
Pages: refreshing!
200 aviewert
Publisher: eviewen
PublisherA
Language: . "
English Absolutely fun and entertaining. The play lacks thematic depth when compared to
ISBN-10: other plays by Shakespeare.

1234567890 ibawerz
ISBN-13:
123-1234567890
Reviews served by:
reviews-v1-5cfB54487-tsrx|

5.8 ZEHMNTRTBERHAXAR Y

LH] CSM PRS- MIE X L ERERY, RHIEXBIFEEER, HEEME/ A CCSE &£REE.

ZEMTMEMIBEFI ISR TER, AMPHM CCSE SRMAMNERE, AR

Rﬂﬁqﬂ%’%ﬁiﬁ’] FPREEA—HER. TEFGESEXIHETEENZ =G EE
&, U\%ﬁ :|:|ET_|/\ /EE%@EEEEEO

sidecar BEIEAN

LET CSM FRE ML HE T 2 AR sidecar 3TN, Aa5BZ[E3T L istio-injection:
enabled #R% fF 0] IX¥TFdp & = (8] sidecar BaIFAINEE | éHUE}A’EHE’] EZA=EDE TN
BERMNEEN, EENEH LA RTEH LESFAGRERAEMYFEF Lizhnas
i8] pod BIEFEN, AEMEMERH FREGEZENEINEN.

Bk 5 ™4& CRD F2 &

CSM BRE MBS EFEREX CRD, #H—THEHEARS EERMI T REIE &KEE.
X F—LeF a5 2 2= [81E X A9 CRD (ﬂﬂVlrtuaIServme, DestinationRule &), @t REEENX
EXFERMmRTEY, HFENMEHTFENERGRSEEN . N TME#HPEFER
FEBEFAFENTRZE, TEEXFERE XA CRD,



5.9 BR &M% 3+ F Service NENX BB HEXR ?

CSM BRE Mg #5E3E HTTP. HTTPS. gRPC. TCP ZEREMRIE, BIASBEINNIMY
KA, WNTFEIRFIATMN, WG4 TCP (& UDP SRBIE, AXNBMIE PRSIk
HENXHE.

i AN E X

AR 1 BEdmOZEX

BREHHOXAE BT, BB -ERIEN, WXFETIZE http. http2. grpc.
mongo. redis %, IEW:FHEKW%E’]%EE% M, 5170 name: http2-foo FERINEEH
name: http R EEMIEIN, B2 name: http2foo BIEER . 1RiK O BFRAILRE Lk
:—EtEX 13'_<lﬁ’ﬁl:|_tlé|/]/mi>l—f%&élﬁi TCP /}ILE_I% ubP (ET? ubP lﬁ’ﬁmml )

AR 2 @BIFRS A appProtocol FERE X
B CCSE 5B Service i A X #{# F appProtocol FER B IEE ML

BREHEZTERTRNIER
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