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A DAMEE B i H & W B 85 AT N

B S H EAE BT N

2k H &R LA RS — IR UT AT NN FTE BV A 3%
it SQL M A SQL & A ERE il 5%,

5.1 EHEITHSE

Ky e T A B EREAT AT . R BLRGETR, ANBURT DU B B R AR SR AT S T, JETT
X HUHE P R G0iR [ 45 R AT e BB RN B . LS sQL 4ROC. Bl R S HATI . SUTIIEIREE, &
P L % i P ik RS v . BAEEEK S g BUTIRES L B R AL D AR N

5.1.1 #EEEITHE

FESERRIE S “ERa>HItHE” SANETHEE U, SEHEIFEE, REAR O .
WAL B BRI T B Py RS 1Py RAESRAY. PUTIRES) , Rl< RS A A A R H
HH&E.

L K B K 2

BRESIREE T SR R

=HitAE TOP SQL

h 2% v
8 == v | RAREIZE: 100000, BoAZhAHTE: 108D #82% ‘
Q masit ~ Ly EEER: BEX(2022-10-25 00:00:00~2022-10-25 23:59:59) &% =8
S
WETE: SESsE | BANsE | WA | BEoMd | 58 =m || =8 20221025 00:00:00 ~  2022-10-25 23:59:59
HFEHE
jicacad
SiEH~
& 2R HIRERS: EFREP:
i
RSP HRIE2EEY: PUTIRS
] v
EZE
] v
= ST
2 [5=3 v
BEgE B4 B
a v
HitID RERE BPURTP BEEH BSIEIP BIBERKS BIBEEE IS B BT . K RS B
022_Oracle_20 SELECT max (
e 1233750135090189357 2022-10-25 19:03:47 10110471 020020031  200.200.200.3 - - "INP_BILL DE 0 201 R O mth i
— 521 M
7% e
022_Oracle_20 SELECT "COM
1233750135088616490 2022-10-25 19:03:47 200.200.200.172 0.200.200.3 1 200.200.200.3 17X1 orcl M""BNll TTFM 13 268 &Y @ riTh AR
BIESX 6%
S : 3£ 100000 & C 2 3 45 5000 > 20 /R BE ®
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ias BTG A EE, BUT AL A 2 AR S R, BRI R R
Bl K 5 BRI ERIK S .
% )i 1P i 1P Mk, TR (pva A IPve Hidk.
% ) it i 1 & S 11
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I 55 S ity 11 JIR 2% S iy 15
JIR 553 MAC JIR 55 i 1) MAC Hiuhik
Hde 2 44 [ 4 HOHE P 44 PRl S A4 K

AR R, £, 7B MIEL FEEFR. mie MR, R5l. HP. i,
i UGS E IS




O x8S

IR

L

& im LA

& m L RALR
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BAERG 4
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saL R [EfszmAT 4, AN M-N, 41: 10-10, 10-20.

PAT I K

P47 saL FrAEf K, &8 M-N, %1: 10-10, 10-20.

PAT 45 Rtk

sQL B PAT G 45 AR, Ul: ORA-00942: table or view does not existo

B S8

Select %515 FJPAAT 5 7= A 1RUIR [0 45 AR o BRINRAE 5 ATHUE , SRR S 64KB.
AR EEIN, Hdi<d BB, BRIRIAT BN R KR AL

FBL 1P/

KI5 i 1P AR

BRI

G ERIliNE-eriL - S (RINERSIC

RGUSCRF T K 2R

PATIRES

BN AR, WEEEHAT R AT R RA.

& REERNSRERS

it O b, R E G R R R

BEAE

#H=itID

1233750135090189357

1233750135088616490

1233750135070659618

1233750135064892463

BERE

2022-10-25 19:03:47

2022-10-25 19:03:47

2022-10-25 19:03:47

2022-10-25 19:03:47

¢ SHERLSR

B4 B
EFURIP BB IRSSIP HURFERRS HIRES | ZHIE o e EIWTE WK WiTHRES 1B
022_Oracle_20 SELECT max (
10.11.0.171 0.200.200.3_1  200.200.200.3 5 = "INP_BILL DE 0 201 fay O B ez
521 TAIL"."ITEM_...
022_Oracle_20 SELECT "COM
200.200.200.172 0.200.200.3_1 200.200.200.3 X1 orcl M""BILL_ITEM 13 268 fFEY O mith R
521 _CLASS_DIC
022_Oracle_20 SELECT propor
10.11.0.171 0.200.200.3_1  200.200.200.3 = = tion_numerator 0 174 fah O & e
521 ,proportion_d...
022_Oracle_20 SELECT propor
10.11.0.171 0.200.200.3_1  200.200.200.3 g & tion_numerator 0 323 Ry O & A
521 ,proportion_d
022_Oracle_20 SELECT "OUTP
£ 100000 % G 23 45 5000 > 0HE v HE m
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LRI 1D /00 Py B LR BN BIERG 4. RS0 Py B RS . ol e
P/FTBIA S RER P RIBIK S, AT RAE fid PLE S N A SEELR I B & W 2 1R AT B .

By | EHEFEED: FEF(2022-10-25 00:00:00~2022-10-25 23:59:50) | | EFHAIP: 10.11.0.171 X | &5 ==
BERERE: RS54 BIE3058 =tin Uy | FIE6/\ET =8 =E b =) 2022-10-25 00:00:00  ~ 2022-10-25 23:59:59
R’
e 28 HIREWE =P
BRI R TS
e
SRS
B B LB
&itiD B EFuTP BEEH ISEIP HIRERE HIEES /6 /X MR - RERE WTRE B
022_Oracle_20 T
1233749718983709732 2022-10-25 19:03:41 0.200.200.3_15 200.200.200.3 - - em_no ) 15.89 [ Yo ==t
7 inp_bil_detail.
022_Oracle_20 SELECT max (i
1233749713005561344 2022-10-25 19:03:41 10.11.0.171 0.200.200.3_15  200.200.200.3 . - tem_no  FROM 0 103 0 Omyn  wE
21 inp_bill_detail...
022_Oracle_20 SELECT max (
»
£ 100000 & C 2 3 4 5 5000 > |20&m v | B ®
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TRy RIEEA: FEF(2022-10-25 00:00:00~2022-10-25 23:50:50) | ZFHIP: 10.11.0.171 % BEEE: Seect x| &5 ==
BEEE: BasH®  BENSE B BEele =0 =B *B 20221025 00:00:00 ~  2022-10-25 23:59:50
bi-ava
J=: 2% SRS - EFW®IP: 10.11.0.171
BRI WIESE:  Select X HTRS:
E=gi
S
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BrEoER 10.72.225.13-15
| EFim
EFRIP  1072.224.14 255112 EFmm] 59417
EZFIRMAC  00:50:56:b2:5f:d5 EFm1E
FNE - BIEESREFA
HATA
| BsSiE
iRs=imlP 10.72.225.13 RS iminl 5433
00:00:5e:00:01:00 HiEEZE  GREENPLUM
SEFIE /52451 viid
FRESQLEEE) 90

EEIRMAC
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Eotl =y il FE

BEFF, il usersystem: STISER

H

giE:

mii<c/s MR F 2R, # Y /s BASmIRAIEE X EHE, SRR E T, saL k. LA S
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VS =

FEC/SHRESTRRIEE

Br=: 022_0racle_200.200.200.3_1521

SQL#EHR : select T1.DEPT_CODE, T2.DEPT_NAME
DeptName, T3.GROUP_CODE, T4.DEFT_NAME
GroupMName, T5.WARD_CODE, T6.DEPT_MNAME WardMame from DEPT_DICT
T2,DEPT_DICT T4,STAFF_DICT T1,5TAFF_VS_GROUP T3,DEPT_DICT
T6,DEPT_VS_WARD T5 where T1.DEPT_CODE=T2.DEPT_CODE and
T3.GROUP_CODE=T4.DEFT_CODE and T1.EM 0=T3.EMP_NO and
T3.GROUP_CODE=TS5.DEPT_CODE(+) and T5.WARD_CODE=T6.DEPT_CODE(+)
and upper(T1.USER_NAME)=:1 and T3.GROUP_CLASS= :2 order by
T3.GROUP_CODE

* BEES: | 11 (ZC

il
i
(]
H
ol

Il
[Kr
Fil
El
(]

ki

#E

2
i

T HEVERS WA T A S D <BGES T TG, 7 A% H i H SR e 8. Sidi<k
—F>H<F—F>n Pl E et H &,

T HE VS UG R 7, S di<sQu SR> 1] 2 A 1Z 4R SCH sQL AR, s <3 8 SRR > il LUK %
sQL AR A Ik B8 25, HnT LUK D i JE 2 AR sQL BEAR BUE I 38 - T TE 2 L% sal B E .

sitB=E4
LEEENS ihd LEEEE/EAE ord
| &k
E2iEEE Seled FSQLEEE(R) 446

SOLERID  1515730785117271691

77#& = DEPT_DICT, DEPT_WS_WARD, STAFF_DICT, STAFF_VS_GROUP =E2: DEPT_NAME, WARD_CODE, DEFT_CO
DE, GROUP_CODE

SQUESERE  Z=ESDEPT_DICTE=AIDEPT_MAMESES, =FDEPT_VS_WARDF=AIWARD_CODETFER, =iFFSTAFF_DICTZ=R
DEPT_CODE=FE2, Zia®STAFF_VS_GROUPEAIGROUP_CODE=ES.

(FEe)  EER)  |souEE

select T1.DEPT_CODE, T2.DEPT_NAME Deptiame,T3.GROUP_CODE, T4.DEPT_NAME GroupName,T5.WARD_CODE, T6.DEPT_NAME
Wardame from DEPT_DICT T2,DEPT_DICT T4,STAFF_DICT T1,5TAFF_VS_GROUP T3,DEPT_DICT T6,DEPT_VS_WARD T5 where T
1.DEPT_CODE=T2.DEPT_CODE and T3.GROUP_CODE=T4.DEPT_CODE and T1.EMP_NO=T3.EMP_NO and T3.GROUP_CODE=TS5.DE
PT_CODE(+) and T5.WARD_CODE=T6.DEFT_CODE(+) and upper(T1.USER_NAME)= :1 and T3.GROUP_CLASS= :2 order by T3.GR
OUP_CODE
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HitAE

‘ SOCEEEM: 100000, BAZEETE: 108) 5K

=z #: 25(2022-06-02 00:00:00~2022-06-02 23:59:58) 4=
SHIEE: 1~10000 51
i () HrERE HITES
4000
0
2022-06-02 11:17:32 2022-06-0211:17:34
BEg: 10000
=1 ErEP EEEP 89 mimen
1 > 87 > 1 > iA 2 1 2 4 2
[CE = B== Bs @ uTaHE(s) = wminn
1 > 4 > 1 > © 100% © 0% > 0~8850 > 0~1 >
Ba7IR @
poteaE) EAEIP HiEERS R EWiTH HiTRE WITHS =l
2022-06-02 11:17:34 192.168.21.,189 system Iogout system 0 0 R =N
2022-06-02 11:17:34 182.168.21.189 system begin :id := sys.dbms_transaction.local_transaction_id; end; ¥ 6 EED [ Yasl
2022-06-02 11:17:34 192.168.21.189 system select 201,205,205 from test_one 1 [ Jou =8
HINNEC 3 405 500 > | 20%M BE =

BRI TR 1 75 26 H ST 0T, iR 1 356 i< E S HAH 1 iR HE S B
JigkH i & T .

AR B S A 2 A i B P 8 R T SRR 8] FR o A

MR (&0 P7 ) B2 BIER, FES OO TR T R A I O A S A L. A
XN, <>, R T &,

HitEE

‘ SUEEER: 100000, BASENE: 108 5% ‘

ER&E : ZH(2022-06-02 00:00:00~2022-06-02 23:59:59) BEE
SHEE: 1~10000 SHES
arsz: @D :

4000

« 2022-06-02 11:17:32-2022-06-02 11:1732 3039

0 I

2022-06-02 11:17:32 2022-06-02 11:17:34
BE&: 10000
EEe= @®arEr BERARSE [ EsiEr 99 smirsm
1 > 87 1 2 1 > 1 e 4 >
E= 0
[ER = b= @ winas @ TS &= TR
5 Q
1 > 4 a | © 100% © 0% > 0~8850 > 0~1 >
192.168.21.108 357
192.168.21.159 255
BSiIE 192.166.21.182 55 ©
AR BARIP HRERS k-4 192.168.21.200 255 TS MR RITHES "
2022-06-02 11:17:34 192.168.21.189 system logout system 1921601104 26 a 0 R [ 3oz 8
2022-06-02 11:17:34 19216821189 system begin :id := sys.dbms_transz TIELGR 2L 200 208 1 6 @E © =3
2022-06-02 11:17:34 192.168.21.189 system select 201,305,305 from test_

i}
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BIERGH 4

XHE IRE RS RIRAE B IE RGP 2 4L AT 4t

AR i 1P

X B W AE RARE R 55 0 1P 4R HEAT et

Bk

X W S5 AR A R AT St

Wb e A4 /2 44

X U A5 SRR B 7R 44/ SE ) 4 A AT et

w4 XHE B WA RARYE R A e AT S

X E KA A RAIRE BN 4R AT St

X E R A RARE PAT IR S HE AT Se it

PATH K X W EE RARGE AT I AT St

ST AL X E R I 4 SRR R AT B AT S

5.1.7 TOPSQL

Hdfe e BRI N A, AT AR, R EEAE K E M NAE . CPU. 10, MIZ B, SQL ittt sk
FEPERAHI T BLz —, T Ti8%] SQL AL HImAERCR, 15 Ja i 2 1 il FE BT SQL (Top SQL)
FESC AR “ERHT>EIHEE” SEASETHHE N, %85 TOPSQL 4%, wl it Byt (if[h
YWl B Top & . “FHPATIK . $ATREL ST KD , ElAFETIERFR TOP SQL (E 5 .
HitA®

=|itEE TOP SQL

‘ TOP SQUEIES/MTES— /R, HMFSIEEMILSE,

PIHRITAHETOP | HUTRETOP SHUTEHETOP | HTEHETOP
BEFEE: | 2022-10-01 00:00:00 ~ 2022-10-27 09:59:59 & | 28 Top#E: 20
ST (ps).. ATET PUTRE: KTFTST BT (is):  ATET
2= MEE
TOP SQLFF 7z & @
HHT  SQUIEHR RSP SEARTHEK PETHE SHTRHK

select a.* (a.xczs-a.0@x-a.oxtlj-a.cxcz-a.cxgl-a.cxgj) exqt,(a.xczscl-a.oxzxcl-a.oxtljcl-a.cxczcl-a.oxglcl-a.cxgjel) oxqtel, (a.xczs) jsqt, (a.xczscl) jsqtel from (select
1 a.bmdm,a.bmme, sum( case when (jlix= :1 or jlix= :2 ) then bhcount else :3 end) xczs, sum({ case when (jlix= :4 or jllx= :5 ) then bhcount else :6 end) xczsc  10.119.147.247 39.19% 1 39.19%
I, sum( case when jllx= :7 then bhcount else :8 end) xcqz, sum( case when jllx= :9 then bhcount else : 10 end) xcgzd, sum( case when jlix= :11 then bhco.
2 select CLTP from VEHES_ADMIN.XTND_VEH_PHOTO A WHERE AXH = :1 10.119.147.247 525.37 26 13.66 ¥

select count(*) from (select rownum as count,t.hphm from (select * from trff_app.veh_plateno a,trff_app.veh_providedplateno b where a.hdid=b.hdid and b.

3 147.24 .06
bj= 1 and jhsj<=sysdate - :2 / :3/ :4 and a.hdid= :5 and hphm like :6 order by hphm,hpzl) t ) where count> :7 and count<= :8 OREERE S e

27369.00 ¥

select t.* d.wfnr,c.iusername, f.dmsm1,e.iusername as jbr_name,v.fkje as fkje2 from trff_app.vio_surveil t,trff_app.vio_codewfdm d,wzits.ht_user c,wzits.ht_us

4 er &,trff_app.vio_violation v,(select * from trff_app.frm_code where dmlb= :1 ) f where c.userid(+)=t.zqmj and f.dmz(+)=t.xzgh and twhaw=d.whxw and dy  10.119.147.248 21874 11,389 249124 8

#NEC WA v | HE o

153 HATH K TOP. FAT YR TOP FLRA AT AT TOP (1) TOP SQL 7341 5138 o i s AT YR o0t 2 ) 5 w471




K&

W] LA B T B S U .
HitAE

B TOP SQL

‘ TOP SQUEHRE/INIERT—IR, AR ST,

FHITEHETOP HATIREITOP EHATEIRTOP HATIHTOP

BIEER - 2022-10-01 00:00:00 2022-10-27 09:59:59 #r: | 2F
SPERTRIS (s)..| ATET PUTRE: | ATET
Bm= B=
TOP SQLSFRTIF=
HHT  SQLEEIR
1 truncate table test
2 select name, age, sex,address from user_table where name= :1 and address= :2
3 update user_table set name= :1 where name= :2 and address= :3
4 commit

HEHATHHE TOP | TOP sQL 74l E
B,

HItHE

=itEE TOP SQL

Top#E: 20
ERITEHE(us): | RTET

BRESHRIP EfaRiTHE
rm-bp18g376812rv
2hwo.mysql.rds.ali  4.92 %
yuncs.com
test-python-put-dat a
estpython-putdat oo ey
a.com
test-python-put-dat

HETORP 100 (Y
a.com
10.119.147.247 721 i

H20£C

s # T H & D AT DBk R EH AT

[

273,057,48
8

72,798,000

11,350,000

10,375,626

20 &f®

BT

1343969.02 #

7279.80 ¥

1135.00 #

7489.74 #

Be=

VU A SRR H A

| TOP SQUERS/\EH—K, MTCHIERMILSE,

i

WTEHETOP PUTRETOP

SHFEETOP

BERERE: 2022-10-01 00:00:00 2022-10-27 09:59:59 & | 25
PUTEHE(us): | ATET
BgE ==
TOP SQLA#HFIZR
HHT HitID SQLiEA
N e

select trff_service('http://10.119.147.23/trffweb’,'02','7F1D090901 031704081 5E396 E483EDI6F2

2 1229946317245911075 _ S
8AF1DFFD8DIAEB40746D72692E636E','02C69',",") as xmireturn from dual

- 1236267014588402751 select trff_service('http://10.119.147.23/trffweb’,'02','7F1D090901 031704081 5E396 E483EDI6F2

= BAF1DFFDBDYAEB40746D72692E636E','02C69',",") as xmireturn from dual

2 o AT e select trff_service(http://10.119.147.23/trffweb’,'02', 7F1D090901 03170408 1 5E396 E483EDI6F2

52 BHEEHS

BRS3ERIP

rm-bp18g376812rv
2hwo.mysql.rds.ali
yuncs.com

10.119.147.248

10.119.147.248

10 110 147748

TopfE: 20
BPUEIP BPITR
183.134.111.28
10.119.213.212
10.119.213.212
in 1102127217
205

HOREWS

test_mj

BT

2036.04 &2

249.50

249.50

240 50 #

Bz

ARG 2 AU S 2 5 U R, AR UL AC ) 2 2R A9 20 7= AE A LG 1 5 B A5 02 . RETKE
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E] B2 g

(&(objectClass=user))
= sAMAccounthame
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LB 2. mili<B LDAP BCE>, fE# 1B LDAP YWAEREX TP M RGERE, mli<BiE>.
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# Base DN: | admin

* $IzE DN

agmin

i
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=R B

RE MRS RE “BH” , SVFEHE P THERSE =77 LDAP IR 5% a3t 4T F P ik

MRs5astubl | BCE LDAP IS5 astihl, Aoy 1P B i A .

i 1 WH LDAP JIng5 % 1, BRIA 389.

SsL JET5 A SSLHMAL, 5 L SSL BB AT B SR IE M) & Ak

Base DN 15 5F LDAP IR %5 2% base DN (Distinguished Name, X73r44) , EIS AR wF, HEEHM
1E Base DN NI 1K 5 .

4% 5E DN Z85E LDAP JIR55 %+ Base DN FHI—/MIK/™, 5 LDAP IR 55dim i & R FF— .

G i NGB E DN 205

LUk M LDAP 55 & AN IS, RESINAF & uE s K =, 1. (&(objectClass=user)).

M P Ett4 | HEmRE RS & B R4 .
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i B 50 L

HEAE R4 | IS AR AR 55 4 LR AR N R 44

FH SR | HEIEREMRS & LR TS RS

%
AYR 3. Beh LDAP AL & 7o E mdi<BRER>, #iil R4S LDAP kg5 avdE i) . miii<¥sin LDAP
P>, mdi<PEFIRE>EIREH P, &8 LDAP H /7, wEH Mt md<die>.
7S IILDAPFIF
+ LDAPHEF :
FiEE | DAPEFE DAPERESTE .EIIKE%?EE_;
B

Z B LDAP BCE 5 lJA, Rt “RRE LA LDAP 5 a3 3RBUH 7 ik FE<R>.

DY 4. DB RGO R I, £ LDAP TSR RS

IREEEHEI T SRBSIEFIRS

XBE 3T

HiEde sz apPlt, Alsah, BNSETA

10.1.5 EHESHETE

AL AESH R PR .
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DR 4. BEANRG Web BHAT G X IUME, EFNELMERTA, MAMS S FENSESH (3%
AR E BRI ED . <R
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ZEES NIESEER
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10.1.6 FAPRREEE

Mz RS E RN T ORIER KO R T 22 4 (BB KO e i, B 4 0 P BT IC B PC IR
LB MBS RGBS -

RSP “REEHE>- A EE” A EE UL, G- ZEiE iR P 220 E v,
IMAEAIRME R, Rl <fREE>.
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SEERT, REUREBUE MK .
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R B B9
| RV, P LA R I SAE (864 MERKIE, 46
AR - PREE S NN CE SN € il O

e | S BRI AR B, RG LM SR RIGEE: 07999, 0
PO SR m A s

10.2 Agent 5H

HTHRELIE T (Agent) 52 22 AE MU F R EH ML 55 R G B IH 1, LT REA 3R U in) Bodis 1o 2 Se i) Hodle
B, IR O E BRI EE . MBI ERGMEBEAE NG & A B LR ik T i
Iy, AT RLE IR EA R ) 7 DO i

Agent T1E R

& Agent 7EEUHE B S5 A% 04 1 EAIURE T 557 1 & IP+Port 8 e R A (RO &
& Agent BEMWAIFE: dbagentexe Al dbMonitor.exe. DBAgent 5% & 11117 13001 3ty [ &2 7% 32
H 5 R K, DBMonitor 55w U1 13002 S 17 £ 57 FERE G ST IR0, LS HRCEOR R R

BEPE A AN G &
Agent SCRFHITE EALRISRAL NN R ITR .
BIERG RGN | XFRE
Ubuntu X64 14.04. 16.04. 18.04
Debian X64 7.6, 87. 9.5, 10.11. 11.2
CentOS X64 5.11. 6.0, 7.4, 7.6. 8
RedHat X64 6.5. 7.0. 7.5
SUSE X64 11SP4. 12SP4
Solaris X86 X86 5.10. 5.11
Solaris Sparc X64 5.10
AIX 53. 6.1. 7.1
Windows X64 7. 10
Windows X86 7




VS =

BIERG RGMH | FFRAE

Windows Server X64 2003, 2008. 2012. 2016. 2022
euleros (EK$i7) x64 Euler0S2.0 SP9

T R aarch64 V10 JIi %5 hix

JEES cpu+ RN L R4t | X64 V10 AR 55 %5 hie

JEES cpu+ AR ELEE RSt | X64 7

JKES cpu+ifs UOS X86 V20

) cpu+4ifE UOS X64 V20

BENS cpu+4tfs UOS aarch64 V20

Agent EHLH T X 8 TS Agent N BE4Ed . P nlIEIT SSH A2 % 3. NG Fahedk, DA%
I Agent BEATE PR,

10.2.1 jfid SSH IEIE L% Agent

F AT LLE L SSH B CKE Agent H 8236 2|75 B 1H RS 28 1, H BTN SCFF Linux R 48,

FH P LE S AN BB TR IR S % IPL SSH ¥ L root 44 S50, B B H il IT scp MUK agent
R BE T LI B Bh ek,

AR ERPRER C RAEE>Agent BH” i Agent HEH UM, KL Agent ZIRTI%,
Agent&1E

Agent=ERE Agentsis

SSHITRE=E=

T install.sh =&

1,111,173/ linuxs4/dbagent.sh —-no-check-certificate -0 dbagent.sh && chmod 755 dbagent.sh &8& ./dbagent.sh 10.50,111.173
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B2 Sdi<IFiE RS BT SSH AR %3 Agent T, ZiEH iTRSS %8 IP, FFUIN 23 Agent Y
M55 g, Aidi<ZedE>.

BT SSHIREZAgent X

SRS

bt

=2AgentaIiREE: (8) =51

T
Il

. =T

]

+ 2
VELIAC B DU B S LR R .

i B 50 L

BTk S5 A 1P — BRI nT R B AR S5 A P, FH AT DU R B K

SCHFR BUAR IUNSCAHE AU - A\ 75 B2 Agent (AR 5545 1P R iZ IR 55 4% root
2 Agent RS 4% | K IS, BRIASE 108 22, FIP AT DR SR SE PR B DLE . SCRF IPva Al IPve,
RZIE 20 >,

Mli<BERESHEN LRAREEE T, P47 LT R AE:

& SUE<EESTLRIEEE O A Y3 T Agent.
& SUH<EFRES RN Agent (RS A E BT

& FObbRRIEE <ok RN D B, B R RIKRE.

REERE
R BE v BEEEIP v Q &1 c
BRESEIP SSHEESE RO AgentifF BEEENE BiE

4 22 2021-06-11 1 HEE R
92.168 2 2021-06 ! ExzE | B

192.168.50.118 2 2021 g ke
2 22 o s @ 2021-06-1 1 SHz=s Bk

22 o =R @ 2021-06-11 11:01:11 HE OB
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10.2.2 FFh&REK Agent

10.2.2.1 TE Agent RER

H P F3) F 8 Agent 3540, IR HFa 2| FHFEF RS L. H AR Windows 2R 4t A58 7>
Linux &%,

T Agent I AL HIERVE VRN

FESREAILE SR “ RGEEH> Agent BH” N\ Agent BE I, LFF Agent ZITIZE, mlili FEOY RIRA
] Agent 23540,

FahsiEAgent

* AgentiSFREEESl: | Admin (10.50,111.173)

& NH Agent BRIA SRR FE 45 S nT B B wE TE o R R R B A B R v, B AE
fift 5 J5 ) Agent #£4% T agent.ini At B SCAF 4R B servicelp BT B IE L.
=4 €  JCit e Linux MOARZEA . AIX A %3114 & Windows JRA %364, Ok 4
“ReadMe” XA, CRINEEMHUN . SCAUI] . EEHTL, ST L8
PRUEE o 7E 22 R TV AT A D 132 SOR FE A% 4 B B SR AT R A

10.2.2.2 Linux {ERG L% Agent 2F

10.2.2.2.1 B&RE
B AT HEZE, B Agent ZXEE FAEF Linux R4 2818 € H &

r-- 1 root root 2472119 68 2.:16:37
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2\ ST RSO

fift i H AR IS A

FRHREHIEAT B H 78 EOe AT R A

Linux SR LA root FHFIZAT A, F5 @ fRREAS bash, BN E MRS HHIZ1T .

I
L R X X 4

W1, fEH “tar —xf dbAgent V2.28.tar.gz” fin 2 f# & Agent ZZ3EAL, HEN Agent 2235 H %,

cle dbagent

1
1
1
1
i
1
1
1
il
=1l
=1

H e2H =EM 16:
Install dbagent
Install dbagert
Start dbag

10.2.2.2.2 FE&HRE
PL root FH VB S Linux IR &5 28 E R 40 cU AU, PUATIELR 24

wget https://10.20.49.201/linux64/dbagent.sh --no-check-certificate -O dbagent.sh && chmod 755 dbagent.sh
&& ./dbagent.sh 10.20.49.201
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Agent FEJF L TEMIFBIT G, ERRG Web EH T &, EXHEEERE “RAEHE>Agent HH” , &

# Agent BETIZHEN Agent EHIR UM, &HH Agent EHARSE L.

AgentETE  Agentszi

gentfiEasg: V2.20 BT iEE: V226R ZEHIMAA SENRER; V2.27 R

Agent IP Agentiiz
Agent TP WS =3 BERE BERERE HREE Agent#iCPU. AR BEEES
10.20.49.128 =ETE 229 Linux 2022-06-02 17:04:54 0.01 Mbps CPU: 0% FI#F:0% CPUSANE =R, (CPUER LR 100%,

10.2.2.3 Windows #{ERFZLRE Agent IEFF

10.2.2.3.1 BELE
W, A THSEN G, ¥ Agent %354 FALF] Windows k55 %% Lo

@ Cv

[}

i
m
]
i)
w

i
Al
]

y

IR 2. R EACEIE EISAT B . fE Agent 1% H R LU B 01 B 31217 “dbAgent-setup.exe” #EA

TR T, mii<F—%>, WrER.
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i Z2m5 - dbAgent
W iafii ] dbAgent 23

TECFEEFNBRE EFE dbizent 2.29.
B IRESE s a AT EE R g F .
BE “T—#7 gz, shBE “BHEY BEEE.

HEi<F—®>2 5%~ “Install winpcap” 1 “Install npcap” PANEIT . W1 HBH A M 5 i 1) 75
SR HEFE “Install winpeap” s #0122 HE B A a6 1, 4% Install npeap” » BRIAHERF (2 “ Install
winpcap” %3577, KT Windows #/E RA NI AR . “Data encrypted transmission” X 7
LN E agent BIEALHINEEI N A FE AL, HFAEH<TF—5>.

5 #2mS - dbAgent

HkEFR¥opcap/rvinpeap
?D%ﬁf\Eﬂ%?ﬁE%f%?mﬂcaEEﬁ.winpcap , IRELLENT AR EES T —5 . A

TR AEE R T el — S0, E%Enpcap-

Dir: \

[ ]Install winpcap

[ ]Install npcap

[V|Data encrypted transmission
RENE S ERIRTC 20158 1T

=5 ® Ll
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i5 2#mS - dbAgent —

HER¥E
TEEAFWHEEHIERE dotgents

s TR HiETis.

WERS. Rii<l Agree>[F 2 MG, G IEMBIRRAT A
T R IR 3 ik SRR, HARERAEG T, “Winpeap” il BRI 3L /1WA,
ﬁl'l'inl"cap (FMmap)] 4.1.3 Setup E =l E3

Licenze Agreement

Auine

Please review the license terms before installing WinPcap (Mmap) 4.1.3. 41
Press Page Down ko see the rest of the agreement,

““opyright (o3 1999 - 2005 MetGroup, Politecnico di Torino (Itald, i"
Copytight () 2005 - 2010 CACE Technalagies, Davis (Califarnia)l,

Copyright () 2010 - 2013 Riverbed Technology, San Francisco (Califarnia),
All rights reserved.

Redistribution and use in source and binary Farms, with of without modification, are
permitted provided that the Following conditions are met:

1, Redistributions of source code must retain the above copyright notice, this list of
conditions and the Fallawing disclairmer,

2, Rn_eu:listributi!:ujs in I:_u_inary Fu:u_rm_must repr_u:u:lu_n:e the above u:u:up@_f_right natice, khis _Iist af L‘

If vwaou accept the kerms of the agreement, click I Agree to continue, Yaou must accept the
agreement ko inskall WinPoap (Mmap) 4.1.3.

Mullsoft Install System w2, 46

I Agree I Cancel |

“Npcap” i 75 Z42 MEN B IR 7R )20 38 55 — SRR N ) 8 1) e Jm — T, Bl 4
FRPAT, SRR B RR H

WHERBRIN %
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ﬁ'lpcap 1.10 Setup

=10 ]

Licenze Agreement
Please review the license kerms before installing Mpcap 1,10,

Press Page Down ko see the rest of the agreement,

rF S
MNPCAP COPYRIGHT § EMD USER. LICEMSE AGREEMENT ﬂ

Mpcap is a Windows packet sniffing driver and library and is copyright
o) 2013-2020 by Insecure.Com LLC ("The Nmap Project™), all rights

reserved,

Even though Mpcap source code is publichy available For review, it is

nok open source software and may nok be redistribubed without special

permission from the Nmap Project, The skandard version is also

Ilimited ko installation on Five syskems, We Fund the Mpcap project by L‘

If wou accept the terms of the agreement, click I Agree to continue, You must accept the
agreement ko install Mpcap 1.10,

e = |

rullsaft Install System w2 51

I Agree I Zancel |

ﬁ'!pcap 1.10 Setup !EB

Inztallation Options
Please review the Following options before installing Mpcap 1,10

¥ Legacy loopback support for Nmap 7,60 and older, Mot needed for Wireshark,

™ Restrict Mpcap driver's access bo Administrators only

[T Support raw 802,11 traffic {and monitor mode) For wireless adapters

¥ Install Npcap in WinPcap API-compatible Mode (winPcap will be uninstalled)

rullsoft Install System v 51

< Back I Install I Cancel

MICROSOFT VISUAL STUDIO 2015 YL & agent 4 (&5 A 7 B e 3.
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75 Microsoft Visual C++ 2015 Redistri... - X

Microsoft Visual C++ 2015
Redistributable (x64) - 14.0.23026

PRI SRR

MICROSOFT VISUAL STUDIO 2015 ADD-ON-

SRS T A

RS SEIFRIFEEA)

=) =HEQ)

W 6. A TERUE ME<SERCIR H a1 T
i B4 ES - dbAgent O[]
ek dbAgent #23E

TRMZF DM dbhzent HIZTEE
i “ R ELEE .

10.2.2.3.2 H&HRE
HIR 1, B Windows RS- 2%, FHWE 8815 MR LR 22 3 T et Al
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Fai=i=Agent

+ AgentiFiEEES]: | Admin (10.50.111.173)

EEES04T install.sh ==

h --no-check-certificate -O dbagent.sh &8 chmod 755 dbagent.sh &8& ./dbagent.sh 10.50.112.173

0,111.173/dbagent/dbagent.zip?revip=10.50.111.173

AR 2. (FR R Agent, EARERAETE S W2k 2%

Agent FEF 235 5E HFIBAT 2 G, B ARG Web BT &, X2 “REEHE>Agent FH” , ik
¥ Agent BEETIZEHEN Agent B HIFIR TUH, &F Agent HIIEFIRE

& b EBIEAT RIS

& [REHFAREHILLL FRRR TR : <space>()[1{10=;1'+, ~(&(), 4 05 T BELE S RFIA 7 R IN H 5%
= AT A, IE R DL EE AR 2E N DOS fr ATz AT A . 4k, figls H AR L
= FHF

& B EATHE A E SO, SRR B SO R A

& AEIRTIZE R Agent FEFEIZAT, 1545 dbMonitor HEFE, SRJE 45K dbAgent #ERE .

10.2.2.4 AIX BERGE R % Agent TEF

B ARG ZIE, B Agent 3% FAEF] AIX RS #dE € H K.

root@localhost test]#11
total

system 7011142 Jun 05 18:43 dbagent_aix5.3 V2.257.tar.gz

2\ FL RS AT 3O

file FE H AR B2

BT B AT B R Hiﬁﬁi‘}‘ﬁ IBAT ZHEHAR

AIX B EE 7 LA root FH FISAT AR, F5 € M REds bash, BUANTR E MRS ELEIEAT .

II
LR B K 2

IR 2. Jefdi FH “ gunzip dbagent aix5.3 V2.257.tar.gz” iy & ik Agent ZE3E AL, A2 K tar £, FHE A “tar -xvf
dbagent_aix5.3 V2.257.tar” & f#)E tar .
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root@localhost testl#gunzip dbagent aix5.3 V2.257.tar.gz
root@localhost test]#11
total 50080
g B e 1 root system 25640960 Jun 05 18:43 dbagent aix5.3 V2.257.tar
ruot@ln:alhost test]#tar -xvf dbagent aix5.3 V2.257.tar
257
=?fagent.ini 684 bytes, 2 media blocks.

X
X

X /d 6558783 bytes, 12811 media blocks.

X fdb ]unt start.sh, 2105 bytes, 5 media blocks.

X /dbagent_stop.sh, 1165 bytes, 3 media blocks.

X fdbﬂonltor 2480126 bytes, 4 media blocks.

X y//install.sh, 3847 bytes, 8 media blocks.

x 257/1ib

X 7/ 1ib/libpcap.a, 1405067 bytes, 2745 media blocks.

® 7/1ib/1ibg s.a, 1004984 5, 1963 media blocks.

X 7/1ib/1libstdc++.a, 11509097 bytus, 22479 media blocks.
X 7/ rpm

X 257/rpm/bash-5.0-8.aix5.1.ppc.rpm, 2584873 bytes, 5049 media blocks.
X /tool

X y//tool/agent.conf, 48 bytes, 1 media blocks.

® ., 8929 bytes, 18 media blocks.

X 7 /tool/cpulimit, 50857 bytes, 100 media blocks.

X 257/tool/update.sh, 1934 bytes, 4 media blocks.

X »//tool/get _io usage.sh, 581 bytes, 2 media blocks.

X 7/tool/prepare_update.sh, 246 bytes, 1 media blocks.

. § y//uninstall.sh, 2851 bytes, 5 media blocks.

X y//version.txt, 47 bytes, 1 media blocks.
root@localhost test1#j

HIR 3. AERBEHFMAT “install.sh” A RIAT 224E Agent F2FF o

root@localhost dbagent2.257]#./install.sh

Install dbagent...

Install db nt success

/test/dbag 257/dbAgent needs:
fusr/lib/libc.a(shr.o)
fusr/lib/libpthread.a(shr_xpg5.o)
/test/dbagent 57/1ib/1libstdc++.a(libstdc++.s50.6)
; 7 /1ib/1libgcc s.a(shr.o)
/test/dbagent 57/1ib/1libpcap.a(shr.o)
Junix
fusr/lib/libcrypt.a(shr.o)
/usr/lib/libpthreads.a(shr_comm.o)
fusr/lib/1libodm.a(shr.o)
fusr/lib/libcfg.a(shr.o)

Start dbagent...

Start dbagent success

root@localhost dbage

Agent T2 7 L3 5EIEIBIT 2 )G, B3R RS Web HHL T 6, ECHAFIERE “REEHE>Agent HH” , ik
¥ Agent B TIZZIEN Agent BHHIFIR T, &F Agent EHREE R

10.2.3 Agent &I

FESEHRE R “REEH>Agent BH” , L Agent BH I3\ Agent BEH T . Agent & 3 U1 1fi ] J&
N I IERLL ) Agent 113K . FIR RN Agent FIELIE R, FRRENATE Agent HIIBITIRAS . AN ATED
B Agent KEIZITSH, SLPIEFEEE . 510 FFN BB Agent IRS:, TEC4HT Agent T # H EFT Agent



SEATIRZSISI, HRAEFRZREIEMI Agent HOTAE.
10.2.3.1 HE#E Agent K7

£ Agent BE UM, 7£ L %% Agent SR AERAIE S T i< B3> HEN Agent MEB 45 B 0TH, JH 7wl AR Y
TR E R B, BE IR AR RS ER AR (cPU L AR S BEREER . FEME . BREE).

miZfE8 - Agent IP: 192.168.50.13

il
I‘[ |I
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|_HF
t
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i
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]
I ||I
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il
I

~, Age ~ EFRC
1%
0.8%
0.6
0.4
0.2% \
03
20:40:09 20:49:30 20:50:09 20:50:39 20:51:09 20:51:39 20:52:09 20:52:39 20:53:00 20:53:39
10.2.3.2 €24 Agent it E
R & BiE
WU 1. 1F Agent B TUM, 7F Agent 53R i B <Be B>
AgentETE
Agent=E Agents=E
‘ SEEsRSBAGentiEEA: V2.30 B 5 V2 26RZRAIEFAENTES: V2 7RISR SEMAETIRIEE: V2. 0B A A SN TE TR
= v a @
Agent IP =g WS BE BERG BENERE KR O SRR AgentfiiCPU. AEFER REEE BE
10.50.111.173 SRS 230 Linux 0.01 Mbps CPU: 3.08% MIEF:0.07% kB EE BEsv
10.11.41.155 2 2,301 Linux 0 0 Mbps CPU: 1.01% AFF:0.17% %E ESE ES
10.11.39.10 ERIES 2.301 Linux 2022-1 10:01:35 1 0 Mbps. CPU: 1% AFE:0.17% wE |EE) E2v

DSR2 FRHEE Agent BEEXSTEHE, AR TR EEBURRSH, BEGERUE R <BE>.
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{EPTEE - Agent IP: 192.168.36.133 %

Vv EFERRE

CPUFFIE @:

CPUEFLMR: | 100%

WEERLRG®: | 200M

> JEERED BHUUMIRER, AgentZIETIE, EXFSEMETRE
> MasidiEeE
> FpORSES

> Eif

& DU R
Vv HEiRERRS

CPUZEFIE (B

CPUERELIR: | 100%

i
il
5

HEERIR®: | 200M

TRAHC B UM S S R &

fic & T Wi BE

Ja G, Agent FHANAE HLE CPU #Z 0 | TR,

CPU SERIMESE 1 2 HEFRAE RS A2 19 CPU. b SR K I 1) 2 47T A Bl 1 i b 3
CPU R AITE 3, RN CPU KM, E R IEITIONLE L, A CPU SH B, B
FUEAZ S, RIS cPU b, CPU BEAF b R TG, BB
PRSI, — ELIZBOEE, Agent £ HEE £,
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B B I Vi BA
CPU 1 F _ERR ERINME A 100%, BUETEE: 0%~100%, 1H 0 FnAPEH.
A7 B IR Agent ZEAF 0 AR I AE, BRIAME 200MB, AREFE T & & HIBH K AT

& JEMTGRYT GBI ERAE—BRMER, Agent #1F T/

v IEERER SDLRE—E

il
i
i
jart
H
fmif

EHCPUERSRE:  100%
ﬁﬁﬁﬁﬁﬁﬁﬁ::j&-éﬁT E
ﬁﬁﬁﬁ§MEE:;:. . KB/s
I o j: BiET =) .
FHELEIES N TR, :
fic & T Wi BE
R CPUEHIME | BRIAMAE 100%, HUEIEH: 0%v100%, 1H 0 FsARRME]

RGNAT I BIE

ZRIANE 100%, BUETEHE: 0%~100%, IH 0 FAPRH .

ARG LA 10 BE

BOME 0, FoRANIRM . AN RGBT 2 G EL I B KB

AAHAS 10 BE

BOME 0, FoRAIRM . ARG RGN RS HER,

& I SdERE
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v flesTas

maro:

ani (1A

"ol
f
|

i

and Di't 3306) or ’host 192 1-58 i 101 and pol rt 306)

HTEiTE:
EESTE
?Ei;;f FIEEIIEERSHINE, AliESE ZMNEERESHE. BEST

AR EES L TR,
fic & Tt BH

fic B 5K R 2 9 1 B i, s As 3 O B, 24
PR A 11

23480
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